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Abstract

This deliverable presents the final prototype validation of the ROB&& platform Building
onthe validation framework established in D6.1 and the intermediate results reported, i
it covers thefull scenarielevel validation of five prototypescrossthree use case&PlI

attainment is reported per use case and scenario, and the project Global Objectasifiear
at the integrategrojectlevel. Together, these elements constitute the definitive record

ROBUST-6G consortiurts integration and proadf-concept activities.
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Executive Summary

This deliverable presents the final validation of the ROBASST platform, concluding the work
carried out under Work Package 6. Building on the validation framework established in D6.1 and the
intermediate results reported in D6.2, it covers the full seaievel validation of five prototypes
across three use cases: Al model trustworthiness evaluation in distributed 6G environments,
automatic threat detection and mitigation in-é@abled 10T environments, and security capabilities
exposure via NetworSearity-asa-Service.

The document presents the final state of the ROBBGTplatform architecture, confirming the
alignment of all active flows with the updated reference architecture and documenting the status of
all components, flows, and validation scenarios across theepaestbed assets. The five prototypes

that translate this architecture into demonstrable ppbabncept systems are described in full detail,
covering their objectives, position within the architecture, and composition. Prototype 1 implements
a decentlised federated learning framework covering privamserving distributed training,
adversarial robustness, sustainability evaluation, and explainability artefact generation. Prototype 2
demonstrates automated zéooch threat detection and closedp security management across loT
environments of increasing complexity, integrating programmable monitorirgsAdted incident
response, and playbodiased enforcement. Prototype 3 exposes ROB&S Becurity capabilities

to third-party applications throudg intentbased Representational State Transf@EST) APIs
(Application Programming Interfacealgned with the CAMARA Projectan opersource initiative

under the GSMA Open Gatewdyamework that standardises telecom network APl expasure
Prototype 4 addresses physical layer security through a dlogedonfiguration covering jamming
detection, physical layer authentication, and secret key generation. Prototype 5 serves as the Master
Prototype, integrating the capabilities of all fountptypes into a unified demonstration spanning the

full ROBUST-6G architecture.

The three use cases are described in their final form, covering the scenario objectives, functional
flows, architectural positioning, and the prototype used for each scenario. Use Case 1 addresses Al
model trustworthiness across two scenarios, coveringntietised federated learning for privacy
preserving model training, and physicahd sensindayer trustworthiness and resilience. Use Case

2 covers automatic threat detection and mitigation across three scenarios of increasing complexity,
demonstratinchow the zereouch security platform scales from a single clelesgh instance to
multi-loop and multitenant configurations. Use Case 3 demonstrates howhity applications

can consume ROBUSBG security capabilities through the NetSecaas$S interfattew requiring
knowledge of the underlying orchestration.

Validation is conducted through the fldvased methodology established in D6.1. The consolidated
results cover prototypkevel functional validation, KPI attainment per use case and scenario, and
Global Objective verification at the integrated project let4all KPI and objective traceability is
provided in the supporting appendices alongside the interface specifications and the dataset catalogue
documenting the projegenerated and partreontributed datasets used throughout the validation
campaign
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1 Introduction

This deliverable presents the final validation results of the ROB&& project. Building on the
validation framework established in D6.1 and the intermediate results reported in D6.2, D6.3
concludes this progression by executing and reporting on fulhgodavel validation across the

partner testbeds. It constitutes the definitive record of the consortium's integration andfproof
concept activities under WP6, covering the validated use cases, the measured KPIs, and the prototypes
developed across thpeoject

1.1 Objective of the Document

The purpose of this deliverable is to provide a final, comprehensive account of the technical validation
of the ROBUST6G platform. This includes the etoend execution of all use case scenarios, the
demonstration of prototypes across the partner testlaed the measurement of Key Performance
Indicators (KPIs) against the targets defined in the Description of Action (DoA).

D6.1 established the validation plan, introduced the -thased pipeline, and defined the unified
testbed strategy. D6eXecuted that plameporting on component and fleevel validation progress,
performing the gap analysis against the D2.2 reference architecture, and identifying the open points
to be resolved in the final phase.

D6.3 concludes this progression. It introduces the prototypes as the demonstrable units of ROBUST
6G, addresses each open point carried forward from D6.2, presents the validation reslutts éar

use cases and their scenariasd provides the consolidated KPI attainment evidence required to
assess compliance with DoA commitments.

The scope of this deliverable covers the-emdnd execution of all use case scenarios across the
partner testbeclshe demonstration dhe prototypesthe resolution of open points from D6.2; and
the final documentation of key inteomponent interface specifications.

The validation approach used in this deliverable is reported as follows: each prototype is assessed
individually, KPI attainment is reported per use case and scenario, and the project Global Objectives
defined in the DoA are verified at the integrapedjectlevel. The consolidated view of all results is
provided in Chapter,5with full traceability available in the supporting appendices

1.2 Structure of the Docunent

The remainder of this document is organised as follows.

Chapter 2 presents the final state of the ROB8&Iplatform, covering the system architecture, the
gap analysis, the status of all components, flows, and scenarios, an overview of the prototypes, and
the unified testbed configuration.

Chapter 3 describes each of the five ROBLB&T prototypes, presenting their objectives, position
within the architecture, and composition. Prototype 5 additionally includes a dedicated demonstration
storyline section, reflecting its scope spanning multyske cases and scenarios.

Chapter 4 presents the technical description of each of the three use cases, covering the scenario
objectives, the position within the architecture, the functional flows with their diagrams, and the
prototype used for each scenario.
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Chapter 5 consolidates all validation results into a single prigeel view, presenting the prototype
validation assessment, the KPI attainment results per use case, the Global Objective verification and
the overall evaluation.

Chapter 6 provides the conclusions, lessons learned, and a summary of théspsojectific and
technical contributions.

Five appendices support the main bodgveringthe componerandflow validationsummariesthe
final interface specificationshe demo materials indethe KPI and Objective Traceability Matrix
dataset cataloguendthe Technology Readiness LevdlKL) assessment for each prototype.

Figure 1.1 provides a visual overview of the document structure and the reading flow between
chapters.

D6.3 Prototype Validation of ROBUST-6G Components

1. Introduction

Layered system architecture

Gap analysis

Components, flows and scenarios
Prototype overview, Unified Testbed

v

2. Platform Overview

P1 Trustworthy Al

P2 Multi-layer zero-touch defender
3. Prototypes ¥ P3 NetSecaaS gateway
P4 Physical and sensing layer

P5 Master prototype

UC1 Al model trustworthiness
UC2 IoT threat detection and mitigation
UC3 Security capabilities exposure

4. Use Case

I
v

Prototype validation assessment
Use case KPI attainment

Global objective verification
Overall evaluation

w

5. Validation Summary

6. Conclusion D Framing . Technical Core D Content

Figure 1.1: D6.3 Chapter Flow and Reading Guide
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1.3 Terminology and Definitions

The following terms are used consistently throughout this deliverable to describe the RGBUST
validation approach and its key elements.

Component An individual building block developed by a project partner that provides a specific
capability within the ROBUST®BG architecture, such as a software modAléficial Intelligence
(Al) model, algorithm, security function, API, or framework.

ComponentBased Validation The process of validating an individual component in isolation to
verify its functionality, performance, robustness, security, and compliance with its defined
specifications before integration with other project elements.

Flow: A structured unit of integration and validation that represents a sequence of interconnected
components, each fulfilling a specific functional role within a use case scenario. A flow defines clear
input triggers, internal logic, and expected outputs; maectty to the ROBUST6G reference
architecture; and is deployed and validated on one or more Partner Testbed Assets. It serves as the
intermediate building block between individual component validation and full scdeaeiatesting.
Flow-Based Validatiornt The process of assessing a sequence of interconnected components against
their defined KPIs and acceptance criteria to confirm correct interaction, data exchange, interface
compatibility, and collective achievement of the intended functionality and peraertargets

Partner Testbed Asset (PTA) An infrastructure resource contributed by a project partner to support
component, flow, and scenario validation, providing the computing, networking, radio, cloud, edge,
or software resources required for testing and experimentation.

Unified Testbed A federated validation environment created by interconnecting multiple Partner
Testbed Assets, enabling ettdend testing of distributed ROBUSAG solutions across partners,
domains, and technology environments.

Use CaseA realworld challenge, operational objective, or business problem that ROBGSAImMs

to address, defining the validation context and expected outcomes without prescribing a specific
technical implementation.

Use CaseBased Validation The process of validating an etmend use case by integrating multiple
components and flows within realistic scenarios to demonstrate that the intended operational
objectives and performance targets are achieved.

Scenaria A specific operational situation within a use case that combines multiple flows to validate
a particular aspect of the ROBUSG solution under realistic conditions.

Prototype: A concrete implementation of one or more ROBWET innovations, serving as a
working demonstrator used to validate the feasibility and effectiveness of a specific technical
solution.

Prototype Validation: The process of validating a specific ROBUG6G innovation or demonstrator

to prove its technical feasibility, effectiveness, maturity, and readiness for integration, exploitation,
or further development.

Use Case KPi A technical performance indicator defined in the Description of Action (DoA) and
used to validate that ROBUS3IG components, flows, scenarios, and prototypes achieve their
intended functionality and performance targets within a specific use case.

Project Objective KPI: A projectlevel performance indicator defined in the Description of Action
(DoA) and l i nked directly t o t he projectaos
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demonstrating the overall impact and success of ROB&S through evidence collected from one
or more Use Case KPIs.

Validation Hierarchy: The structured, threstep integration and validation pipeline followed by
ROBUST-6G, in which individual components are first validated in controlled environments, then
integrated into flows and validated collectively, and finally assembled into scenadoglidated
endto-end on the Unified Testbed. Evidence collected through this pipeline is used to assess Use
Case KPIs and Project Objective KPIs defined in the DoA. This term is used in D6.3 as a summary
label for the threestepintegration pipeline established in D6.1. Prototype Validation runs alongside
this hierarchy as a separate track, assessing each RO&B $iototype independently of use case
scenario KPI attainment.

2 ROBUST-6G Platform Overview

This section consolidates the architectural and integration foundations that underpin the final
validation of the ROBUSHEG platform. The layered design of the ¢neéend system architecture is
presentedThe gap analysjs structured process that maps each flow to the reference architecture
and flags any missing components, overlaps, or unclear interfacestedsd in D6.1 and refined

in D6.2, is reported for the last time, confirming the alignment af&Hctive flows with the final
reference architecture updated in D2.3. The status of the components alorbewitlws that
integratethem into platforrdevel capabilities are revisited. Validation scenarios that exercise these
flows across various use cases are provided. The five prototypes that translate the architecture into
concrete demonstrators are also introduced in this settiese praitypes range from layespecific
implementations of trustworthy Al, zetouch defence NetSecaaS exposure, ankygicatlayer
resilience, up to the integrated Master Prototype that showcases their joint operation as a unified 6G
security platform.

2.1 System Architecture

The ROBUST6G architecture presents a comprehensivestemhd security framework designed

for future 6G networks, structured around a set of tightly integrated architectural layers. These layers
collectively enable autonomous, intelligent, and scalatdeption across distributed environments,
spanning from the physical radio interface to applicateming services. They operate as a
coordinated system driven by continuous data flowsp@éwered analytics, and closéxbp
automationFigure2.1 shows the main elements of the architecture.
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Figure 2.1: ROBUST-6G Architecture

At the outermost boundary of the architecture lies the Exposure Framework, which serves as the
interface between the internal security ecosystem and external consumers such as applications,
vertical industries, and service providers. This layer abstteetoimplexity of the underlying system

into a set of secure arslandardised\Pls, allowing external entities to access advanced security
capabilities in a programmable way. Through this interface, consumers can request threat intelligence,
invoke mitigaton actions, or define higlevel security requirements such as ser@sel
agreements. The importance of this layer lies in transforming security from an internal operational
concern into an accessi bl e -asaservidédc ei,n ed G e\ 3 tve
ensures that the sophisticated intelligence generated within the architecture can be consumed in a
flexible and interoperable manner without exposing implementation complexity.

Beneath the Exposure Framework, the architecture is grounded in the Programmable Pervasive
Monitoring layer, which provides continuous visibility into the state of the network. This layer
functions as the sensing mechanism of the system, collecting telepegformance metrics, alarms,

and anomaly indicators from a wide range of sources across thécledgke continuum. Its
programmability enables it to adapt dynamically to new monitoring requirements, emerging threats,
or evolving performance indicatofBhe data collected at this stage forms the raw input for all kigher
level intelligence and decisiemaking processes. By maintaining persistent awareness of network
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behaviouracross heterogeneous environments, this layer ensures that the system can detect early
signs of degradation or attack, thereby supporting proactive rather than reactive security strategies.

The data gathered through monitoring is then handled by the Data Management Platform, which
constitutes the central data backbone of the architecture. Its role extends beyond simple storage; it
integrates, secures, and governs data flows across the dggtetiising a combination of data fabric
[R6G26D23], a semantic knowledge graph, and governance mechanisms, it enables interoperable
and privacypreserving data sharing across multiple domains. This platform ensures that data from
various sources ranging from physicalayer measurements to applicatievel metric® can be
normaliseddiscovered, and accessed under strict policy control. The presence of a knowledge graph
introduces semantic consistency, allowing heterogeneous datasets to be linked and interpreted in a
unified manner. In addition, identity magement, authentication, and poHlegsedauthorisation
mechanisms ensure that data access is controlled and auditable. As a result, the platform acts as the
Ainervous systemo of the architecture, providi
depend on it.

Building on this data foundation, the Trustworthy and Sustainable Al Services layer introduces
intelligence into the system. This layer is responsible for developing, managing, and deploying Al
models that support security operations across the archéeétutefining aspect of this layer is its
emphasis orsustainabilityand trustworthiness, which encompasses robustness against adversarial
manipulation, privacy preservatioand explainability. It supports distributed learning paradigms
such as federated learning, allowing models to be trained aosstralise@nvironments without
exposing raw data. At the same time, it provides explainability mechanisms and confidence metrics
that make Addriven decisions transparent and auditable. Sustainability is also treated as a core
concern, with strategies aimedanimisingthe computational and energy footprint of Al processes.
The outputs of this layer take the form of predictions, classificatammanomaly detections, which

are enriched with contextual and trustated information and passed on to the orchestration layer for
action.

The ZereTouch Security Management layer acts as the central decision and control entity in the
architecture. It leverages the insights produced by the Al layer along with data from the monitoring
and data management layers to orchestrate security opsratimss the network. Its distinguishing
feature is its ability to operate autonomously through ckdsepd mechanisms. These loops
continuously monitor systetmehaviouy analysepotential threats, decide on appropriate responses,
and execute mitigatiorcions without requiring human intervention. The layer translateslbig
security intents into concrete actions by decomposing them into deployable configurations and
coordinating multiple domaispecific orchestrators. This enables #t@ale detectiorand mitigation

of threats while maintaining consistency across distributed environments. By automating the full
lifecycle of security manageménfrom policy definition to enforcement and validatiit
significantly reduces operational complexity and inyaoresponse times, embodying the Zetah

vision of future 6G systems.

Complementing this systemide orchestratiorand the security closed loom managemanthe
management layethe Physical Layer Security closkxbp layer extends security mechanisms down

to the radio interface, addressing threats that originate at the lowest level of the communication stack.
This layer operates through its own monitofiagalysi$ actuation cycle, focusing specifically on
signatlevel characteristics such as chanredhaviouy spatial properties, and electromagnetic
patterns. By applying Adiriven analysis to these parameters, it can detect attacks such as jamming,
spoofing, orunauthorisedsignal manipulation. The actuation component then enforces rapid
countermeasures directly at the physical layer, including adjustments to transmission power,
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beamforming configurations, or authentication mechanisms. The proximity of this layer to the radio
environment enables extremely ldatency responses, which are essential for mitigating fast
evolving threats. In this way, the architecture ensures thatiseis enforced not only at the software

and network levels but also at the physical foundation of communication.

Takentogether, these layers form a deeply interconnected architecture in which data flows upward
from monitoring to intelligence and decistomaking layers, while control actions propagate
downward through orchestration and actuation mechanisms. The Exposur@nork bridges this
internal ecosystem with external actors, enabling the deployment of programmable security services.
The overall design reflects a shift from static, reactive security models to dynarudyé, and

fully automated protectiontrsitegies. By tightly integrating monitoring, data governance, Al
intelligence, orchestration, and physiajer enforcement into a unified system, the ROBWET
architecture provides a scalable and adaptive solution capable of addressing the compléxigat
landscape of future 6G networks.

2.2 Gap Analysis

Building on the gap analysis methodology established in D6.1 and the intermediate findings reported
in D6.2(Section 2.4, "Gap Analysis and Alignment with the Architecturi$ section presents the

final closure of all open points identified during the project lifecycle. In D6.2, 19 flows across three
use cases were examined against the reference architecture defined in D2.2, and a set of open point:
were identified. In th final validation cycle, the active flow count has been updat&8 to

It should also be noted that between the intermediate and final validation phases, the reference
architecture was updated within the scope of WP2. This update introduced structural clarifications
that are directly relevant to the open points identified6r2, and are explicitly referenced in the-per
usecase findings below.

Use Case 1.1 DecentralisedFederated Learning: D6.2 reported one open point: the interactions
between the Global Model Repository and potential external consumers had not been formally
defined. This point has been resolved: as clarified during-paener technical discussions, any
authorized external einent accesses the GMR through the Trustworthy Al Service Exposure
interface, without requiring a dedicated fléewel coupling.

Use Case 1.2Physical and Sensing Layer TrustworthinessD6.2 reported no open points for this
use case. Since all components involved in these flows operate within the Physical Layer Security
ClosedLoop, architecturahlignment is inherently maintained. No further acticasrequired.

Use Case 2 Automatic Threat Detection and Mitigation: The first concern was the visibility of
closedloop data interactions within the functional architecture. As clarified during-fatener
technical discussions, closémbp instances are not expected to appear as discrete entities in the
functional refeence architecture; they are a deployrdemel construct. Their governance is
represented by the Security Closed Loops Management block within thelTdigch Security
Management Layer, which is exptlg present in the final reference architecture. This point is
formally closed.

The seconapen pointoncernedhe harmonization of monitoring responsibilities acrlossrnet of
Things (oT) andRadio Access NetworkRAN) layers. At the time of D6.2, this point was flagged

as requiring clarification due to the early integration stage of the UC2 flows. As components were
further developed and integrated during the final validation cycle, it became evident that the
Programmble Pervasive Monitoring platform naturally serves as the unified collection point for both
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loT and RAN telemetry. This was confirmed through the practical execution of the UC2 flows, which
demonstrated that no additional architectural mechanism was required to harmonize monitoring
responsibilities across the two domains. This point is forméaiised.

Use Case 3 Security Capabilities Exposure (NetSecaaS)D6.2 reported one open point: the
identification of all modules that can be exposed through the NetSecaaS interface had not been
completed. This point is resolved in D61iBe flows are ralefined three functional flowseach
mapping onto a set of exposed capabilities and components. The exposed module set is now fully
specified through these flow definitions.

The Flow alignmenTable2.1 shows the gap status of each use case flows and architecture.

Table 2.1: Gap Analysis Status

Architectural Layers Gap Status
1.1 |1 | Privacy and Trustworthy and Sustainable Al Aligned
Decentralization Services Layer
1.1 | 2 | Evaluation of Model Trustworthy and Sustainable Al Aligned
Robustness Services Layer
1.1 | 3 | Sustainability Evaluation | Trustworthy and Sustainable Al Aligned
Services Layer
1.1 | 4 | Explainability of the Trustworthy and Sustainable Al Aligned
Models Obtained Services Layer
1.1 |5 | PrivacyEnhanced DFL | Trustworthy and Sustainable Al Aligned

Services Layer
12 |1 | PHY layer trustworthiness PhysicalLayerSecurity Closed Logp | Aligned
evaluation Zerotouch Security Management Lay
12 | 2 | Mutual authentication PhysicalLayer Security Closed Logp | Aligned
Zerotouch Security Management Lay

1.2 | 3 | (Fast) Secret key PhysicalLayer Security Closed Loop, | Aligned
generation Zerotouch Security Management Lay

2.1 1 Proactive Security Zerotouch Security Management Aligned
Enforcement Layer, Trustworthy and Sustainable A

Services Layer

2.1 | 2 | Threat Detection Zerotouch Security Management Lay( Aligned
combining Network and
loT Data

2.1 '3 | Threat Mitigation via Zerotouch Security Management Lay( Aligned
reactive plan execution

2.2 |1 | Investigative Loop Zerotouch Security Management Aligned

Layer, Trustworthy and Sustainable A
Services Layer
2.2 | 2 Resolutive Loop Zerotouch Security Management Aligned
Layer, Trustworthy and Sustainable A
Services Layer
2.3 |1 | Loops and Coordination | ZeroTouch Security Management Aligned

Deployment Layer; Data Management Platform

2.3 |2 Loops Execution and Zero-Touch Security Management Aligned
Conflict Resolution Layer; Data Management Platform

3 1 | Security Capabilities Data Management Platform, Exposur¢ Aligned

discovery data exposure | Framework
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3 2 | XAl Analytics Data Data Management Platform, Exposure¢ Aligned
Framework, Trustworthy and
Sustainable Al Services Layer
3 3 | Simplified SSLA Data Management Platform, Exposur¢ Aligned
enforcement Framework, Zerdouch Security
Management Layer,
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2.3 Components

This section summarises the status of all components developed across WP3, WP4 and WP5 and
integrated into the ROBUSBG platform. As established in D6.1 and tracked through D6.2,
components are the elementary building blocks that are composed intovilse dteenarios and
prototypes validated in this deliverable. The objective here is to confirm that the full component set
has been completed and to indicate, for each component, the deliverable in which its detailed results
are reported and the use cas@mtotype in which it is exercised. All active components defined in
D6.1 have been completed and validated. One component (CNXWO04) was added during the project
as result of the separation of the CL Management from CNXW@4 consolidated reference table,

with the development task, reporting deliverable, concrete outputs acdsesé prototype mapping

for every component, is providélow.

Table 2.2 Status overview of ROBUST6G components

ID Component Partner Reported Usedin (UC Status
in / Prototype)

CEBYO1 | Enhanced AI/ML robustnes EBY D3.2 Ad hoc PoC  Completed
against adversarial attacks

CEBY02 | Privacypreserving anc EBY D3.4 UC1.1/P1 | Completed
securityenhanced DFL

CEBYO03 | XAl-based detection an EBY D3.4 UC3/P3 Completed
mitigation for adversaria
attacks

CEBY04 | Signal/attack identificatiof EBY D5.2 Ad hoc PoC | Completed
of electromagnetic signals

CEBYO05 | Identification/authenticatior EBY D5.2 Ad hoc PoC | Completed
of legitimate devices
(RIS/nonrRIS, antt
spoofing)

CTIDO1 Data Fabric TID D2.3 UC3/P3, P5 Completed

CTIDO2 Data Governance TID D2.3 UC3/P3, P§ Completed

CTIDO3 Security Capabilities TID D2.3 UC3/P3, P5 Completed
Exposure (NetSecaaS)

CUMUO1 | Programmable Monitorin¢ UMU D4.4 ucz/ P2 Completed
Platform (PMP)

CUMUO2 | DFL Framework UMU D3.4 UC1.1/P1 | Completed

CUMUO3 | ReputationBased Trust UMU D3.4 UC1.1/ Ad | Completed
Management System hoc PoC

CUMUO4 | Enhanced AI/ML Model UMU D3.4 UC1.1/P1 | Completed
Robustness (Krum)

CUMUOS5 | XAl Integration for Model UMU D3.4 UC1.1/P1 | Completed
Explainability

CCHAO1 | Physical Layer Security ii CHA WP5 o} Completed
NOMA-MIMO systems

CCHAO2 | Datasets generation ar CHA WP5 o} Completed
fingerprinting for PLS

CUCDO1 | Distributed FL Poisonin¢ UCD WP3 o} Completed
Attack & Defense

CUCDO02 | Evasion Attack Detection | UCD WP3 o} Completed
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CUCDO03 | XAI-IDS UCD WP3 UC3 (XAl) | Completed
CUPDO1 | Decentralised FL with UNIPD | D3.4 UC1.1/P1 | Completed
ADMM
CUPDO2 | Spiking Neural Network UNIPD | D3.4 UC1.1/P1 | Completed
Simulator
CUPDO3 | Jamming Detection UNIPD | WP5 o Completed
CUPDO4 | PHY-layerenhanced UNIPD | WP5 o} Completed
Authentication &Key
Agreement
CUPDO5 | CrossLayer Holistic. UNIPD | WP5 o} Completed
Security Anomaly Detectiol
CNXWO01 | ZeroTouch Security NXW D4.4 UC2 /P2 Completed
Orchestrator
CNXWO02 | Network CNNbased IDS | NXW D4.4 Not Completed
applicable
CNXWO03 | Resource Orchestrator NXW D4.4 UC2 /P2 Completed
CNXWO04 | ClosedLoop Managemen NXW D4.4 uc21, Completed
(S-CL Manager) ucz.2,
UC2.3/P2
CENSO1 | PHY monitoring (SNR, ENSEA /| WP5 UC1.2/P4 | Completed
LoS/NLoS) CYU
CENSO2 | Secrecy and informatio ENSEA / WP5 Not Completed
leakage CYu applicable
CENSO3 | Trustworthy Sensing an ENSEA /| WP5 UC1.2/P4 | Completed
Localization CYU
CENSO4 @ AoA-based Physical Laye ENSEA / D5.3 UC1.2/P4 | Completed
Authentication CYU
CENSO5 | Fast SKG using LSTM ENSEA /| D5.3 UC1.2/P4 | Completed
networks for privacy CYU
amplification
CLIUO1 Semanticsaware task LIU WP3 UC1.1/P1 | Completed
scheduling in Federate
Learning
CLIUO02 Remote estimation und¢ LIU WP3 o} Completed
heterogeneous seman
significance
CEURO1 | XAl Al/ML algorithms EUR WP3 o} Completed
CEURO02 | Risk-averse Resourc EUR D4.4 o} Completed
Management Framework
CTHAOL1 | Security Orchestrator THALE | D4.4 uc2 / P2,/ Completed
S P3, P5
CTHAO2 | Monitoring and Closed THALE | D4.4 ucz/ P2 Completed
Loop Remediation System| S
CGHMO1 ' RF Fingerprinting Migratior GOHM | D5.2 PoC Completed
(KPI6/KPI7)
CGHMO02 | RFPREDICT GOHM | D5.2 PoC Completed
(KPIB/KPI7)
CAXNO1 | Proactive Threat Predictic AXON D4.4 uc2/ P2 Completed

and Mitigation for 6G

Security Orchestrators
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CAXNOZ | CryptoToNIoT T | AXON D4.4 UC2 /P2 | Completed
cryptominingaugmented
loT networkflow dataset for
6G security Al

Component Descriptions

Each component developed acrogd?2, WP3, WP4 and WP5 is summarised below. The
corresponding validation and reporting notstating the development task, the deliverables in which
results are reported, any concrete outputs (publications, datasets, software releases), and how the
component w&s validated (use case, prototype, KPI, or pajefoncept)- are provided in the
component table in Appendix A.

EBY (Ericsson)

A CEBY018 Enhancement of AI/ML model robustness against adversarial evasion and poisoning attacks;
validated as a dedicated premffconcept (D3.2).

A CEBY028& Privacyenhancing and security techniques that protect the decentralised fedeaatat
process from data leakage and poisoning; integrated in Prototype 1 / UC1 Scenario 1 and reported in
D3.4.

A CEBY038 Explainable Al(XAl) basedietection and mitigation of adversarial threats; its explainability
outputs are exposed through the NetSecaas interface in UC3 / Prototype 3 (D3.4).

A CEBY04 8 AI/ML solution to classify different types of electromagnetic signals with high accuracy;
validated as a proadf-concept (D5.2).

A CEBY0546 Identification and authentication of legitimate devices, incluiRegonfigurable Intelligent
Surface RIS) and norRIS spoofing scenaripsnapped into the Physiebbhyer Security loop (D5.2).

TID (Telefénica)

A CTIDO1 8 Data Fabric responsible for collecting, processing, storing and semantically integrating
security data; central to UC3 and reused by Prototypes 3 and 5 (D2.3).

A CTID02 & Data Governance plane providing authentication, authorisation and -pakeyl access
control across the exposed capabilities (D2.3).

A CTID03 8 Security Capabilities Exposure (NetSecaaS) gateway exposing security capabilities to third
parties via CAMARAstyle REST APIsit is designed to bthe only externally visible componefior 3¢
partiesof the ROBUST6G platformas seeln the contexbf UC3 (D2.3).

UMU (Universidad de Murcia)

A CUMUO1 & Programmable Monitoring Platform (PMP) for clodedp, virtualised monitoring,
anomaly detection and data aggregation; the unified collection point for 10T and RAN telemetry in UC2
/ Prototype 2 (D4.4).

A CUMUO02 8 Decentralised Federated Learning Framework providing the core orchestration engine for
privacy-preserving model training; the heart of Prototype 1/ UC1 Scenario 1 (D3.4).

A CUMUO3 & ReputatiorBased Trust Management Systémplemening a behavioubased trust
element to weight nodewvhen sharing model updateefined inD3.2, with validationan [MMG+26].

A CUMUO04 & Enhanced Al/ML Model Robustness implementing Krum Byzantireist aggregation to
filter poisoned updates; validated in UC1 Scenario 1 / Prototype 1 (D3.4).

A CUMUO05 8 XAl Integration for Model Explainability generating SHARSNE explainability artefacts
per training round; validated in UC1 Scenario 1/ Prototype 1 (D3.4).

CHA (Chalmers)
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A CCHAO01 & Physical Layer Security mechanisms fdon-Orthogonal Multiple Access (NOMA)
Multiple-Input Multiple-Output (MIMO) systems addressing eavesdropping mitigation at the physical
layer (WP5Y D5.2and T5.1

A Validation & reporting : Developed under WP5 to address physiapér eavesdropping mitigation in
uplink NOMA-MIMO/Integrated Sensing and Communication (ISAg$tems, with the corresponding
methodology and performance evaluation contributing to D5.2. A paper presentiny Rheb u s t
Beamforming Design for Secure Uplink NOMAS A Ra8 been submitted {€EE Transactions on
Wireless Communications.

A CCHAO02 8 Generabn of Radio FrequencyRF) digital-twin datasets and fingerprinting material
supporting physicalyer security research (WpPAD5.3and 15.2.

A Validation & reporting : Generated a wirelesghannel State InformatiofCSI) dataset using th&rd
Generation Partnership Project (3GRBjnpliant Clustered Delay Line GDL) model, covering
propagation scenarios CPA to CDL-E and mobility conditions ranging from 3 to 120 km/h (WP5).

UCD (University College Dublin)

A CUCDO018 Layerwise Relevance Propagation (LRE)sedstudy of poisoning and inference attacks
together with robust defences for federaatning systems (WP3).

A CuUCD028& Evasionattack detection model targeting beamforming prediction (WP3).

A CUCD03 8 XAl-Intrusion Detection SystemdS) using SHAP explanations to improve detection
performance, interpretability and efficiency of Al/ML intrusion detection; its explainability outputs feed
the UC3 exposure flow (WP3).

UNIPD (University of Padova)

A CUPD0O1 & Secure and decentralised federdtstning aggregation methodased on ADMM,
optimising training efficiencyand scalability part of the Sustainable Al service in UC1 Scenario 1/
Prototype 1 (D3.4).

A CuPD0268 Spiking Neural Network simulator providing sparse, exdriten models that reduce the
edge compute footprint; part of the Sustainable Al service in UC1 Scenario 1 (D3.4).

A CUPDO038 Machinelearning jamming detection froi-phase/Quadrature (I/@amples (WP5).

A CUPDO04 8 Novel PHY-layer Authentication and Key Agreement protocols for-latency, low
complexity scenarios, including falbasestation authentication (WP5).

A CUPDO05 8 Crosslayer holistic security anomalyetection system for early anomaly identification
(WP5).

NXW (Nextworks)

A CNXWO01 & ZeroTouch Security Orchestratoomponents for semantic reasoning and cataloguing of
Security Functions an@arget Environmentsore of UC2 / Prototype 2 (D4.4).

A CNXWO02 & Network IDS converting raw traffic into images fasing Convolutional Neural Network
for intrusion detection

A CNXWO03 8 Resource Orchestrator managing compute, network and storage resourcelirdtedge
continuum. Responsible of Securitynctionsand Security Closed Loops stages deployn(&a.4).

A CNXWO04 8 ClosedLoop Management (EL Manager) handling governance and coordination of
monitoring/analysis/decision/executietages composing clouthtive closedoops; drives the muki
loop scenarios UC2.2 and UC2.3 (D4.4). Introduced after.D6.1

ENSEA/CYU

A CENSO018 PHY monitoring of the physical context (SNR, LoS/NL0S); supports jamming detection and
localisation in UC1 Scenario 2 / Prototype 4 (WP5).
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A CENS028 Estimation of available secrecy rate with wiretaggling and beamforming configuration for
a target informatiotleakage level (WP5).

A CENS038 Trustworthy sensing and localisation, including Sythck detection and sensiagcuracy
trustworthiness; UC1 Scenario 2 / Prototype 4 (WP5).

A CENS046 AoA-based Physical Layer Authentication preventing spoofing/impersonation; validated on
real CSl in UC1 Scenario 2 / Prototype 4 (D5.3).

A CENSO058 Fast secrekey generation using LSTMased privacy amplification; achieved a 100%
reconciliation rate in UC1 Scenario 2 / Prototype 4 (D5.3).

LIU (Linkoping University)

A CLIU01 8 Semanticsaware, useoriented taskscheduling algorithm for federated learning; part of the
Sustainable Al service in UC1 Scenario 1 (WP3).

A CLIU02 8 Remote statestimation framework that weights data by semantic significevezaging
system history (W8).

EUR (EURECOM)

A CEURO01 & Set of techniques for ensuring and enhancing the trustworthiness of Al/ML algorithms
(WP3).

A CEUR02 8 Resource control and optimisation framework incorporating risk aversion and subjective
performance assessment (WP3).

THALES

A CTHAO01 & Security Orchestrator implementing security policies across network, IT and application
services on edgand cloudnfrastructureThe security policy implementation and enforcement is based
on SSLAs (Security Service Level Agreement), which are managed by a policy manager component
inside the ZTSO (D4.4). This component also implemeémisrfacesand verification processes to
coordinate the act i on s comparersNetSegaaStGatewaypenenatve s Z T
Artificial Intelligence (GenAl) Gateway, Ontology Manager, Context Manager) to maintain their
compliance with the enforced SSLAs

A CTHAO02 8 Monitoring and Closed.oop Remediation System usiegtended Berkeley Packet Filter
(eBPF}basedobservation and closddop security remediation (D4.4)his component implements a
GenAl Gateway inside the ZTSO (D4.4) to leverage external generative Al services by contextualizing
security policies enforcement plans, or security alerts raised by the eBPF monitoring systeS8SEfOmM
sent by the policy manager (CTHAO01) of the ZTS
workflows that aim to maintain the SSLAs on the target system against security threats. In a second mode
and from security alest s ent by the alert manager of the ZT
generates remediation workflows that aim to mitigate security incidents detected in the target system.

GOHM

A CGHMO01 & RF Fingerprinting Migration model enabling domdivariant RF fingerprinting; informed
a standalone PoC providing KP16/KPI7 evidence (D5.2).

Validation & reporting: Developed under Task T5.1. Initial results are reported in D5.2. A paper
presenting this work was accepted and published at EUCNC & 6G Summit 2025 [AYS26]- A real
hardware dataset was collected and publicly released on Zenodo-p5Y.

A CGHMO02 8 RFPREDICT, a predictive model anticipating fRgerprint changes for loypower
sensors to support trustworthy sensing (D5.2).

Validation & reporting: Developed under Task T5.3. Initial results are reported in D5.2. A longitudinal
dataset was collected and shared on Zenodo under restricted access, pending publication [AYY+26].
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Cross-component note:the expertise accumulated while developing CGHMO01 and CGHMO2 informed
a standalone RFngerprinting proofof-concept, developed and validated separately, which provides
KPI-level evidence for KP16 and KPI17 (reported in Sectio?.2.3.

AXON

A CAXNO1 i Proactive Threat Prediction and Mitigation for 6G Security Orchestrators. Three
containerised Al functions for the zerouch security loop: networlttack detection (XGBoost
98.15%), automated mitigation over the iIMA16 action matrix (BinarsRelevance Random Forest,
98.89%), and Hninuteahead attack prediction (BinaRelevance Random Forest over TSFresh
features, 95.36%), enabling peeptive Collaborative Automated Course of Action Operations
(CACAOQ)/Open Command and Control (Open@nediation in UC2 / Prototype Betall deliverable
D4.4 at paragrap82.3). Trained on CAXNOPAXPTP].

A CAXNO2 i CryptoToNIoT, a cryptominingaugmented loT networftow dataset for 6G security Al
(named CICToNOT in deliverableD4.4 at paragraptg2.3). AXON's extension of UNSW's TeNT
datasewith Coinhive/Madominer/Xmrstack traffic, qgrocessed via CICFlowMeterl6,422,866lows,
12 attack types, temporal 60:20:20 splityptoToNIoT has been used as ttraining and benchmark
dataset for CAXNOJAXCCA].

2.4 Flows

As described in B.1and D6.2 the different components of ROBUST, reported in Sectiod.3,

are integrated into flows, representing a logical chain that delivers a parfientiion of the
ROBUST-6G Platform.These flows serve as the critical intermediate step between individual
component validation and full scenario validation. To track the progressive integration of the
platform, the evolution and execution status of these workflows have been closely momttrtal,

19 distinct flows were initially examined and mapped to the reference architecture iif &862.3

reports the updated status overview, detailing the total number of current flows, whether they remain
consistent with the D6.2 baseline, and if any modificatwase introduced during this validation
phase.

Table 2.3: Functional Flows Status- Summary

Scenario Scenario Name Initial Final Updates
Identifier Number Number
of of
Flows Flows
UCi.1 Decentralisedederated 5 5 UC1.1 05is treatechs a separat
learning for joint privacy demq na integrated in the DFL
preserving ML/DL model Framework
training
uCi.2 Physical and sensing laye 3 3 Validation of UC1.2 moves fron
trustworthiness and NYUSim-simulated CSI (D6.2)
resilience to a real indoor maMIMO

dataset, initially described in
D5.1. The 3 flows defined in
D6.2 remain the same, but the
components integrated in each
flow are restructured around the
reatdata validatbon under

Prototype 4.
uc2.1 Device violation to cause 3 3 UC21 01now includesan
economic harm (a) optionalhumanvalidation step
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for thegenerate®ecurity
Service and IRPthe rulebased
detection/decisiom UC2.2 02
wasre-architected around the
PMP, CACAO playbooksand
OpenC2 actuatian

ucz.2 Fraudulent usage of devic 2 2 Now models the escalation
resources between loops via a
service_update request to the
orchestrator (rather than a stati
secondoop trigger); Al Threat
Detection module and
ThingsBoard OpenC2 actuator
are deployed on demand.
uc2.3 Device violation to cause 2 2 Reflects the move to a fiviarm,
economic harm (b) two-zone hierarchical
architecture coordinated by a
centralisedMaster Loop via the
Data Fabric, replacing the
original twofield
internal/external loop design.
UC3 Security Capabilities 4 3 UC3 01 and UC3_02 are
Exposure (NetSecaaS) considered as a single flow
UC3 01 The data encoded in
the token already allows the
retrieval of the accessible
capabilities, therefore there is n
need to split the information intc
two separate APIs or processes
As consequence UC3_02
corresponds to old UC3_03, an
UC3_03to UC3 04

In the case of UC 1.T%ive different flows were defined, spanning from foundational privacy and
decentrakation baselines to advanced privaayhanced collaborative learnintable2.4 reports an
overall view of these flows, mapping their current status and any modifications with respect to what
was initially declared in D6.2. Sectighl.1provides a detailed report dhe implementation and
adjustments of these flows.

Table 2.4: UC1.1 Flows Status

Flow ID Flow Name Status

UC1 1 01 Privacy and decentralization Validated
UC1l_1 02| Evaluation of model robustness Validated
UC1 1 03| Sustainability evaluation Validated
UC1 1 04| Explainability of the obtained model Validated
UC1 1 05 PrivacyEnhanced DFL Validated

In the case of UC 1.Zhreedifferent flows were defined, spanning from initial physical layer
trustworthiness evaluations to fast secret key agreement configurdties?2.5 reports an overall

view of these flows, mapping their consistency and structural evolution during this validatian cycle
Section4.1.1provides a detailed report dme implementation and adjustments of these flows.

Dissemination level: Public Page35/210



‘?Jé,% ROBUST-6G Deliverable 6.3

( /E\_°
Table 2.5: UC1.2 Flows Status
Flow ID Flow Name Status
UC1 2 01 PHY layer trustworthiness evaluation Validated
UC1 2 02| Mutual Authentication Validated
UC1 2 03 (fast) Secret Keyseneration Validated

In the case of UC 2.1hreedifferent flows were defined, spanning from proactive security automation
deployment to reactive threat decision and execution acfi@e 2.6 reports an overall view of
these flows, mapping their consistency and structural evolution during this validation cycle. Section
4.2.1 provides a detailed report ¢ime implementation and adjustments of these flows.

Table 2.6: UC2.1 Flows Status

Flow ID Flow Name Status

UC2 1 01 Proactive Security Enforcement Validated
UC2 1 02 Threat Detection combining Network and IoT Data Validated
UC2 1 03 Threat Mitigation via reactive plan execution Validated

In the case of UC 2.2wo different flows were defined: initial explorative investigative loops to
seconestage resolutive remediatiofiable2.7 reports an overall view of these flows, mapping their
consistency and structural evolution during this validation cycle. Sedtiar?2 provides a detailed
report onthe implementation and adjustments of these flows.

Table 2.7: UC2.2 Flows Status

Flow ID Flow Name Status
UC2 2 01 Investigative Loop Validated
UC2 2 02 Resolutive Loop Validated

In the case of UC 2.3, two different flows were defined: the deployment of the hierarchical multi
loop and coordination infrastructure across five smart farms, followed by the runtime execution and
conflict-resolution logic between local and master lodfable 2.8 reports an overall view of these
flows, mapping their consistency and structural evolution during this validation 8gtton4.2.3
provides a detailed report ¢ime implementation and adjustments of these flows.

Table 2.8: UC2.3 Flows Status

Flow ID Flow Name Status
UC2 3 01 Loops and Coordination Deployment Validated
UC2 3 02 Loops Execution and Conflict Resolution Validated

In the case of UC3, four different flows were defingghnning from secure access governance data
exposure APIs to simplified inteiased SSLA enforcement mechanisi®sction4.3 provides a
detailed report othe implementation and adjustments of these flows.

Table 2.9: UC3 Flows Status

Flow ID Flow Name Status

UC301-old Access Governance data exposure Removed
UC3 01 Security Capabilities discovery data exposure Validated
UC3 02 XAl Analytics Data Validated
UC3 03 Simplified SSLA enforcement Validated

Dissemination level: Public Page36/210



@5 ROBUST-6G Deliverable 6.3

(E\—°— —

2.5 Scenarios

The platform is validated through a set of meaningful scenarios defined by the different UCs covered
by the project. The Use Cases are discussed in Séctidns section provides a summary of those
scenarios divided to three main groups:

9 Trustworthiness and Privacy Preserving.Two scenarios thatidressthe topic of privacy and
trustworthiness from two different angles. The first scenario focuses on demonstrating Decentralised
Federated Learning techniques for preserving the Al model privacy. In contrast, classical Federated
Learning techniques follow a centralised approach twas not fit with distributed scenarios
characterising6G. The second scenario focusésatrustworthiness of the physical and sensing layer
in mobile networksThe idea is to incorporate information coming from sensors, signals, and radio
equipment (e.g., RF fingerprints between base stations) into the trust afddgsisiwo scenarios are
covered by the Use Case 1.

1 Cyberphysical Anomaly.Use Case 2 covers the scenarios in this group. In particular, the use case
proposes three different scenarios of increasing complexity, all of them based on a common idea: not
all theanomaliean be detected soleby analysing the network traffic. In this regard, the scenarios
include the monitoring of parametererfr I0T devices that can be sensors, or even smart devices (e.g.,
smart lamps), combined with a detailed network traffic analysis. In the first scenario, the compromise
of the HVAC system in a small office is explored. The second scenario considers the compromission
of smart devices exploited for crypto mining (cryptojacking attack). The third scenario is focused on
a set of smart farmsvhere the IoT platform for smart agriculture is compromiseaghe farm: the
challenge is to identify this farm and remediate the attack. All these scenarios cansiceated
remediations based on security closeaps.

1 Security Capability Exposure andConsummption. This group considers scenarios where external
users lacknetwork security skills but nevertheless need to configeoueity for their applicatian The
scenarios aim at demonstrating the capability of the ROB&G Eystem to implement and expose an
interface for the NetworSecurityasa-Service (NetSecaaS), characterised by a -ldgél of
abstraction thapreventsconsumerdrom needingto know the technical details of the underlying
system.

The scenarios summarised sodegused in demos and PoC of the different prototyjm&lopedy
the project and described in Secti®n

2.6 Prototypes

This section introduces the prototypes that form the core of the final validation activities within the
ROBUST-6G platform. Each prototype addresses a specific set of technological objectives and
demonstrates key platform capabilities related to trustwohth zerotouch security automation,
capability exposure, and physidalser resilience. A total of five prototypespresented in this report:

1 Prototype 1: Trustworthy Al

1 Prototype 2: Multi-Layer ZereTouch Defender

9 Prototype 3: NetSecaaS Gateway

1 Prototype 4: Physical and Sensing Layer Trustworthiness and Resilience
9 Prototype 5: Master Prototype

Prototype 1 delivers an etid-end Al production pipeline designed to generate, validate, and store
trustworthy Al models within the ROBUSBG platform. The prototype integrates decerseali

model training, robustness verification, model explainability, and model reuse capabilities through a
shared repository. Its objective is to ensure that Al models are reliable, transparent, reusable, and
deploymentready for operational 6G environments.
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Prototype 2 implements an autonomous security clissul framework capable of detecting and
mitigating cyber threats across lIoT and network infrastructures throughozetoorchestration. The
prototype combines monitoring, analysis, automated deemaking, and execution functions to
provide adaptive and resilient cybersecurity responses with minimal human intervention. It
demonstrates scalable and automated security operations integrated into the R&IBpl&fform.

Prototype 3 implements the NetSecaaS Gateway, a service exposure framework enabling controlled
access to security capabilities, analytics, and platform functionalities through stegdiadels. The
prototype allows external consumers to discover, access, and retrieve setatéty insights
generated by the ROBUSAG platform while enforcing permissidrased exposure policies. It
supports interoperability and secure external servicswaoption while exposing explainable Al
outputs and orchestrated ptath functionalities.

Prototype 4 demonstrates a physiegler closedoop security framework for 6G, where physical
observations are continuously monitored through sensing, analysed, and fed into a trust evaluation
engine that adapts RAM:source allocation decisions in real time. This closed loop transforms the
physical layer from a passive transmission medium into an active trust anchor, enabling continuous
monitoring, analysis, and actuation against adversarial behavVioerprototype leverages sensing
capabilities of 6G networks to extract spatial (AngtéArrival) and channestate features (Channel

State Informatiorand Signato-Interference Ratio), which serve as intrinsic indicatorsijaPHY
anomaly detectigni) location-basd node authentication, aiiiglsymmetric key agreement at remote
locations. By leveraging reattime sensing information, the framework incorporates jamming
detection, AoAbased authentication, and symmetric key generation while enabling continuous
trustworthiness evaluation of the physical layer. Phyday@r measurements are mapped into
dynamic trust metrics that quantify link reliability, signal consistency, and resilience under
interference or spoofing attempts. These metrics can be propagated toldygheasrchestration
functions, supporting adaptive access control, resource managanmeRAN resource allocation to
ensure explicit security guarante@firough this sensingriven and trusaware closed loop, the
prototype illustrates how security in 6G can be embedded natively into the physical and sensing
layers.

Prototype 5 demonstrates the integrated ROBBGT security platform by combining the
functionalities developed across the other four prototypes into a unified system. Unlike the previous
prototypes, which focus on specific layers of the ROBB&Tarchiteaire, Prototype 5 showcases

how different security components collaborate to provide comprehensive 6G security services. The
prototype integrates security capability exposure and service requests through the NetSecaaS
Gateway (Prototype 3) security orchesation and automation via the Multayer ZereTouch
Defender (Prototype 2) Al-based security functionfom Prototype 1 viathe Global Model
Repository, and PHY layer security services from the Physical and Sensing Layer Trustworthiness
framework (Prototype 4) Furthermore, the prototype demonstrates the interoperability and
composability of these functionalities through a common Security Ontology and Exposure
Framework, enabling coordinated orchestration of security services within a coherent platform.

2.7 Unified Testbed Configuration

The Unified ROBUST6G Testbed is the federated validation environment on which the platform is
exercised end to end. Rather than building a single, monolithic laboratory, the consortium
interconnects the Partner Testbed Asetslescribed in D6.1)at already exist on partner premises,

with each partner contributing the hardware, data, or software environment best suited to the
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components it hosts. The federation is realised through the three mechanisms established in D6.1 and
D6.2: secure intepartner connectivity, containerised and orchestrated deployment, and the exposure
of each component through a wd#fined interface. GQuponents hosted at different partners
therefore interact as if they were-lorated, while each site retains local control over its own
infrastructure and datdhe final configuration is shown iRigure. Its upper half is the federated

core that is operated as one system by the Master Prototype (Prototype 5); its lower half is the wider
set of partner testbed assets that support standalone, comjgweéntlidation. The two parts are
complementary: théederated core proves that heterogeneous capabilities interoperate end to end,
while the standalone assets validate individual components where the required hardware or data
resides.

Federated configuration- in the federated configuration, four of the five prototypes are deployed

on four different partner testbeds and bound together into a single security platform, with a fifth
partner providing an external service consumed by the orchesthisrcrosssite binding is what

makes scenaritevel validation possible. A model trained and published at UMU is consumed by the
orchestrator at NXW, exposég northboundnterfacesand used to drive a mitigation that is actuated

at ENSEA, all within one continuous control loop. The validation of a scenario is therefore not
confined to any single site: it follows the request and the data across partner boundaries, which is the
propety the unified testbed is designed to demonstrate.

Other partner testbed assets beyond the federated core, the consortium maintains the wider set of
PTAs catalogued in D6.1, shown in the lower halfFedure. These assets support standalone,
component/flowlevel validation on the partner site where the relevant hardware or data resides, and
are not part of the integrated configuration. Each validates a specific component and its associated
KPIs locally, andhe resulting measurements feed theasse KPI attainment reported in Chapter 5
directly, without requiring the full federated stack to be exercised.

This division follows the federation principle adopted in D6.1, which maps each component to the
testbed asset that satisfies its requirements rather than replicating every component across every site.
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Figure 2.2 Unified ROBUST-6G testbed and Partner Testbed Assets

3 Prototypes

This chapter presentietaileddescriptions of the five prototypes demonstrated in ROBBSTFor
each prototype, an overvieandthe correspondinglemonstration objectiveare first introduced
followed bya discussiorof its rolewithin the overall ROBUSI6G architectureThe composition
and architectwal designof eachprototype areéhendiscussed in detail.

3.1 Prototype 1: Trustworthy Al

3.1.1 Overview and Demonstration Objectives

The ROBUST6G Decentralisedrederated Learning (DFL) Framework serves as a comprehensive
tool for privacypreserving Machine Learning (ML) and Deep Learning (DL) model training. By
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adhering to the principle ofimoving the compute to the daiahe DFL Framework enables
collaborative model training across highly decerdealiedge networks without ever exposing or
exchanging raw local data telemetry. This fully federated approach ensures strict compliance with the
data privacy and security requirements established in previous architectural deliverables.

However, deploying federated systems in untrusted edge environments introduces severe
vulnerabilities. Malicious actors or compromised edge nodes can execute Model Poisoning attacks,
injecting maliciously crafted gradients to degrade the global riopetformance, introduce targeted
backdoors, or cause catastrophic forgetting. Standard aggregation techniques like Federated
Averaging (FedAvg) are highly susceptible to these attacks, as even a single extreme malicious update
can corrupt the entire globaodel.

To maintain the operational integrity of the learning process, the framework abandons vulnerable
averaging methods and employs advanced Byzantimest defence mechanisms. Chief among these

is the deep integration of the Krum aggregation algorifBEG+17] Krum acts as the primary
computational shield against adversarial attacks. By rigorously evaluating theimighsional
spatial distribution of incoming model updates, Krum effectively isolates and filters out poisoned
gradients, ensuring that the aggatyl global model remains robust, accurate, and untainted by Sybil
nodes or compromised participants.

Coreobjective of Prototype 1 The demonstration of this prototype aims to showcase a complete,
endto-end decentraded training lifecycle within a hostile environment. It highlights the sy&em
ability to not only train compleXl models collaboratively budlsoto actively and autonomously
defend againdargeted adversarial attacks during the training phase, successfully yielding a certified
trustworthy final model.

Furthermore, the Global Model Repository (GMR) serves as the central anchor of trust and the single
source of truth for this prototype. It functions as a secure, immutable registry responsible for storing,
versioning, and distributing these certified trustthy models. Ultimately, the GMR enables critical
model reuseapabilities, ensuring that the resulting Al models are reliable, transparent, reusable, and
deploymentready for operational 6G environments.

3.1.2 Position within the Architecture

The Decentralked Federated Learning (DFL) Framework and the Global Model Repository (GMR)
are positioned within the Trustworthy and Sustainable Al Services Layer of the ROBEST
architecture. As defined in Section 3.1.1 of Dév@ showherein Figure3.1 the samearchitectural
pictureshownin that deliverablgin order to highlighthatthese components operate across specific
architectural elements (marked A, B, C, D, E, F in the architectural mapptnguoé3.1) to provide
endto-end trustworthy intelligence:

1 Robustness Service (A):Provides tools for evaluating and enhancing model resilience against
adversarial threats.

1 DFL Framework and Privacy-enhanced Services (B, E)Act as the core orchestration engine,
managing the federation lifecycle and enforcing privaisserving training protocols.

1 XAl Services (C): Deliveradvanced explainability analysis, generating trustworthinesfaetd like
feature attribution stability and latent space visasibns.

1 Sustainable Al Service (D):Responsible for tracking and optimizing the energy consumption and
resource footprint of the Al lifecycle.

1 Global Model Repository (F): Functions as the logical registry for the secure storage of versioned
models, metrics, and resource logs.
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3.1.3 Prototype Composition and Architecture

The DFL Framework is structured as a contaseersystem that integrates several functional services

to enabledecentralisedmodel training and evaluation. These components are cegar@nd

connected toachiewe

j
Robustness

the prototypeds objectives of
illustrated in the architectural mappimgFigure3.1.
3.1.3.1 Architectural mapping and functional flows

integrate by using

Repository
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Figure 3.2 Architectural diagram of the components of Prototype 1
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1 The interactions between the Trustworthy pkbtotypeand the rest of the ROBUSAG ecosystem
are driven by a highly integrated, -demand workflow exposed vistandardisedRESTful API
interfaces.

1 Model Request & Trigger: The lifecyclebeginswhen Model Consumers request a specific threat
detection or networkptimisationmodel via the GMR API.

1 Decentralised Training: If the requested model is not already available in the repository, a "Training
Trigger" is fired. This initiates a new, collaborative training round within Erexentralised
Federated Learning Framework (CUMUO02)

1 Module Execution & CrossPrototype Synergy:During training, thddFL Framework (CUMUOQ2)
leverages its internal modules to ensure the resulting model is secure, transparent, and robust. This
process deeply integrates with other ROBUET prototypes:

o It utilises the Krum algorithm (associated with tRebustness Service CUMUG¢as the
primary trustaware aggregation mechanism to detect and mitigate adversarial threats by
filtering out malicious model updates during the training rounds.

o It exchanges redlme performance metrics (CPU/GPU usage, network traffic) with the
Sustainable Al Service (CUPDO01, CUPDO02, CLIUO1)o track andoptimisethe energy
consumption and resource footprint of the DFL process.

o It generates feature attribution and explainabditiefactg XAl images) at the conclusion of
each training round via th¥Al Services (CUMUO5) to ensure full transparency of the
mo d eldariisg trajectory.

o It utilises Privacy-enhanced Services (CEBY02}Jo safeguard the distributed learning
process from data leakage and poisoning attacks.

1 Registry & Distribution: Once the DFHrained models are aggregated and finalized, the DFL
Framework populates the Global Model Repository (GMR) with the versioned models, XAl images,
metrics, and resource logs. The GMR then serves as the central distributor, delivering thedalal
artefacts and their associated explainability reports back to the original Model Consumers. This creates
a powerful closedoop system in which the Trustworthy Al layer trains and secures the intelligence,
while other partnexr seamlessly operationalise it.

3.1.3.2 Core Framework Components

DFL Framework (CUMUO2): The core orchestration engine and federation node management
system. It provides a unified environment for Decersedli Federated Learning, handling the
federation lifecycle, network topology enforcement, and the execution of distributed model
aggregation algorithms. It is the primary entry point for external training requests and manages the
interaction between localdining and the Global Model Repository.

Robustness Service (CUMUO4)Responsible for enhancing the resilience of the Al models against
adversarial threats. In this prototype, Kmm algorithm is implemented irthe aggregation logic
to filter out malicious model updates during trainamgdensure global model integrity.

Sustainable Al Service (CUPDO1, CUPDO02, CLIUOl)Focuses on the efficiency and resource
footprint of the Al lifecycle. It utiisesADMM (CUPDO01) to optimise model training efficiency and
Spiking Neural Networks (CUPDO2)for energyconscious learning. It tracks aadalyseseattime
metrics (CPU/GPU usage, network traffic) from the federation nodes to provide insights into the
sustainability of the DFL process.

XAl Services (CUMUOS5): Provide advanced explainability analysis. It generates feature attribution
artefacts at the conclusion of each training round Theseartefacs ensure transparency by
documenting the mod&l evolutionary history before the results are deposited into the GMR.
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Privacy-enhanced Service (CEBYO02)Integrates privacypreserving technologies to safeguard the
decentraked learning process from data leakage. It ensures that only model parameter updates, never
raw data, are exchanged among participants, maintaining strict data sovereignty.

Global Model Repository (GMR) (CUCWPO03): Acts as the centratd registry and secure storage

for all finalised arefacts. It stores versioned ML/DL models (packaged via BentoNAl)
performance metrics, and the associated XAl images. It facilitates model reuse by serving as a passive
receiver for completed models and a distributor for authorized Model Consumers.

Frontend Dashboard: A user interface built witibash/Plotly for reattime monitoring. It parses
local CommaSeperated Value€gSV) telemetry (CPU, RAM, Bytes sent) and visualizes the training
progress and XAl plots generated by the nodes.

P2P Communications Protocol: A robust peeto-peer protocol based oepidemic gossip
algorithms. It eliminates single points of failure by facilitating the secure, asynchronous exchange
of model weights between decentsall Docker nodes.

3.1.3.3 Deep Dive: Global Model Repository (GMR)

The Global Model Repository acts as a vital structural bridge between the edge and the core network.
While the DFL Framework intentionally decentralises the training and aggregation processes to
enhance privacy and eliminate single points of failure, #sailting models must ultimately be
accessible to core network orchestrators. The GMR solves this operational gap by serving as a secure,
centralised registry (F). It links the fully autonomous, distributed training nodes, which process
localised data, withlthe centralisedsecurity management components that need to consume and
deploy the final Al models.

It functions as the single source of truth for the entire ecosystem. Rather than having orchestration
layers attempt to pull models directly from the federation nodes, the distributed nodes themselves
push their final models into the GMR.he GMR securely stores these models alongside the
hyperparameter configurations, explainability data, and performance metrics generated during the
decentralised training phase. By acting as a passive receiver, it creates a highly organised, queryable
repository of trustworthy intelligence.

The GMRGs internal architecture, primarily driven by robust_gmr/servefQiyL-DFL, exposes a
comprehensive suite of secure REST API endpoints (e.g., POST /api/robust/upload/model, POST
/api/robust/upload/metrics). It serves as the primary data source for XAl Services and enables post
auditing of the entire training history.

Models are automatically packagedth BentoML for standardisedserving, while underlying
PostgreSQL operations are handled via Asyn¢R&ncPG to ensuremodel provenance. The
database schasis designed to track:

9 training_sessions & rounds:Linking specific training epochs to hyperparameter configurations and
federation topologies.

1 node_registry: Storing the identities, health status, and histofieddaviourof all contributing edge
nodes.

1 performance_metrics: Historical logs of model accuracy, resilience drops under simulated attacks,
and data distribution parameters.

1 model_artefacts: Pointers to binary weight files, cryptographic hashes (&38),and the associated
XAl images generated during round finalization.
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3.1.3.4 Krum Integration for Byzantine Resilience

To ensure Byzantine resilience during model updates, the Krum algorithm is integrated directly into
the core P2P aggregation logic. Traditional Federated Averaging is highly susceptible to model
poisoning, where a single malicious update can corrupt timigbtate.

Krum mitigates this by applying a spatial distance filter. For each received update, it computes the
squared Euclidean distance to all other updates. It then calculates a score based on the distances ftc
the closesheighboursind selects the update with the lowest score as the representative benign update
for the round. This effectively discards anomalous or poisoned gradients, allowing the federation to
converge even in the presence of malicious participants.

3.1.3.5 Integration and Modularity

PyTorch and Lightning Integration: The framework leverages PyTorch and PyTorch Lightning as
its foundational ML engines. This architecture abstracts the complexity of neural network models
(such asSpiking Neural Network§NN), CyberNet, and MitilayerPerceptroi, providing optimsed
forward/backward propagation and higarformance tensor manipulation that automatiaatiises

local hardware acceleration.

Extensible Design Paradigm:The system architecture is guided by a modular design p#tigtrn
separats concernsamongtraining orchestration, adversarial defenand model execution. This
modularity is implemented throughandardisethternal interfaces and factory patterns, enabling the
framework to serve as a flexible research testbed for ROB&fE TResearchers can independently
inject new adversarial attack vectors, evaluate diverse aggregation algorithms, and incorporate
specializd neural architectures without modifying ttare peeito-peer synchronization logic. This
design ensurethatthe prototype is futurproof and adaptable to the evolving trustworthiness and
sustainability requirements of negéneration 6G environments.

3.2 Prototype 2: Multi-Layer Zero-Touch Defender

The Multi-Layer ZereTouch Defender operationalise the autonomous decisiomaking
orchestration, and automated remediation capabilities of ROBIGGIhto an integratedero-Touch
Security Platform (ZTSP)Depicted inFigure 3.3, the evolution of the ZTSP has been extensively
detailedin theWP4 Deliverable$R6G24D41] [R6G5-D43] [R6G26D44].
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Figure 3.3: ROBUST-6G Zero-Touch Security Platform

Designed to address complex vulnerabilities across distributedgaegtation architectures, its
primary purpose is to compedully automated Security Serviseapable ofestablishing ad
maintaining aSecurity posturevith zero human interventiomn the ZTSP, the concept of Security
Service is an umbrella that encapsdaieo other baseline concepts:

9 Security Function (SF): any software, tool, application, configuration, actuator that is apésfiarm
one or more Security Activities defined in the Z@much Security Orchestrator (ZTSO) Ontology.

9 Security Closed Loop(S-CL): a multistage automatiothat is capable ofemediaing to Security
Threatsautonomously byising one or more Security Functions.

Demonstrating the ZTSP in action, this prototype shifts security engineering away from static,
humanoperated mitigation towasdan Al-driven, multilayer defenceengine, where semantic
reasoning and GenAdssist in composing each Security Service from one or more SFsG@indaS
detailed in D4.4R6G26D44].

3.2.1 Overview and Demonstration Objectives

The demonstration objectives for this prototype can be summarized as follbese objectives are
validatedin Section5.1.2 in the context of Use Case 2 Scenario 1, defined in Settibh

1 SSLA Ingestion, Validation, arfélarsingdemonstrate that the ZTSP (in particular,RPoécy Manager
Module of the ZTSO)s capableof ingesing, validaing, and parisg SSLAs in accordance with the
activities that are available in the ZTSO Ontology.

1 Semantiedriven Scurity Functions selectiodemonstrate that the ZTSP (in particular, the Ontology
Manager Catalogue Manager, and Security Context Manafehe ZTSO) is capable afriving
Security Function selection based on the available Security Fuscliarget Environments, and the
requiredSecurity activities.
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1 Generation of Incident Response Playbooks (IRPs) through GdeAdonstrate that the ZTSP (in
particular, the GenAl4SOAR component and the GenAl Gat@emponenbdf the ZTSQ is able to
produce CACAO v2 QAS234 and OpenC2PAS194 compliant IRPs starting from the target
infrastructure and available Security Functions context.

91 Dynamically reconfigurable and pervasive Monitoridgmonstrate that the ZTSP (in particular, the
Programmable Monitoring Platform componemrign be dynamically reonfigured to monitor
multiple sources and providiesightful traces andlerts

1 Management and Orchestration of Security Servidemonstrate that the ZTSP (in particular, the
Secure Resource Orchestrator, the Security Closed Loop Management, and the Security Context
Manager of the ZTSO) are able to orchestrate and manage complex Security Services composed of
SFs and £Ls.

3.2.2 Position within the Architecture

As described in previous sectiotise components of Prototype 2 are the ones of the ROBGST
Zero Touch Management Lay@anplemented by th&TSP. Figure 3.4 depicts the mapping of
prototype 2 with the functionalities of the ROBUST architecture ni particular:

1 The Network Security Management, Security Orchestration, Resource Orchestration, Stuseity
Loops Management functionalities are provided bydifferentcomponents of the ZTSBpecifically
theZTSO, Secure Resource Orchestrat®iR0O), SCL Manager and the GenAl4SOAR.

1 The Threat DetectidRrediction& Incident response functionalitiee provided by the different
Security Functions developed in WRRBG26D44].. In particular, Al Models for threat detection and
prediction repres# the analytics part while the OpenC2 actuators and CACAO Playbook management
componentsepresenthe Incident Response part.

1 The Programmable Pervasive Monitoring functionalities are provided by the ZTSP, in particular by
the Programmable Monitoring Platform.
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Figure 3.4: Prototype 2 Positioning in the ROBUST6G Architecture
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3.2.3 Prototype Composition and Architecture

Figure 3.5 provides a higHevel architecture of Prototype 2, detailing the Security Service
composition and orchestration capabilities of the ZTSP. The platform ingests a Security Service
Request via an SSLA and dynamically composes a Security Service using:

9 Security Functions (SFs):Including the Programmable Monitoring Platform (PMP), which acts as
an SF to provide advanced monitoring and analysis capabilities.

9 Security Closed Loop (SCL): Which interacts with the SFs to provide zéoach automation for
security posture management.

As shown in the figure, the Security Service follows a strict lifecycle:
1. Monitoring: the Managed Entity (the target infrastructure) is monitored by the PMP.

2. Analysis: the monitoring data is processed through analytics algorithms $aort3 Al-
based IDSs).

3. Decision and Execution:automated responses are driven by CACAO IRP playbooks and
actuated by dedicated OpenC2 actuators.

As detailed in D4.4R6G26D44], these Security Services are highly composable. TGe &an be
dynamically adapted to include one to five stages. For example, the PMP can provide raw network
traces for external Al analysis, or it can output direct alerts via its internal SNORT miodilie.

latter case, the-EL is streamlined to utée only the decision and execution stages.
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Figure 3.5: Prototype 2 High Level Architecture
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3.3 Prototype 3: NetSecaaS Gateway

3.3.1 Overview and Demonstration Objectives

The NetSecaaS Gateway operationalises the Exposure Framework of the RG8W@&hitecture

as a demonstrable system. Its purpose is to make 6G security capabilities, such as trustworthy Al
services, zertouch orchestration, data governance and phykgyalr security, consumable by
external stakeholders through a coherent set of Hoteerited, developédiriendly APIs. By doing so,

it reflects the fundamental principle that 6G is moving towards, namely that security should be offered
as a service rathghan imposed as an opaque operational requirement. This allows application
developers, enterprises and vertical providers to implement security policies and utilise security
insights without needing to understand the underlying network or Al internals.

Designwise, NetSecaaS takes inspiration from B8M Association(GSMA) Open Gateway
initiative and the CAMARA project, both of which define a resoltented,Open Authorization
protected (OAutkprotectedl approach to APl exposition over telco assets. Prototype 3 adopts this
approach and builds upon it to encompasssp€cific security semantics that are not yet addressed

by these standardisation bodies, specifically explainable Al outputs and Securitye Sezvel
Agreements (SSLAs). Consequently, the prototype is positioned as both a consumer of established
exposure patterns and a potential contributor to future work items on security exposure by CAMARA,
GSMA Open Gateway and 3GPP.

The objectives of the prototype demonstration can be summarised as follows:

1 Demonstrate a working ertd-end exposure path from a hitgvel request issued by a third party to
the invocation of internal ROBUSBG capabilities, with all interactions mediated by inteased
REST APIs in the CAMARA style.

1 Validate two complementary interaction patterns: retrieval of seengligyant data (e.g. analytics,
explainability artefacts, capability catalogues) and configuration or triggering of security actions (e.g.
closedloop reactions, SSLA enforcement, poljmpvisioning).

1 Show that the NetSecaaS Gateway transparently provides access to several FBOBt#pabilities,
such as trustworthy Al services from Prototype 1, the Aayer zeretouch defender from Prototype
2 and the physicdhyer trustworthiness mechanisms fromotetype 4, via a single, uniform
northbound interface.

1 Demonstrate the abstraction provided by the Transformation Function, which translates concise REST
calls into heterogeneous internal SSLA queries that map to orchestration requests expected by the
underlying components, thabstractingheir technical complexity from consumers.

1 Ensure that every exposed interaction is governeet@add by authentication, authorisation and
policy-based access control mechanisms, which are enforced by the Data Governance plane. This
ensures auditability and compliance with the data owner peongsdefined in the ROBUSBG Data
Management Platform.

3.3.2 Position within the Architecture

Within the ROBUST6G reference architecture introducedFigure 2.1, the NetSecaaS Gateway
occupies theoutside boundarpf the system, as it is the concrete instantiation of the Exposure
Framework layer. From this position, it facilitates every interaction between external condumers
such as vertical applications, enterprise tenants andghitg service providerd andthe internal
ROBUST-6G ecosystem, which comprises the Data Management Platform, th@&alerlo Security
Management Layer and, consequently, the Trustworthy and Sustainable Al Services Layer and the
Physical Layer Security closed loop.
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The Prototype 3mplementstwo complementary interaction directions it supports. The first is the
retrieval direction, illustrated ifrigure 3.6, in which athird-party requests information about or
evidence of internal security capabilities. Examples include discovering available security
capabilities, consulting accegevernance metadata and retrieving explainability reports for Al/ML
driven security events. In thisaftern, the third party invokes the NetSecaaS endpoint (CTID03),
which delegates authorisation to the Data Management Platdorrapecifically to its Data
Governance plane (CTID08) and once authorisation is granted, the requested artefacts are retrieved
from the Data Fabric (CTIDO1). The outputs of the underlying ROBBSTsecurity capabilities
(denoted CRGO0O) have previously been ingested and semantically integrated here.

3rd Party

ROBUST-6G capabilities
interactions
Retrieval of security
data

o | CTID03 B

Security capabilites exposure
(NetSecaaS)

Data Management platform

‘ CRGO0 |

ROBUST-6G Security o . ;
Cepatity | é&“ 7 ROBUST-6G

it

Figure 3.6 Generalised data retrieval flow Prototype 3

The second direction involves configuring and triggering security actions, as shbgnrie3.7. In

this case, the third party expresses a4yl security intent, such as activating a specific protection
mechanism, enforcing a simplified SSLA that can trigger a clsguiremediation. The NetSecaaS
Gateway then authenticates and authorisestingesst, transforming the intent into a structured SSLA

or policy artefact before forwarding it to the Security Orchestrator (CTHLO1) within theTderch
Security Management Layer. This component interacts directly with theToerch Security
Orchestrabn components (CNXWO01). The orchestrator then executes the corresponding actions on
the relevant ROBUSBG security capability and propagates the enforcement status back through the
gateway to the requester.
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Figure 3.7: Generalised configuration and trigger flow Prototype 3

Together, these two patterns establish the NetSecaaS Gateway as the structural bridge between the
external environment and the internal ROBU&E3 stack. In relation to the other prototypes, this
positioning has direct operational consequen€estly, someTrustworthy Al artefacts produced by
Prototype 1, such as explainabiligports, can be accessed via the retrieval endpoints provided by
NetSecaaS. Thelulti-Layer ZereTouch Defendeof Prototype 2 can be accessed from outside via
SSLA-style configuration endpoints, while Prototype 3 acts as the front door to the Security
Orchestrator. The physicldyer security services delivered by Prototype 4 can also be advertised in
the capabily catalogue and triggered via CAMARgtyle APIs. In the Master Prototype (Prototype

5), the NetSecaaS Gateway serves as the entry pouatlidatingthe integrated ROBUS®G system

as a whole.

3.3.3 Prototype Composition and Architecture

The internal composition of Prototype 3 follows a layered design that separates the externally visible
interface from the components that turn each call into concrete actions on the R@GBUST
infrastructure Figure 3.8 provides an overview of this composition and of the way the prototype is
wired to the rest of the platform.
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The Northbound Interface (NBI) is the interface exposed to third parties. Designed in accordance
with CAMARA principles, it is implemented as a set of REST endpoints, each named after the
outcome the consumer is trying to achieve. Authentication is GBagkd. The Transformation
Function sits behind the NBI and is responsible for translating the abstract intent expressed in a REST
call into the concrete operations that the rest of the platform can execute. As slkigumes.8, the
Transformation Function performs three complementary types of translation. It maps REST query
parameters int&PARQL Protocol and RDF Query Langugd@ARQL queries against the Data
Fabric Knowledge Graphs for data retrieval requests. It maps REST request payloads into structured
SSLA artefacts fothec onf i gur ati on of security service
credentials and the requested resource against the access policies provisioned in the Data Governanct
plane. This ensures that only the capabilities to which the consumer is exrgtiedde available.

This separation between interface and transformation is what makes the prototype extensible: new
ROBUST-6G capabilities can be exposed by adding new endpoints and the corresponding
transformation rules, without modifying the consuming applications. Itealables the Gateway to
enforce a uniform security mod@l authentication, authorisation, and policy enforcenderacross
heterogeneous internal components that would otherwise present widely different interfaces.

The NetSecaaS Gateway does not retrieve raw data directly from each R@GBJ&Apability.

Instead, it relies on the Data Management Platform, which acts as the consolidated, governed
substrate of all data exchanged between internal capabilities and kxtensamers. Two
cooperating planes compose this substrate. The Data Fabric ingests, normalises, semantically
integrates, and exposes data through a Knowledge Graph backed by a triple store (GraphDB); it is
the source against which the Transformation Fuetn 6 s S PARQL queri es ar
Governance plane stores the access policies,
Identity Provider, and evaluates each request against the policies defined by data owners; it is the
authoritative sorce for the authentication and authorisation (AuthN/AuthZ) decisions performed by
the Gateway.
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This design has two important consequences for Prototype 3. First, every exposed capability shares a
common, auditable accesentrol mechanism, so that the security guarantees offered to third parties
are uniform regardless of which internal componenimaltely serves the request. Second, the
semantic integration performed by the Data Fabric isolates the Gateway from changes in the data
formats produced by individual capabilities: as long as a capability registers its outputs in the
Knowledge Graph undehe agreed ontology, no modification of the exposure layer is required to
make those outputs consumable through the NBI.

A central element of Prototype 3 is the set of data pipelines that feed the Data Fabric with the outputs
of the ROBUST6G security capabilities. These pipelines have been designed to be generic and

reusable across heterogeneous data sources, supportipgiblotand pull integration patterfgggure
3.9 summarises their structure.

APP |
HTTP REST | L
ftransform s ~

o " rmi_mapping
: 7 N metadata
/ TRANSFORM

BROKER T DAGSTER JOB

R MoTT LISTENER / | SENSOR
. 4 1 3 rml_mapping % .
JMQTT PULL 4 [ temporary queue 8 PERSISTENCE

i \/

LISTENER rml_mapping k/ persistence
» REST results (1h TTL)

*GraphDB

| Endpoint
HTTP] REDIS
PERSISTENCE
STORAGE DATA FABRIC /

Figure 3.9:Generic data ingestion pipelines feeding the Data Fabric of the NetSecaaS Gateway

Three entry points are offered to data producers. The first is an HTTP REST endpoint that accepts
push requests issued explicitly by an application or by a user, typically when the producer wants to
deliver a seHcontained payload on demand. The secoad Message Queuing Telemetry Transport
(MQTT) listener that subscribes to one or more broker topics and is therefore suitable for streaming
telemetry and continuous event flows. The third is a REST listener that pulls data from existing REST
endpoints exposed by the producers, supporting integraitbnceamponents that already provide

their own HTTP interfaces. The choice between push and pull is deliberately offered at the design
stage so that the Gateway can absorb the diverse styles of interaction characteristic of the
heterogeneous components presn the ROBUS¥G ecosystem.

Once received, all incoming payloads converge on a Rbdiked persistence layer that decouples

the ingestiorendpointsfrom the downstream transformation logic. Redis maintains two cooperating
structures: a metadata store that holdsRektional Markup Languag&ML) mapping definitions
associated with each data source, and a temporary queue that holds the payloads awaiting
transformation. A Dagstéisensor monitors this queue and, upon the arrival of a new payload,
schedules a transformation job that applies the corresponding RML mapping to lift the raw data into
Resource Description FramewqiRDF)t r i pl es al i gned with the pl a

2 https://redis.io
3 https://dagster.io
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graph fragments are then persistetb the GraphDB triple store, where they become reachable
through the same SPARQL endpoint the Transformation Function uses to serve retrieval requests.

This pipeline design carries two properties t
platform. On the one hand, it is declarative: integrating a new data source requires defining a new
RML mapping rather than writing custom code, wh&pnificantly reduces the integration effort
associated with the diverse outputs produced by other ROEBIESdapabilities. On the other hand,

it is uniform: irrespective of whether the source pushes JSON over HTTP, publishes messages on an
MQTT topic, orexposes a REST API, the data ultimately lands in the same Knowledge Graph and is
governed by the same access policies, which is precisely the property that enables the NetSecaaS
Gateway to offer a coherent, singlaneof-glassexposureof the ROBUST6G security capabilities.

While the data pipelines just described serve the retrieval interaction pattern, the configuration pattern
relies on a direct integration between the Transformation Function and th& deslo Security
Orchestrator (ZTSO). When a thipdirty request express a higHevel security intent, the
Transformation Function maps the request parameters into a structured SSLA, and the resulting
artefact is forwarded to the ZTSO for enforcement. The orchestrator interprets the SSLA, decomposes
it into the concrete aicins to be applietb the underlying capabilities, and reports the enforcement
status back to the Gateway, which in turn returns a simplified, consumable response to the requester.
This integration is what allows Prototype 3 to expose not only the data produced by R@BUST

but also the security behaviours that the platform is able to enact.

3.4 Prototype 4: Physical and Sensing Layer Trustworthiness

3.4.1 Overview and Demonstration Objectives

Prototype 4 demonstrates a physiegler closeedoop security framework for 6Gyith the primary
objective oftransformingthe physical layer from a passive transmission medium into an active trust
anchor. To this end, the prototype continuously monitors physical observations through sensing,
analyses them in real time, and feeds the resulting indicators into a trust evadngiine that adapts

radio access network (RAN) resource allocation decisions accordingly. It leverages the sensing
capabilities of 6G to extract spatial (angliearrival, AoA) and channedtate features (channel state
information, CSI, and signab-interferenceplusnoise ratio, SINR), which serve as intrinsic
indicators for: i) physicalayer (PHY) anomaly detection, ii) locatidrased node authentication, and

iii) symmetric secret key agreement at remote locations.

Within the broader ROBUS®G platform, the prototype is designed to demonstrate three interlinked
capabilities. First, it showcases the integration of advanced phieyeal security mechanisms
developed in Work Package 5 (WP5), namely jamming detedioA;based authentication, and
symmetric key generation, into a single coherent demonstrator. Secondly, it shows how these
mechanisms can kestedagainst realistic adversarial behaviour, namely jamming, spoofing, and
eavesdropping attacks, in a 6G context. Thirdly, it illustrates how the resulting PHY measurements
can be mapped into dynamic trust metrics that quantify link reliability, signal temsys and
resilience under interference or spoofing attempts, with a view to propagating these metrics+o higher
layer orchestration functions to support adaptive access control, resource management, and RAN
resource allocation with explicit security gaatees.
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3.4.2 Position within the Architecture

Through this sensindriven and trusaware closed loop, Prototype 4 illustrates how security in 6G
can be embedded natively into the physical and sensing layers, rather than being treated@as an add
at higher layers. Thus, it provides a concrete ancbdegible vehicle for showcasing how the WP5
contributions to ROBUSBG can be combined and exposed to a user through an interactive
demonstrator that allows attack scenarios to be configured, executed, and observed in real time.
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Figure 3.10 Architectural positioning of Prototype 4 within the Physical Layer Security Closed Loop

Prototype 4 is positioned within the Physical Layer Security Closed Loop (PLCL) of the 6G RAN,
which belongs to the Network Layer of the ROBU&GE reference architecture presented in Section
2.1. Within this architectural position, the prototype provides physicalayer security and
trustworthiness capabilities required to monitor radio conditions, analyse seeleitgnt PHYlayer
information and activate suitable Physical Layer Security (PLS) schemes or PHY control responses.
Figure3.10 provides a detailed view of the architectural blocks activated by Prototype 4 within the
PLCL. The prototype useSENSOL1i PHY Monitoring in the monitoring stage andENSO03i
Trustworthy Sensing and Localizationin the analysis stage. The actuation stage includes the
activation of the selected PLS schemes throc0OINS041 AoA-based PLAandCENSO5i Fast

SKG using LSTM Networks for Privacy Amplification, together witfRAN control for PHY-level
adaptation. In this way, the prototype maps the monitoanaglysi$ actuation logic of the PLCL into

a concrete physicdyer security demonstrator.

Additionally, theprototype is designed to interact with tRAN Network Functions, from which
PHY-layer observations are obtained and to which updated PHY configurations may be provided
following actuation. As also depicted Figure 3.13, potential interfaces with th&ero-Touch
Security Management Layersupport the exchange of upgdayer security context and PHlgyer
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security reports. These broader interactiare further discussedand demonstrated through
Prototype 51 Master Prototype.

3.4.3 Prototype Composition and Architecture
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Figure 3.11 Prototype 4 Demonstrator architecture
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Figure 3.12 Prototype 4 in operation mode
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To realize the above objectives in a concrete and reproducible manner, the proidgtgpe
architecture is depicted Figure3.11, is implemented as a modular, graphical user interface (GUI)
based interactive demonstrator that integrates the WP5 phiggiealsecurity mechanisms within a

single tool. It leverages realorld measured CSI from a 24x24 grid dataset, enabling users to select
attack scenarios, place virtual nodes on the ¢
detection and mitigation capabilitloms alayered r e a |l
design that cleanly separates the GUI, the data foundation, the core security engines, and the
simulation orchestration, thus ensuring responsiveness and maintainability while prominently
integrating the WP5 computational modules.

The top layer consists of the GUI, which comprises a Control Panel and a 8&soalPanebs in
Figure3.12. The Control Panel allows users to toggle the three attack types (jamming, spoofing, and
eavesdropping), select and place nodes with specific roles (legitimate user, jammer, spoofer,
eavesdropper), adjust the sigitanoise ratio (SNR), and monitor key rfmance indicators
(KPIs). TheVisualisationPanel, on the other hand, displays the grid with the placed nodes and
provides dedicated output sections for jamming detection results, spoofing detection maps, and secret
key generation metrics, thus offering immediate visual feedback on system behdwidenpinning

the prototype is the Data Layer, which relies on the dataset containing measured CSI and user
equipment (UE) positions, supplemented by antenna array information. To ensure that every
simulationutilises authentic measured channels, all node placements are automatically snapped to
the nearest dataset locations. Moreover, a derived 2dig4l powergrid is computed once and
reused by the jamming detection module to misgmedundant computation.

The Core Engines, primarily integrated from WP5, form the heart of the security functionality and
constitute the computationatalisation of the closedoop trust framework. These include: i) the
Authentication Engine for AoAased user verification; ii) the Secret Key Generator (SKG Engine),
which performs linear quantization Polarcyclic redundancy check (CRC) information
reconciliation, and Daviédleyer/AES128 key derivation; iii) thgeneralizedikelihood ratio test
(GLRT)-based Jamming Detector, wh combines a spatial GLRT with windowed limited
cumulative sum (WLCUSUM) for temporal confirmation; and iv) the Ad#fased Spoof Detector,
which employs RoeMUSIC estimation in conjunction with calibration and mitigation techniques.

Orchestration is handled by the main simulation loop in conjunction with background worker threads.
When the user starts a simulation, the loop coordinates multiple steps: it routes the appropriate CSI
data to the active engi(® according to theeleced attack scenarios and placed nodes, aggregates
authentication success rates, key generation performance, and detection rates into KPIs, and finally
updates theisualisation To prevent the interfadeom freezing computationally intensive tasks such

as spoofing AoA map generation and SKG reconciliation are offloaded to background threads with
progress queues, while -alisk caching in the Spoof Detector further improves responsiveness for
repeated configurations.

Taken together, this layeredgansationenables the prototype to effectivedaliseits objectives by
allowing interactive exploration of physielayer security techniques within a senstrgzen and
trustaware closed loop. Users can dynamically test attack scenarios and immediately observe how
the WP5integrated detectors identify trats, how mitigation strategies (such as jammer subtraction

in the spoofing path) improve AoA estimation, and how secret key generation performs under
different conditios. The modular, datasdtiven desigradoptecensures reproducibility, clarity, and

a solid foundation for demonstrating robust 6G security concepts.
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3.5 Prototype 5: Master Prototype

3.5.1 Overview and Demonstration Objectives

The prototypes presented in the sections above are mainly focused on single layers of the ROBUST
6G architectureste Sectior.1). This implies that the single prototype is only able to demonstrate a
specific set of functionalities proposed by the project, limited to a certain architecture part, and not
able to showcase how the different part the system should work together to provide security in

6G. The aim of Prototype 5 is to demonstthEEROBUST-6G system as a whole, by integrating the
functionalities implemented by the other four prototypes into a coherent security platform. In
particular, the prototype considers the following aspects:

9 Access to security capabilities and requestf security services thispart is in charge of NetSecaaS
GW demonstrateih Prototype 3.

9 Security service orchestration and automationthe Prototype 2, MultiLayer ZeraTouch Defender
covers these functionalities with the Security Service Orchestrator, Secuiitggeld automation, and
pervasive monitoring via the Programmable Monitoring Platform.

1 Exploitation of Al -based security functionstheseare collected via the Global Model Repository
(GMR, Prototype 1)

1 PHY Layer security services providedby Prototype 4, Physical and Sensing Layer Trustworthiness.

It is important to highlight that the Prototype 5 aims to demonstrate that it is not merely a collection
of separate software components, but that it is capable of integrating the functionalities of the various
prototypes into a single system. The PHY si#gwservices and Abased security functions are
modelled with the Security Ontology and Knowledge graph developed in WP4, visible in the internal
catalogues of the Security Orchestrator, and composable to build security services. Furthermore, they
are eyosed by the Exposure Framewdhtpughwhich their orchestratiocan be directly requested

The interactions between the differguatrs of the prototype are detailed in Secti®b.4 wherethe
demonstration storyline is presented.

3.5.2 Position within the Architecture

Figure3.13 shows the Prototype 5 coverage of ROBW&ET architecture, given by the union of the
focus domains from the other four prototypes. The infrastructure layer is not caiaoedit isout
of theROBUST-6G scope.
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Figure 3.13 Prototype 5 ROBUST-6G architecture coverage

3.5.3 Prototype Composition and Architecture

The previous section described how the prototype is mapped on the ROBGSFchitecture,
presented in Sectichland detailed in theariousdeliverables of WP2. In this section, thigective
is to explicitly identify the components building the prototype, as showigure3.14.

1 Exposure Famework (CTID03). Represents the entry point for the security service consumers
(verticals, applications, or even thipdrty orchestrators).

9 Zero-Touch Security Platform (CTHAO01, CNXWO01, CNXWO03, CNXWO04, CUMUO1).Provides
security orchestration and advanced monitoring capabilities throutitple components.

1 Global Model Repository (GMR). The centrabed registry providing trustworthy Al/ML models that
the orchestrator dynamically selects to serve as the anomaly detection or prediction engines within
orchestrated security loops

1 Physical Layer Security Loop (CEBYO05).The localsed physicalayer execution environment.
Within the Master Prototype, these mechanisms are logically mapped into thelsZB8Curity
Catalogue as targetable functions that can be triggered using dedicated OpenC2 actuators
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Prototype 4

Prototype 5

Figure 3.14 Prototype 5 Composition

3.5.4 Demonstration Storyline

Prototype 5 is not dir ec,sothereareno pmstdblisher retenence pr o
scenarios. Since the aim is to give a demonstratitre®fOBUST-6G platform as a coherent security
entity, the prototype considers the deployment of at least two security services, to showcase the
capability to manage multiple and heterogenous security services. The first service considered is a
variation of ke Case 2sge Sectiortt.2) that introduces the Global MedRepository beyond the

ZTSP. Figure3.15 shows the higHevel integration between the different components involved:

1. Retrieves Model
Metadata and Artifacts GMR

Admin

2. Onboard Model artifact on the S-RO ZTSP

and Model metadata on the Ontology

Figure 3.15Prototype 51 GMR Models onboarding on the ZTSP

1. An Administrator checks the existing models listed in the GMR together with their metadata (
model metrics) and downloads the relevant madeifactge.g. BentoML, Docker Image).

2. The Administrator then onboards the Moddkefactan the Secure Resource OrchestratoiRS) as
orchestrablartefacs that can be managed by the ZTSP and onboards the Model details in the ZTSO
Security Functions catalog respecting the ZTSO Ontology.

From this moment on, axplained in D4.4R6G26D44], the Security Function is registered and
considered by the ZTSO as possible element of a Security Service, based on the description in terms
of FunctionalCapabilitiesprovided by the Ontology. The second phakthis processgepicted in
Figure3.16, follows the standard Prototype 2 workflow:

1. An SSLA is submitted by a Security Service consumer (e.g. Vertical Consumer).

2. The ZTSP, in particular the ZTSO, generates a Security Service using the Al Model as Security
function (e.g. for Network Analysis).

3. The Security Service is deployed by the ZTSP, including the Al Model that will serve as Security
Function.
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2. Generates Security
1. SSLA———» ZTSP Service with Al model
as Security Function

Consumer

3. Deploys Security Service

Security Service

&= o

Figure 3.16 Prototype 57 GMR Model Orchestration as Security Function

The second service makes use of the security capability of the PHY layer. In this case the idea is to
orchestrate a security closed loop by exploiting the PHY CL Framework from prototype 4. Due to
the architecture of PHY layer security services (lab pyptx with limited programmability) a
complete lifecycle managementrist feasible. The orchestrator, in this case, requests the activation

of the RHY security service, while the PMP (part of the ZTSP) will collect notifications concerning
security eventsTo enable the usage of PHY resources, the ZTSP needs to model PHY SF in the
ZTSO catalogue following the ZTSO ontology and use dedicated OpenC2 actuators that can interact
with the PHY SF. The choice of using OpenC2, as described in [BP£&26D44], makes the
Security Services-ELs capable of interacting with heterogenetargets.Figure 3.17 depicts the

first part of this process, where thdminonboards the PHY SFs metadata in the ZTSO Catalogue
together with the needed OpenC2 actuattefacs in the SRO.

1. Onboard PHY SFs metadata and ZTSP
dedicated OpenC2 actuator
Admin ——

Infrastructure

Figure 3.17 Prototype 51 PHY SF and related OpenC2 Actuator Uploadon the ZTSP

Now thatthe PHY SFs is modelled in theTA0 and the needettefacs (i.e. the OpenC2 actuaor
the ZTSP is capable of generating and deploying a Security Service capable of interacting with the
PHY SF.Figure3.18reports thgrocess composed of the following steps:

1. An SSLA targeting the Physical Layer is submitted to the ZTSP.
2. A Security Service composed of &% and the needed PHY OpenC2 actuator is generated.
3. The ZTSP deploys the Actuator and tR€ISin the target infrastructure.

2. Generates Security
1. SSLA on PHY Layer—————» ZTSP Service with Openc2
actuator

Consumer

3. Deploys Security Service

Infrastructure

Figure 3.18 Prototype 5- PHY S-CL with PHY OpenC2 Actuator
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While the previousvorkflows showcase the interaction between the ZTSP, the GMR, and the PHY
Layer, the final scenario of prototype 5 is ttmonstration of the interaction between the ZTSP and

the NetSecaaS module to simplify the submission of SSE#&gire 3.19 depicts the interaction
between these components with the Consumer that is able to request a Security Service through
simplified APIs and the NetSecaaS component that is able to translate them into a complete and ready
to be ingested SSLA.

Consumer

1. Request Security Service

2. Translates the request into
N 4——] a compliant SSLA

3. SSLA

ZTSP ‘
Figure 3.19: Prototype 5- Exposure of Security Capability thought the NetSecaaS

The overall purpose of this demonstration storyline is to showcase that the RGEJSatform
components developed in the differgmbtotypes are able to interact antthe full ROBUST-6G
solution can be considered as a comprehensive solution able to integrate Z&much Security
Orchestration, Al/ML Models, PHY Security, and simplified exposure of Security capabilities
to the end user.

4 Use Cass

This section presents the three ROBUE3 Use Cases, which are tailored to demonstrate the
functionalities ofparts of the ROBUSBG Platformin reatworld scenarios. In the following
subsectionsthe use casescenarios in their final form with the components/flows/integration
information are presentedCrucially, these use cases are intended to validate the ROBGST
Platform prototypes; a given use case may cover one or multiple prototypes, as well as the
intersections between them. The results of theggss are divided into two distinct evaluations later

in the document. Section 5.1 details the functional validation, where the use cases serve as the means
to validate the prototype functionalities. Subsequently, Section 5.2 focuses on quantitatat®waalid
assessing the use cases in terms of Key Performance Indicator (KPI) attainment based on the targets
defined during the initial phases of the project.

4.1 Al model trustworthiness evaluation for 6G decentralised
scenarios

Use Case 1 addresses the evaluation of Al model trustworthiness in 6G distributed environments. The
use case leverages Decentralised Federated Learning (DFL) to enable collaborative model training
across multiple administrative domains without centralissegsitive data. Trustworthiness is
assessed across four pillars: robustness against adversarial threats, sustainability in terms of
computational efficiency, explainability for transparent decisi@king, and fairness to prevent
algorithmic biasUC1 isstructured across two complementary scenarios
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Use case &cenaridl is represented by the DFL Framework and its interaction with the Global Model
Repository (GMR). The DFL Framework provides the decentralised training environment, where
participants perform local learning and exchange model updates with neighbouringhmodgh
peerto-peer communication. The GMR complements this process by acting as a governance and
evidence layer, storing model versions, configuration metadata, metrics, logs and explainability
artefacs.

This scenario introduces the -Afiented part of Use Case 1 and provides the basis for validating
several trustworthiness dimensions, including privacy preservation, robustness against malicious or
unreliable participants, sustainability of distributedefécution and explainability of trained models.

The scenario is instantiated through cybersecurignted collaborative learning, using the TON

loT dataset and the CyberNet model as the main reference workflow for decentralised intrusion
detection moddiraining.

Use Case 1 Scenario 2 addresses the trustworthiness and resilience of the physical and sensing layer
through the Physical Layer Closed Loop, the monitoring, analysis and actuation mechanism that
integrates the physical layer security solutions (mainhelbped in WP5) into the 6G RAN. The
channel is continuously monitored and analysed to evaluatel&Y trustworthiness by detecting

and localising jamming, performing mutual authentication from the trans@itiagular signature,

and generating secreg¢¥s from channel reciprocity; the analysis outcomes then drive the actuation
stage, namely transmissipower adaptation fed back to the PHY layer through RAN control.

In this context, this scenario demonstrates the capabilities of the Physical Layer Closed Loop, which
does not merely detect an attack but acts on it to preserve link quality. It exercises three
complementary properties aligned with its core objectivesiligrce to jamming (PHY layer
trustworthiness evaluation), authentication against spoofing and impersonation (mutual
authentication), and confidentiality against eavesdropping (fast secret key genetdtiomee
capabilities are validated on real chehmeasurements from a-&#tenna indoor masshdIMO

testbed, using the Ultt@ense Indoor MaMIMO CSI dataset.

4.1.1 Scenario 1:Decentralised federated learning for joint privacypreserving
ML/DL model training

This subsection coverthe ROBUST-6G scenario dealing with decentralised federated learning
framework afoundation to ensure the privacy of data being part of Al models that will loebyse
certain ROBUST6G architecture components.

4.1.1.1 ScenarioOverview and Objectives

In modern 6G deployments, highly sensitive telemetry and network traffic are continuously generated
at the edge, spanning Radio Access Networks (RAN), Edge Clouds, and user terminals. Transporting
this raw data to a central cloud server introduces seasebdth bottlenecks, increases latency, and
poses major data privacy risks. To address these isStesario implements a fullyDecentralised
Federated Learning (DFL) Framework (CUMUQ@2)ere geographically distributed edge nodes
collaborate to train global Deep Learning model without ever exchanging raw local data.

Goal of the Scenario

The primary goal of Scenario 1 is to train a robust, {mgtformance network intrusion detection
model, specifically name@yberNet, using the highly realistic and divef$@N_loT dataset. Instead
of aggregating raw training data at a central locatioa, IfrL Framework moves the training
computation directly to the edge nodes. These nodes execute local training iterations on their private
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data partitions and synchronize their resulting model updates (weights/gradients) with their peers
using an epidemic pe¢o-peer (P2P) gossip communication protocol.

Core Objectives

T Adversarial Robustness and Defens®pendecentralise6G edge environments are highly

vulnerable to malicious or compromised participants. These adversaries can launch
activeByzantine attackssuch as model poisoning designed to degrade classification
performance, seed backdoors, or cause catastrophic training failure. The core objective is to
validate the systeéa ability to maintain training integrity under active exploitation by
implementing the spatiaistancebasedrum aggregation filter (CUMUO4) inside the
Gossip protocol to isolate and discard poisoned model updates.

Sustainability and Resource EfficiencyEdge execution requires rigorous energy
constraints due to battery and CPU limitations. To optimize the environmental footprint of the
training lifecycle, the scenario integrates:

1. ADMM (Alternating Direction Method of Multipliers) (CUPDO1): For scalable,
distributed optimization that minimizes communication overhead and accelerates local
convergence.

2. SNN (Spiking Neural Network) Simulator (CUPDO02):To implement sparse, event
driven neural architectures that significantly reduce local compute power draw,
memory footprints, and gradient serialization sizes.

Explainability and Trust Verification: To provide absolute transparency and allow human
in-the-loop auditing, the training lifecycle integrat€al Services (CUMUOQ5). Rather than
performing poshoc analysis, the XAl components evaluate the nisdghbility rouneby-
round. It quantifies-eature Attribution Stability (by calculating cosine similarity of
Shapley feature importances via SHAP) and generates quallsttaeRepresentation
Visualisations (using 2D tSNE scatter plots) to confirm that the model is learning distinct,
meaningful clusters for different data classes.

4.1.1.2 Position within the Architecture

Scenario 1 is positioned within the Trustworthy and Sustainable Al Services part of the ROBUST
6G architecture and demonstrates how decentralised edge training relates to model governance
through the interaction between the DFL Framework and the GlobatINRegpository (GMR).

Mappings to the Trustworthy and Sustainable Al Services Layer

The core services involved in this scenario reside within the Trustworthy and Sustainable Al Services
part of the architecture and are mapped to the following technical pillars:

1

[A] Adversarial ML Services (Robustness Dimension)This component is realized by
theEnhanced AI/ML Model Robustness service (CUMUO4) It operates dynamically
within the edge environment to execute Krum Byzanrtolmist aggregation algorithms,
filtering out malicious or poisoned weight updates during P2P gossip weight synchronization.

[B] Privacy-Preserving Al Services (Privacy Dimension)This corresponds to
thePrivacy-Preserving and SecurityfEnhanced DFL service (CEBYO02) It provides
homomorphic encryption configurations, joint public key generation parameters, and partial
multi-party decryption fusion algorithms to ensure zero exposure of raw edge telemetry.
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T [C] XAl Services (Explainability Dimension): Mapped to théXAl Integration for Model
Explainability service (CUMUOQ5), which continuously processes converged model versions
to extract mean absolute Shapley values (SHAP) for quantitative feature attribution stability
and 2D tSNE scatter projections to verify latent representation quality.

1 [D] Sustainable Al Services (Sustainability Dimension)Mapped to th&ustainable
Client Scheduling Scheme (CLIUO01)SNN Simulator (CUPD02) andADMM -based
Aggregation System (CUPDO1)These services evaluate node energy footprints (CPU/GPU
power draw in Joules), optimize edge scheduling, and deploy sparsedaventneural
architectures to reduce edge compute constraints.

1 [E] Enhanced FL Services (Federation DimensionRepresented by the
coreDecentralised Federated Learning Framework (CUMUO2)which coordinates edge
client instantiations, establishes P2P mesh topologies, and governs the iterative weight
gossiping communications.

1 [F] Al Service Management Layer (Governance Dimension)Operates as the underlying
manager that connects GMR registration endpoints, manages session transactions, and
handles database operations.

Compute Infrastructure Layer Separation
The physical execution exhibits a clear separation across the Compute Infrastructure Layer:

1 Decentralised Training Environment (Far Edge & Near Edge)The actual training of
theCyberNetintrusion model is executed at tRar EdgeandNear Edgecompute
infrastructure (e.g., RAN nodes, base stations, and user terminals). These nodes run local
PyTorch containers and exchange weights asynchronously ovieREh&ossip Network
Raw network telemetry never leaves this edge environment, ensuring complete data privacy
andminimisingbackhaul bandwidth.

1 Central Administrative Layer (Central Cloud): TheGlobal Model Repository
(GMR) resides in th€entral Cloud or core network premises. The GMR does not
participate in training or touch raw edge data; instead, it acts as a secure, authenticated,
PostgreSQtbacked central model registry that logs training telemetry, saves converged
weights, and serves certified nadsl via secure REST APIs.

4.1.1.3 Functional Flows Description

To operationalisghe validation lifecycle, Scenario 1 consistsfigké functional flows originally
formulated in D6.2. These have been fully integrated, implemented, and validated in D6.3.

Flow UC1 1 01: Baseline Federated Learning Flow (Privacy and Decentralization)

Objective: Establish and validate the baseline mechanicdeaentraliseccollaborative ML/DL

model training across edge nodes under a trusted (benign) environment. It confirms that the P2P
Gossip protocol correctly distributesynchronises and converges model parameters without
exposing raw local data.
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Figure 4.1 Flow UC1_1_01i Privacy and decentralization flow diagram, benign nodes

Process Description: The process, as illustrated in the sequence diagiigored.1, is initiated by

an external actor and managed through a coordinated interaction between the core components:
The process is initiated when an external 3rd Party Application or Orchestrator submits a request to
the ROBUST Controller API (on Port 8000 at /api/robust/run/scenpirM)+26a]to start a new

model training session (Step 1). This initial request specifies the parameters for the custom federation,
such as the desired model architecture (e.g., CyberNet or SNN), dataset (TON_loT), and training
configuration (e.g., number of roundmise attacks, or Krum defense). The ROBUST Controller
acknowledges the request, initiates the Docker Compose orchestration to spirdegpetiitealised

base node containers, and responds to confirnmitireisation of the training process (&t 2).

Uponinitialisation, the ROBUST Controller proceeds with the internal setup. It creates the custom
containerisedederation of base nodes via Docker Compose (Step 3), then the nodes dynamically
load their local dataset partition using Dirichlet distribution scripts in pytorch/ton_iot/ton_iot.py (Step
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4), ensuring strict local data isolation. Once the environment is prepared, the controller runs the
framework start command on each node container to initiate the P2P training process (Step 5).

In the benign baseline flow, the edge nodes execute local training epochs on their dataset partitions
and share their weights asynchronously using P2P Gossip protocols. During synchronization, the
gossip engine (CUMUO2) receives peer updates and compasedine aggregation metrics for
logging purposes (Steps 6 and 7). Since no active Byzantine attack is present in this baseline scenario,
no defensive filtering is applied. Following the exchange of weights, the framework proceeds with
standard P2P aggregat (e.g., FedAvg) to fuse the local models (Step 8).

At the conclusion of each training round, the nodes invoke their RepositoryClient to upload key
artefacs to the Global Model Repository (GMR) FastAPI server on Port 8001. This includes the
updated model weights (uploaded via /api/robust/upload/model), performance metrics (uploaded via
/api/robust/upload/metrics), and execution logs, ensuring a completadtimmal recorgersistedn

the PostgreSQL database.

This cycle of local training, reputation querying, aggregation, and storage repeats for the configured
number of rounds, culminating in a converged global model built from distributed knowledge while
preserving data privacy.

Flow UC1_1 02: Evaluation of Model Robustness (ByzantinResilient & Reputation-Based
Filtering)

Validate the systefs ability to maintain training integrity under hostile conditions. It tests the
resilience of the framework against active Model Poisoning attacks (Gaussian noise injection via
attacks.py) by integrating the Krum ByzantiRebust Aggregation Engine (CUMUpD4irectly

within the Gossip protocol layer.
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Figure 4.2 Flow UC1_1_02i Sequence diagram for evaluating DFL systefs robustness under attack

Process Description: The process, as depicted in the sequence diagrguwr®4.2, integrates a
robustnessware workflow from the very beginning to mitigate active poisoning threats:

The workflow is initiated when a 3rd Party Application sends a request @®@O8UST6 model

training session to the ROBUST Controller API, specifying the activation of the Krum aggregation
filter (Step 1). In response, the controller parses the security configuration and provisions the base
nodes with the Krum spatial aggregation policy. Krurarages dynamically on the received weight
vectors by calculating spatial distance and selecting the most central update, without requiring pre
configured templates or central reputation database checks.

The ROBUST Controller confirms the training session initiation to the 3rd Party Application (Step

2). It then initiates the Docker Compose orchestration, starting a custom federation that includes both
benign base nodes and designated Byzantine attaGters3). The TON_IoT dataset partitions are
dynamically loaded by the edge containers (Step 4), and the P2P training process begins (Step 5). The
malicious containers are programmed to automatically inject Model Poisoning Gaussian noise into
their weight €nsors before transmitting them to peers.

During each communication round, after completing local PyTorch training epochs, the base nodes
exchange weight tensors over the P2P Gossip socket network. When a node receives weights from
its neighbours it routes them to the Krum Aggregator (CUMUOQO4) (Step 6). Krum computes a
complete pairwise spatial distance matrix among all received updates to identify outlier vectors.

Krum evaluates the spatial density of the updates by summing the Euclidean distances of each weight
tensor to its closesteighbourgStep 7). Because Gaussian ngpsesoned weights represent extreme
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statistical outliers in the higtimensional parameter space, they lie far outside the cluster of benign
updates and yield high distance scores. In the final aggregation step, Krum selects the update vector
that minimizes the closeseighbourdistance sum, automatically discarding the poisoned outliers,

and returning the untainted representative weight vector for model fusion (Step 8).

At the end of each round, the edge nodes invoke their RepositoryClient to upload the converged
model weights, the Krum spatial calculation metrics, and the round execution parameters to the GMR
FastAPI server via Port 8001 (Step 9). The GMR backend ettsstdetailed execution trace and
defensive metrics directly in the PostgreSQL database, providing a complete, auditable record of the
federatioris adversarial resilience for pagsbc analysis.

Flow UC1 1 03: Sustainability Evaluation (EnergyAware / Sustainable Client Scheduling)

A Objective: Assess and optimize the environmental footprint ofdiseentralised\l lifecycle. It
focuses on scheduling resowaanstrained nodes, evaluating energy overhead during edge training,
and utilizing energpefficient network structures.

8 CUMUO2 CLIUO1 CUPDO02 CUPDO1 GMR
DFL Sustainable SNN simulator ADMM-based Global Model Repository
3rd Party Application client scheduling aggregation

! '
][1]Requesl of ROBUST Model :
+ Training in custom federation '
; '

I '
:—": [1] Request of sustainable model

: [1] Sustainable model (SNN)

'
+ [1] Request of scalable aggregation ]

i
! [21 Model Training Response |  [1] Scalable aggregation (ADMM)
I

'
I

i [3] Create custom

' federation

'

'

'

i [4] Distribute dataset
h in the nodes

b

'

'

i

' [5] Start training

'

.
. [6] Request energy-aware context
.

[7] Report selected nodes

.

.

' [B] Aggregate SUSTAINABLE
' model updates

'

'

Figure 4.3 Flow UC1_1_03i Sustainable and efficient evaluation of the model training lifecycle

Process description: The sustainable flow is initiated by afarty application submitting a request
for robust model training in a custom federation. The workflow proceeds as follows:

A Robust Tr ai n2]:Mhe pBeess atats wherfabRarty Agplication sends a
request fordROBUSTO model training to thédFL Framework (CUMUO2). The framework
analyses the request to determine the appropriate training method. If a sustainable model is
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needed, it requests one from BN Simulator (CUPDO02) if scalable aggregation is required,

it requests it from theA\DMM -based Aggregation System (CUPDO1)Jpon receiving the
sustainable model from the SNN Simulator or the scalable aggregation method from the ADMM
system, the DFL Framework confirms the impending model training launch by sending a response
back to the requesting application.

A Federation Set up &5hthe DFL FrameWarkgher initiatesta custom [ St
federation (Step 3), distributing the training dataset across the selected edge nodes (Step 4). Each
node begins its local training using its assigned dataes (Step 5). This allows for distributed
computation and privacy preservation, as raw data never leaves the device.

A E-aveare €hent Scheduling [Steps7§ In each global communication round, the server
interacts with the&Sustainable Client Scheduling Scheme (CLIUO1p determine which nodes
will participate (Step 6). Each node autonomously assesses its energy availability and computes
the significance of its update using semaréiesmre metrics. Based on these evaluations, the
scheme returns a selection of nodes wikiparticipate in the current round (Step 7).

A Gl obal Aggregati on -®]nTdte sbheedagdregdies theamhodekzuadateso n
from the selected, energpfficient nodes (Step 8). Upon completion of the federated learning
process, the DFL Framework saves key metrics including moedbrmance, resource
consumption, and detailed logs in tB®bal Model Repository (GMR) (Step 9).

Flow UC1_1 04: Explainability of the Models Obtained (XAl Integration)

A Objective: Enable continuous, human-the-loop auditability and trustworthiness verification of
the evolving Al model throughout the training lifecycle, rather than as gopostssing step.
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Figure 4.4 Flow UC1_1 04i Continuous monitoring of explainability (SHAP/t-SNE) in federated training

Process Description: The process, as illustrated in the sequence diagigore4.4, integrates XAl
analysis as a systematic monitoring step within each federated training round.

A Federation I niti at i-5: mMhedowdssiesiteat a stfandard DAL n g
training process has been initiated, as described in UC1_1 01, and the federated models are being
trained. The DFL Framework (CUMUO2) has created the federéiitmps 13), distributed the
data (Step 4), and started the iterative training loop (Step 5).

A Model Aggregation [Step 6]: At the end of
the standard aggregation of model updates received from all participating nodes. This creates a
new, updated version of the global model for that specific round

A -thefiy Trustworthiness Analysis [Steps9]: Immediately after a new global model version
is created, the DFL Framework sends it to X#d Services (CUMUOS5) for a trustworthiness
assessment (Step 7). The XAl Services perform a comprehensive analysis on this specific model
version (Step 8), generating one quantitative metric and one qualitativeavisiatt
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A M e tFeature Atttibution Stability (from SHAP): This metric provides a quantitative measure
of the model s r e as onscaulatestheankean hbsdluie Shadldy ealuesA |
for each feature over a reference dataset, producing a feature importance vector for the current
model version. The cosine similarity is then computed between this vector and the one generated
for the model fronthe previous round. A high similarity score (close to 1.0) indicates that the
model is learning in atable, predictable manner. A low or fluctuating score can signal training
instability, indicating that the model 6s i n
which reduces its trustworthiness.

A Artefact2 i Data Representatioviisualisation(from t-SNE): Thisartefactprovides a powerful
gualitative tool for humain-the-loop analysislt usesthe currentersion of thenodel to generate
latent space embeddings for a validation dataset and then create SBIERisualisatiorof these
embeddings. This plot allows auditors to visually inspect whether the model is learning to form
distinct and meaningful clusters for different data classes over time. The progressive separation
of clusters from round to round is a strong visuadicator of healthy and effective training. The
output is the plot image itself, which is stored as a viatuafact The XAl Services then compil
the quantitative stability metric and th&SINE visualisationinto a structured Trustworthiness
Report and return it to the DFL Framework (Step 9).

A Comprehensive Logging in GMR [ Step 10]: T
version, its standard performance metrics (accuracy, loss), and the newly generated
Trustworthiness Report from the XAl services and stores them all togetherGiotied Model
Repository (GMR). This includes the calculated Feature Attribution Stability score and the
generated-SNE plot for that round.

This cycle repeats for every round of the federation. The outcome is a complete, versioned history of
the training process stored in the GMR. Each model version is enriched with a corresponding report
containing its feature attribution stability score d@sddata representatiansualisation This allows

for an unprecedented level of transparency, enabling auditors to not only inspect the final model but
also to understand and visually verify its entire learning trajectory.

Flow UC1_1 05: PrivacyEnhanced DFL (Secure Cryptographic Aggregation)

A Objective: Ensure complete privacy against "hoAestcurious” nodes. It guarantees that even
if participating edge nodes attempt to reconstruct private training data from the exchanged gradients
of their peers, they cannot decrypt individual updates.
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Figure 4.5 Flow UC1_1 05/ Privacy-enhanced collaborative model training flow diagram via secure aggregation

Process Description: The process, as illustrated in the sequence diagiigored.5, is initiated by
an external actor and managed through a coordinated interaction between the core components:

1 The process is initiated when an external 3rd Party Application submits a request to the ROBUST
Controller API to start a new privagnhanced DFL training session on the testbed (Step 1). The
request specifies standard training hyperparameters and se@eeste communication protocols
governed by the Privadyreserving DFL service (CEBY02). The ROBUST Controller acknowledges
the request, provisions secure P2P link keys, and responds, confirminijafisation of the secure
training lifecycle (Step 2)

1 The ROBUST Controller initiate@ockerCompose orchestration to spin up the edge node containers
(Step 3). Duringinitialisation, each edge container invokes its local RSACipher and AESCipher
modules (implemented in encrypten)pfCDL-DFL]. The nodes generate local RS&y pairs,
exchange theiserialisedoublic keys over baseéhcoded channels, and establish shared symmetric
AES keys to secure pet-peer communication sockets. The nodes then load their partitioned
TON_loT dataset chunks in a privapyeserving manner (Step 4).
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1 Once the environment is prepared, the framework starts the iterative training loop (Step 5). Each base
node trains the CyberNet model on its isolated data partition. Before sharing model weight tensors
over the gossip mesh, the nodes invoke the-&ES/ cipher in encrypter.py to encrypt teerialised
state dictionaries using fresh nonces and authentication tags. The encrypted weight packets are then
safely transmitted to neighboring peer containers.

1 Upon receiving encrypted weight packets from adjacent nodes, the receiving container decrypts the
payload using its shared P2P socket key and verifies the GCM authentication tag, ensurirg that in
transit data has not been modified or intercepted by cueidges observers (Step 6).

1 Once the incoming weight updates are decrypted and authenticated at the receiving node, they are
routed to the Krum aggregation filter (CUMUO4) to dynamically check for Byzantine noise anomalies,
ensuring that privacpreserving communications are alsoustagainst model poisoning (Step 7).

1 The Krum aggregator selects the representative weight update and fuses it into the active local model.
The decryptedrobustly aggregateglobal model parameters are then prepared for the next round of
training, combining absolute liAlevel data privacy with robust Byzantine resilience (Step 8).

1 At the conclusion of each training round, the edge nodes invoke their RepositoryClient to upload
model weights, convergence metrics, and logs to the GMR FastAPI /api/robust/upload/model and
/api/robust/upload/metrics endpoints over encrypted TLS chanpetsjsting the secure round
transaction in the PostgreSQL database (Step 9).

This cycle of local training, secure aggregation, collaborative decryption, fusion, and storage repeats
for the configured number of rounds, culminating in a converged global model built from distributed
knowledge while preserving data privacy.

4.1.1.4 Prototype in Use

The flows, components, and mathematical logic described in Scenario 1 are concretely implemented,
executed, and validated usiRgototype 1: Trustworthy Al , developed by MU .

Mapping of Scenario Components to Prototype 1

A The DFL Framework (CUMUO02): Realized as a modular, Pythbased microservice
orchestrating PyTorch computations and gossip protocols.

A XAl Integration (CUMUO5): Implemented via specialized explainability = modules
(mnist_shapley_explainer.pgnd shats_explainer.pythat perform background SHAP aneSNE
processing on aggregated models using validation datasets.

A Global Model Repository (GMR): A REST API server rbbust_gmr/server.pywritten in

FastAPI and backed by RostgreSQL database The GMR maintains a completeprmalised
registry of all training sessions, rounds, nodes, trust metrics, and model binaries (stored securely with
SHA-256 integrity verification hashes).

ADecentralisedEdge NodesDeployed as isolateflocker Containers These containers leverage
hardware acceleration and communicate asynchronously using standard TCP sockets.

A Frontend Ul Dashboard: A modern dashboard that allows researchers and system
administrators to initiate Dirichlgtartitioned federations, monitor re@ne accuracy/loss curves,
trace node reputation, and visually inspgglcapley Values for Time Series ModéBHATS) stability
and tSNE scatter plots.

4.1.2 Scenario 2: Physical and Sensing Layer Trustworthiness and Resilience

4.1.2.1 Scenario Overview and Objectives

Use Case 1 Scenario 2 (UC1.2) focuses on validating the trustworthiness and resilience of the
physical and sensing layers in 6G networks through Physical Layer Security (PLS) mechanisms
developed in WP5. These mechanisms include PHY monitoring, phigsieahuthentication, trusted
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sensing and localization, and secret key generation, with the objective of ensuring the integrity,
privacy and resilience of wireless communications while preserving the performance requirements of
future 6G services.

This scenario demonstrates tRaysical Layer Closed Loop (PLCL)as the main architectural
mechanism for integrating PLS solutions into the ROBW&Tarchitecture. As described in WP5

and outlined at architectural level in D6.2, the PLCL comprises three key stagemiidring,

where physicalayer observations and radio parameters are collecte@dna)ysis where this
information is processed to assess trustworthiness, identify anomalous conditions and support
authentication or confidentiality decisignand iii) actuation, where appropriate PLS schemes are
activated, including secret key generation and PHY control operations. This stage closes the loop by
feeding updated RAN specifications back to the PHY layer for continuous adaptation, e.g., through
adjustments to powerr resource allocation parameters, and by propagating potential infrastructure
layer alerts to the orchestrator. For the purposes of this scenario, the validation focuses on components
CENSO1, CENSO03, CENS04 and CENSQ%s defined in B.1, since they support the targeted
functionalities of PHY monitoring, anomaly detectemdlocalization, physical layer authentication,

and secret key generation, respectively. These functionalities are directly aligned with the physical
layer observations available in the considered indoor maBHiM© setting.

The scenario considers a representative indoor industrial environment, such as a smart manufacturing
cell, where wireless devices, including industrial sensors, automated units and machines, operate in
close spatial proximity and communicate with an acgesst or base station over a private 6G
network. Such an environment requires highly reliable andldency communications, while the
proximity of legitimate and potentially adversarial devices increases the importance of exploiting
radio-level informaton as an additional security source.

The threat model considered in UC1.2 includes attacks affecting the availability, authenticity and
confidentiality of wireless communications. These include jamming attacks intended to degrade or
disrupt communication links, spoofing or impersonation gitsnby adversarial devices, and
eavesdropping attacks targeting confidential communications or secret keys established between
legitimate entities. Accordingly, the scenario validates how P&yér monitoring, analysis and
actuation can support the profecatof indoor 6G industrial communications.

The primary goal of this scenarias to validate the PLCL as the ROBUSTF6G mechanismfor
integrating PHY -layer security in a representative indoor industrial 6G environment The
scenario is structured around three core objectives

1 PHY layer trustworthiness evaluation: PHY-layer trustworthiness assessment through rhilio
monitoring, detection and localisation of potential attacks

1 Mutual authentication: Physicallayer mutual authentication, including the assessment of its
trustworthiness limits under potential spoofing or impersonation attacks.

1 (Fast) Secret key generationPhysicallayer secret key generation, including the assessment of its
resilience against correlated eavesdropping attacks.

4.1.2.2 Position within the Architecture

UC1.2 primarily activates thiehysical Layer Security Closed Loop (PLCL)ocated within théG

RAN of the Network Layer in the ROBUST6G architecture presented in Section 2.1. The PLCL
provides the architectural environment for integrating the monitoring, analysis and actuation
functions required for physical and sensing layer trustworthiness and resilience.
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With reference toFigure 2.1, the architectural functionalities covered by this scenario are the
following:

9 Physical Layer Security Closed Loop Monitoring. Collects physicalayer observations and radio
parameters from the RAN/PHY functions to support the evaluation oflBif trustworthiness.

1 Physical Layer Security Closed Loopi Analysis. Processes the monitored physilzgler
information to detect anomalous or adversarial radio conditions and support authentication and
confidentiality decisions.

9 Physical Layer Security Closed Loop Actuation. Activates appropriate PLS schemes and PHY
control actions according to the analysis outcomes, including transmission power adaptation in
response to detected SNR degradation.

1 6G RAN/RAN Network Functions.Provides the physicdayer observations required by the PLCL
and receives updated RAN configurations resulting from the closgdactuation process.

1 Potential interaction with the Zero-Touch Security Management LayerThe PLCL may interface
with the ZereTouch Security Management Layer to receive ugger security context and
propagate PH¥ayer security information towards broader security management functions.

In this manner, UC1.2 is positioned at the physiagér security branch of the ROBUSIG
architecture, demonstrating how PH&§er observations and PLS mechanisms are integrated within
the 6G RAN through the PLCL, while allowing potential interactionhwiigherlayer security
management functions.

4.1.2.3 Functional Flows Description

The three objectives introduced for UC1.2 are demonstrated through three functional flows operating
within the Physical Layer Closed Loop (PLCL):

1 Flow UC1 2 01i PHY layer trustworthiness evaluation
I Flow UC1 2 02 Mutual authentication,
1 Flow UC1 2 03i (Fast) Secret key generation

The following subsections describe the component interactions, exchanged information and sequence
of operations associated with each flow.

Zero-touch Zero-touch
Security PHY Layer Security
Manegement e censot (SENSOS Activation RAN control Manegement
Layer Source) Lacanzation Layer

Periodic Health Check i

© =, Calculate Channel
L
- Metrics

[(Channel Metrics Repart
(e.9., SNR, LoS/NLoS)

*, Anomaly Detection
Activation

Jamming Detection ————M

-, Estimate Anomaly's

5 Location

F—lammer Lacation ——————»

s

SINR Drop Report —

S0 o — Request PHY Control —3»
=~ PHY parameters
* reconfiguration

1

RAN Nfs Report

| = Upper-layers Report—>

Figure 4.6 Flow UC1_2_01i PHY layer trstworthiness evaluation
Flow UC1_2 01: PHY layer trstworthiness evaluation
1 Objective: Assess PHYayer trustworthiness through radiok monitoring and the detection of

potential attacks, including jamming. The flow supports the identification and localisation of the attack
source and enables appropriate Pldyer mitigation actions to pserve secure and reliable operation.
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As illustrated in Figure 4.6, the flow combinesCENSO1 1 PHY Monitoring, CENSO03 i
Trustworthy Sensing and Localization theActivation function andRAN control in a monitoringj
analysi$ actuation sequence within the Physical Layer Closed Loop (PLCL).

The flow starts with raditink information made available by the PHY layer in the considered indoor
spatial settingCENSO1 continuously monitors the observed SNR across the area of interest and
providescorrespondingneasurements to the analysis stage. Under normal operating conditions, the
monitored SNR variation is expected to be consistent with thelggghehaviourcharacterizinghe
considered radio environment. In the presence of a jammer, the additional interference causes an
unexpected SNR/SINR degradation that deviates from this exgesfestiour

The detection task is formulated as a lightweight binary hypothesis test. Under the oypenaéibn
hypothesis, the monitored SNR observations remain consistent with the expeciedphéhaviour,
whereas under the jamming hypothesis, the observatmmsin an additional spatial degradation
pattern caused by an unknown jammer. To distinguish between these two con@&N{S03

applies a spatial Generalized Likelihood Ratio Test (GLRT). For each candidate jammer position in
the monitored area, the dysis constructs the degradation pattern that would be expected according
to the considered patbss behaviour and compares it against the observed SNR/SINR degradation
map. The candidate position providing the strongest match is retained as the egamated
location, and the corresponding score is compared against a configured threshold to determine
whether the observed condition is consistent with a jamming attack.

To increase robustness during online operation, the spatial GLRT is complemented by a window
limited CUSUM (WL-CUSUM) mechanism. While the GLRT evaluates the spatial degradation
pattern at each monitoring instance, \SUSUM follows the recent evolution tfe detection scores

over a bounded observation window. An alarm is raised when either the instantaneous spatial analysis
identifies a sufficiently strong jammingpmpatible pattern or the temporal analysis indicates
persistent accumulated evidence of degtion.

Once a jamming attack is detect&@ENSO3provides the estimated jammer location together with
the estimated SINR degradation affecting the legitimate communication link. A¢tiation
function forwards this information tBAN control, which uses the estimated degradation and the
pathtloss information associated with the detected jammer position to determine and apply a
transmission power increase. This PHYel adaptation aims to compensate for the jamming
induced link degradation drrestore the requidecommunication quality.

Through this sequence, Flow UC1_2 01 demonstrates how monitored SNR observations are
transformed into hypothesiestbased jamming detection, online temporal confirmation, attacker
localisation and adaptive PHMyer mitigation, thereby closing the PLChrough an appropriate

RAN control action. The implementation shared for this flow contains the baseline monitoring logic,
spatial GLRT, WECUSUM, jammer localisation and SIN&Rop estimation steps underpinning this
procedure.
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Figure 4.7 Flow UC1_2_02' Mutual authentication

Flow UC1 2 02 Mutual authentication

9 Obijective: Physicallayer mutual authentication through Adrased PLA, including the assessment
of its trustworthiness limits under potential impersonation attacks and the investigation of
complementary authentication solutions for challenging radio conditions.

As illustrated inFigure 4.7 the flow uses physicdhyer observations to determine whether a
transmission is consistent with the trusted spatial signature of a legitimate communicating node,
achieveghe mutual authentication objective of UC1.2 through CENSAdA-based PLA.

The flow starts with CSI data provided by tRélY layer under the current active PHY/RAN
configuration.If Flow UC1_2 01 has previously detected a jamming condition and activated PHY
layer adaptation, the authentication procedure operates under the updated PHY/RAN configuration
resulting from that mitigation action. Thus, the authentication function remgdisadge under the
adapted communication conditions produced by the preceding trustworthiness evaluation flow.

Within CENSO04 the authentication procedure follows an enrolment and verification process. During
enrolment, the AoA associated with a legitimate node is estimated from its CSI observations and
stored as its trusted physidaler reference. During verification, the Aoof a subsequent
transmission is estimated and compared against the enrolled reference and its accepted angular region
A transmission whose observed angular signature is consistent with the legitimate reference is
accepted, whereas a transsion arriving from outside the accepted angular region is identified as a
potential spoofing or impersonation attemptthe considered prototype implementation, the AoA

of each transmission is estimated from the available CSI observations using a Johs8iC
procedure in a digital masshMIMO receiver setting, enabling the assessment of robustness against
spatial impersnation attempts.

Following the verification procedur€ENSO4 provides an Auth_Decision to indicate whether the
transmitting node is accepted or rejected. In addition, it produces an Auth_Trustworthiness_Report,
capturing the reliability limits of the selected authentication mechanism. In particularpdsed
authemt i cation i s robust agai nst adversarial n o
angular region, but its discriminating capability is inherently limited when legitimate and adversarial
nodes share theame angular direction with respect to the receiving array. This condition is therefore
explicitly considered as part of the trustworthiness assessment of the authentication decision.
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Beyond the AoAPLA mechanism activated in the present prototype flow, WP5 has investigated
complementary solutions and analytical extensions for strengthening pHggeahuthentication

and characterizingts trustworthiness under more challenging conditions. In particular, enhanced
sensingbased authentication extends AbAsed verification with additional G8Erived features,

such as received signal strendlRSS) and Time-of-Flight (ToF), to improve the detection of
proximal impersonation attemptsdases where legitimate and adversarial nodes are spatially close
or exhibit similar angular signatures. This direction is especially relevant for addressing situations in
which AoA alone provides insufficient discrimination between legitimate and adwrsar
transmissions.

[1] Further WP5 investigations consider architectural and propaggdttivven extensions of the AGRLA
principle ([R6G6-D52] and [R6GED53]). Cooperative basstation authentication combines AoA
observations obtained from multiple receiving points, reducing the ambiguity introduced when a
legitimate and an adversarial node are aligned with respect to a single receivefieldear
authenticatia exploits the richer spatial signature available when both angle and distance influence
the received signal, enablingsdrimination even when two nodes share the same AoA but are located
at different distances from the receiving array. These approaches provide potential extensions of the
authentication flow for deployments in which the singdeeiver, faifield AoA assunption is not
sufficient.In parallel, WP5 activities also assess the reliability and implementation efficiency ef AoA
based authentication. A spoofiogiented analytical study derives decisiewmel reliability measures
for AoA-PLA under model mismatchpéluding authentication thresholds and spocfiegection,
falsealarm and misdettion behaviour. Moreover, a learnibgsed AoA estimation approach
investigates lowcomplexity, repeated C$b-A0A inference as an alternative to the computational
processing required by conventional MUSi&sed estimation. Finally, the analysis of Ab#sed
authentication in analegrray architectures identifies receiver configurations in which AoA spoofing
may become feasible, further contributing to the characterisdtitie trustworthiness limits of AoA
as an authentication feature.

These complementary investigations are not activated as separate components in the current UC1.2
prototype flow, which focuses dBENSO04based AoA authenticationusing CSI observations and
MUSIC-based AoA estimation in a digital massiveMO setting. Rather, they provide additional
mechanisms and trustworthiness evidence that can support phggerahuthentication capability

within the PLCL.

Zero-touch
PHY Layer Security
(Data CENSO5 Manegement
Source) o pelvacy ampihenions Layer
-------- CSldata---------p
SKG activation request and trugstworthiness
Soc context | 0 —------------- »

{fed fraom Flows UC1_2_01 ang UC1_2_02)

~  Perform fast SKG, information reconciligtion
’

&- and privacy amplification

= Symmetric Keys Generation Report —)

Figure 4.8 Flow UC1_2 03i (Fast) Secret key generation

Flow UC1 2 03/ (Fast) Secret key generation

1 Obijective: PHY Layer faist SKG usingbserved CSh massive MIMO OFDMinder onevavelength
eavesdroppingttacks LSTM networks are considered for privacy amplificatiomnable fast SKG.
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As illustrated inFigure 4.8, Flow UC1 2 03triggers the SKG schemes mainly through the
componenCENSO5 UsingPHY -layer observations and the relevant previous informat@#ENS05
performs the full SKG framework including information reconciliation and privacy amplification.

The flow startswith the CSI data from thBHY Layer block. Both uplink and downlinkCSI data
are subsequently convertedo binary sequences usinigiform quantization. To obtain the binary
sequences, Gray coding is applied to redbicemismatches caused by small variations in the
estimated CSI and to improve reconciliation.

To reconcile the mismatched binary sequences between Alice and Bob, S\&giatrecoding is
implemented using Polar codes with cyclic redundancy check (CRC) as the error correction code.
Alice then generates a syndrome using the Sleglali coding approah and transmits it over a
public channel to Bob. This enables Bob to d
despite the channel mismatch using Polar co@escerning the considered Polar codes for the
reconciliation block, we use Gaussigspeoximation based polar code construction, which assumes
that loglikelihood ratios (LLRs) remain Gaussian distributed through the polar transformation. The
idea of Gaussian approximation is to evolve the densities and estimate the precise reliagaitty of
channelThese reconciled sequences form the input to privacy amplification.

Following quantization and information reconciliation, privacy amplification is applied to compress
the reconciled bit sequence into a shorter secret key while removing any residual information
potentially available to the eavesdropper. This stage aimssiare that the final secret key remains
unknown to the eavesdropper despite channel correlation and public reconciliation inforfir@tion.
enable reatime SKG implementations, a supervised learning approach based on a LorR@jeshort
Memory (LSTM) networks proposed for the privacy amplification proc&3snditional mirentropy

(CME) is employed to quantify the amount of information potentially leaked to the eavesdropper.
CME is estimated usinthe Fast Blackbox Leakage Estimation Algorithm Using Machine Learning
(F-BLEAU). The LSTM istrained usingthe CME valuesproduced by the BLEAU algorithm
together with SKG parameters. Once trained, the LSTM predicts suitable hashing rates with very
short inference times, significantly reducing the computational cost of privacy amplification while
maintaining high prediction accuracy.

Another solution for privacy amplification is to adopt a conservative hashing rate delibehatsdy

to belower than the estimated requirement to ensure a sufficient security margin. Once the hashing
rate is fixed, privacy amplification is performed by applying a cryptographic hash function to the
reconciled bit sequence. Specifically, the reconciled vecterpracessed using the AH28 hash
function, producing a secret keyhoselengthis consistent with the selected compression rate. A
DaviesMeyer compression function is used to build the hash function. At any point, two blocks of
128bits areconsideredand the current hash value is also XORed with the output of that iteration.

In summary, the SKG process in Flow UC1_2 03 consists of quantization, information
reconciliation, and privacy amplification to generate secure shared secret keys from wireless channel
measurements. The LSTFdased privacy amplifications framework enableattime operation

while reducing computational complexity.

4.1.2.4 Prototype in Use
UCL1.2 is realised througlPrototype 4: Physical and Sensing Layer Trustworthiness and

Resilience which demonstrates the operation of Bteysical Layer Closed Loop (PLCL)in the
considered indoor masshAMIMO setting. The prototype validates the closedp operation of the
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monitoring, analysis and actuation stages through the scepsdific use ofCENS01, CENSO03
CENS04andCENSO05

1 Flow UC1_2 Olrealises the PHYayer trustworthiness assessment ch@BNSO01 processes CSI
based observations to derive channel metrics, Wit SO3uses these metrics for anomaly detection,
jammer localisation and SINBrop estimation; when degradation is detected, the actuation function
requests PHY control actions, such as transmission power adaptation.

9 The resulting channel metrics are subsequently exploiteBldw UC1 2 02 where CENSO04
performs AoAbased physical layer authentication and assesses its trustworthiness limits under
impersonation attempts.

1 Finally, Flow UC1 2 03activatesSCENSO5for fast secret key generation and privacy amplification,
using PH¥layer observations and the relevant information produced by the preceding flows.

In this manner, Prototype 4 integrates monitoring, trustworthiness analysis, authentication, secret key
generation and PHY control within the PLCL, providing the demonstrable implementation of the
three UC1.2 flows.

Prototype 5further enhance this scenaridhrough the interaction of the PLCL with the Z€rouch
Security Management Layer, enabling the exchange of daper security context and the
propagation of PHYayer alerts towards broader security orchestration functions.

4.2 Use Case 2:Automatic threat detection and mitigation in 6G
enabled loT environments

The Use Case 2 focuses on particular attacks against loT/smart device environments and related
remediations based on Security Services (SSe) composed of Security-IGlopsd(SCLs) and
Security Functions (SFs) that are deployed by the-Zetxh SecurityPlatform (ZTSP) to establish

and maintain a Security Posture in the target infrastructure. The base idea is that not all the attacks
cause anomalies detectable by only analysing the network tiafficis regard, the UC proposes 3
scenarios with increasy complexity, where the security solution is based on the joint analysis of
network traffic (usingstateof-the-art tools andnovel A1 / ML t echni ques) and
telemetry. Use Case 2 was originally envisioned to showcase the ROG8E &Mhdto-end security
architecture featuring integration with the Global Model Repository (GMR) and active remediation
controls operating dow at the physical layer. However, during the WP6 finalization phase
documented in this deliverable, the consortium introduced the concepts of Prototypes. UC2 now
operates as a highly focused validation for Prototype 2, demonstrating thdayeitdefender
capabilities provided by the ZTSPrototype 5 (the Master Prototype) is explicitly designed as the
crossprototype demonstrator, bringing together and showcasing the integration of Prototypes 1, 2, 3,
and 4 into a unified systerfio avoid structural redundancy and overlapping validation scopes across
the Master Prototype and the Prototype 2 and Use Case 2, the interaction with the GMR and the
orchestration ofhe physical layer security closddop were extracted from the local boundanés

Use Case 2. Consequently, Use Case 2 has been refactored into a highly flonadised
architectural extension of Prototype 2 (Mulyer ZereTouch Defender). Instead of validating a
single standalone loop, UC2 now provides an iterative demonstration of -tbagedcalability,
showing how a foundational zetouch automation block canae seamlessly across mttiop and
multi-tenant 6G configurations:

1. Scenario 1 (UC2.1): Validates a single, standalone security closed loop embedded inside an
orchestrated security service instance. This Scenario completely validates Prototype 2, showing how
a Security Service Level Agreement (SSLA) is translated usengupport of semantic reasoning and
GenAl4SOARInto a deployable and orchestrable Security Service capable of establishing and
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maintaining a Security Posture via z¢éooch SCL execution driven by pervasive monitoring
(provided by the PMP)standardisedlecision (using CACAO IRPs), and agnostic execution (via
OpenC2 actuators).

2. Scenario 2 (UC2.2): Extends the framework into a-gdl@dedloop architecture, showcasing how the
Security Closed Loop Management (CNXWO04) block coordinates a-statie delegation mechanism
between an investigative loop and a resolutive loop.

3. Scenario 3 (UC2.3): Scales the architecture to a +teriant edge configuration with 5 distinct
decentralisetbops operating across independent fields, coordinated via an escalation hierarchy where
a centralisedexternal long loop manages and overrideslisedcontradictions using the shddop
inputs extended with contextual détaeteorologicalnformation).

4.2.1 Scenario 11 Device violation to cause an economic harm (a)

4.2.1.1 Scenario Overview and Objectives

This baseline scenario demonstrates the operation of a standalone, automated security closed loop
embedded within a managed security service. The setting is a smart office environment where
building infrastructure, specifically the Heating, Ventilationd #&ir Conditioning (HVAC) system,

is centrally managed via an 10T platform. The threat vector involves an attacker performing a brute
force attack to compromise the HVAC management logic, aiming to manipulate the environment to
cause physical discomfort @ntrigger excessivejnauthoriseé&nergy consumption. To counter this,

a zeretouch orchestration engine proactively deploys a security service that continuously monitors
the environment. Upon detecting anomaldehaviouralpatterns, the analysis stage verifies the
intrusion. The system then automatically formulates a remediation strategy without human
intervention, which dictates a sequence of defensive actions: the compromised device is isolated, the
offending user accoumd suspended, a hardened passimlicy is instantly enforced, and a secure
reactivation process is initiated for the customer account.

4.2.1.2 Position within the Architecture

The Use Case makes use of the components belaiogimgZero Touch Security Management Layer
of ROBUST-6G system architecture reportedrigure2.1, in line with Prototype 2.

With reference té-igure2.1, t he | ayer 6s functionalities cove

9 Security Orchestration: manage the security service provisioning request and consumes other
functionalities to deploy the security service in the scenario. Main functionalities of thisnielyeie
the semantiariven Security Service composition and the GenAl assisted Incident Response Plan
(IRP) definition.

1 Security ClosedLoop Management: provisions the security closddop upon a request from the
ZTSO. The SCL is indeed realised as a cloud application deployable into a target cloud environment
and tailored for the security service.

1 Resource Orchestrator:manages the resources of the different target cloud environment and request
the explicit provisioning of the applications (including th€ S stages).

1 Threat detection/prediction & incident response:indicates the Security Service itself, with the
monitoring capabilities provided by the PMP and the automated response

4.2.1.3 Functional Flows Description

The endto-end operations of this standalone loop are formally captured in the accompanying
sequence diagrams, which detail the component interactions across three main functiarfaiolows
1 (ProactiveSecurity Enforcemerftlow), shownin Figure4.9, depicts the E2E orchestration of the
Security Service starting from an SSLA. In steps01 starting from the SSLA, the infrastructure
context (set of Security Functions available/deployable/configurable and the available Target
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Environments in the Infrastructure) are collected and provided to the GenAI4SOAR module for the
generation of the IRP. StepD&epresents the optional validation of the selected Security Functions
and the generated IRP from an admin aimed to solve p@4$4iM hallucinations. In this Scenario,

the resulting Security Service is composed of (i) two Security Functions: the PMP, already deployed
on the environment, and EhingBoardOpenC2 Consumer that is necessaryéoform tailored
actuationson the Target Environment; and (ii) a rdd@sed Security closed loop that delegates the
monitoring and analysis to the PMP, while the decision and execution stages behave respectively as
CACAO Playbook manager and interpreter. Stepd 10f thefigure represents the deployment of

the Security Functions and theCs..

Smart Building
Security Closed-Loop Instance Security Functions
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CL-Analysis CL-Decision CL-Execution Mnmmmr\g Thi g boa dupen[l
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= Function  Function  Function | | Monitoring  Consumer

Consumer Admin P\ (fu mg

Figure 4.9 UC2.1 Proactive Security Enforcement Flow

Flow 2 (Threat Detection combining Netwodnd loT Datg, depicted inFigure 4.10, details the
continuous data collection and threat detection phase adpgertionalisé Security Service. As
established in Flow 1, the Programmable Monitoring Platform (PMP) assumes the responsibilities of
both the monitoring and analysis stages for this-balsed loop. In steps3, the active Security
Closed Loop (£CL) stage dynamicallconfigures the PMP via its Configuration Manager API. This
includes an API call to deploy the necessary security tools, instructing the PMP to simultaneously
ingest and analyse network traffic, utilizingsfiark and Sno8 equipped with community rules, and
monitor ThingsBoard loT alerts. Following this configuration, the PMP exposes the endpoint for the
alerts[CDL-PMP(, and the SCL analysis stage starts listening on the communication bus (e.qg.,
Kafka topics). Once fully operational, the PMP continuously correlates the ingested data streams.
During this phase, an attacker executes a credential stuffing attack, subcksgjing into the user
dashboard to improperly start the HVAC device and cause economic harra.finahstep, upon
identifying this anomalous pattern that violates the established security rules, the PMP generates a
threat alert and notifies the-@&. Decision function via the communication bus, successfully
triggering the reactive remediation process
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Figure 4.10 UC 2.1 Threat Detection combining Networkand IoT Data

Flow 3 (Threat Mitigation via reactive plan executjodepicted inFigure 4.11, illustrates the
automated incident response enforced by the security closed loop. In step 1, the sequence begins wher
the CL:-Decision function is notified of the threat alert from the PMP. In stepd!t2 decision stage
gueries the £L Knowledge basetretrieve the specific CACAO Incident Response Playbook (IRP)
generated during the proactive deployment phase, validates it, and parses it for the execution stage.
Steps 510 represent the continuous playbook execution loop, where thHex&tution functia

behaves as a CACAO playbook interpreter and an OpenC2 producer. For every command in the
playbook, it translates the actions into OpenC2 commands and pushes them via an MQTT broker
(step 5) to the ThingsBoard OpenC2 Consumer, which retrieves the conamdratctuates the
remediation directly on the Target Environment (stefy.6The loop autonomously enforces the
required mitigation sequence by unassigning the compromised HVAC device, suspending the
affected user account, enforcing a hardened passwoial pahd issuing an account reactivation
email.
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Figure 4.11 UC2.1 ThreatMitigation via reactive plan execution
4.2.1.4 Prototype in Use

This scenari@lemonstrateBrototype 2, in particular the Security Service composition, Geaséd
IRP Generation, Security Service Provisioning, an@LSautomation for Zerdouch security
posture management.

4.2.2 Scenario 2i Fraudulent usage of device resources

4.2.2.1 Scenario Overview and Objectives

This scenario addresses stealthy, resehbijeeking threats within a smart building, specifically
attackers who exploit 10T smart lamps to perforamauthorised cryptocurrency mining
(cryptojacking). Because the compromised devices appear to function normally from a user
perspective, and anomalous power consumption caromtits own, definitively indicate a
cyberattack the scenario introduces &vo-stageclosedloop architecturan which a lightweight
investigative loop dynamically triggers the-damanddeployment of a deeper, Alriven resolutive
loop. The primary objective is to demonstr#tés dynamic escalation between closed loops, realised
through service rerchestration, together with the dynamic integration of an external Al algorithm
for detection. To avoidedundancywith UC2.1, thescenario does noe-demonstratéhe proactive
Security Service compositiophase (SSLA decomposition and remediafitan generation); it
begins from theleploymenbf theinitial investigativesecurity servicandfocusesstrictly on closed
loopruntime executiojthe dynamic escalatidme-orchestration mechanismand thaiseof advanced

Al for detection.
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4.2.2.2 Position within the Architecture

This scenario exercises the components of the-Zeuch Security Management Layer, leveraging
the ZTSO, the RO, and the £L Manager. It expands its architectural footprint by establishing a
direct dependency on an-Altiven Threat Detection Module. Wiinh the boundaries of this specific
scenario, the Al model is considered an alreaatystered Security Function (SF) in the ZT8O
Catalogue Manager and a gmeboarded orchestrabdetefactin the SRO, but it is instantiated only

on demand, when the iastigative loop escalateBhe complete entb-end process explaining how

this Al modelcan beinitially fetched from the Trustworthy and Sustainable Al Services Layer,
specifically from the Global Model Repository (GMR), and registered into the orchestrator is deferred
to Prototype 5, where this crelsger integration is extended and fully expledl.

4.2.2.3 Functional Flows Description

Flow 1 (Investigative Service Deployment), depictedrigure4.12, shows the deployment of the
initial investigative security service. The Zefouch Security Orchestrator (ZTSO, CNXWO01)
requests, from the-6L Manager (CNXWO04) and the-BO (CNXWO03), the deployment of a
lightweight, twostage investigative closed looproposed of a ClAnalysis and a CiDecision
function; the individual stages are instantiated by #RC5in the target infrastructure. At this stage
neither the resolutive loop nor the-damand Security Functions (the ThingsBoard OpenC2 actuator
and the AlThreat Detection Module) are deployed: they are provisioned later, only if the investigative
loop escalates. The PMP is assumed to be already present and active, andaumpictasrdination
function is established.

Smart Building
ity Closed-Loop 1 ity
(Monitoring Loop)

CNXWO01
Zero-Touch
Security
Orchestrator
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Automation
management)

CNXWO03
Resource
Orchestrator

Y Y PMP
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Figure 4.12 UC2.2 Investigative Loop

Flow 2 Anomaly Detection, Dynamic Escalatiand AFDriven Mitigation), depicted ifrigure4.13,
captures the runtime processing and dyaamic escalationfrom the investigative loop to the
resolutive loop. Executiobegins with the investigative loojis CL-Analysisfunction instructs the
PMP to collect 10T baseline telemeffy.g.,energy consumptigrand listens for the resulting l1oT
alerts.Upon detecting a persistent anomalous power spike, thBégision function applying a
conservative approach to avoid operational disruptrom false positivesdoes not remediate
directly; insteadjt issues a service_update (reconfiguration) requetstetd TSO (CNXWO01). This
dynamic reorchestration terminates the investigato@p and deploys, on demand, the ThingsBoard
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OpenC2 actuator and the Al Threat Detection Moduia (he S-RO) together with the resolutive
closed loopcomposed ofCL-Analysis, Cl-Decision and CtExecution functions (via the-GL
Manager and the-RO). Once activethe resolutive loop reconfigures the PMP strictly as a telemetry
pipeline,usingits Flow Module to extract structured network flows (e.g., CICFlowMeter format)
without performing rulebased analysis. The GAnalysis function retrieves these raw network flows
from the communication bus areeds them directlyo the predeployed Al Threat Detection SF.
The Al algorithm analysegshe network flowsand confirmghe cryptojacking attacthat the power
anomaly had only suggested, issuirgdgéinitive threatverdict. The CL-Decision and CLExecution
stages then retrieve the corresponding CACAO playbook and translate it into OpenC2 commands to
automatically enact the remediation sequence (e.g., isolating the compromised smalny lamp
revoking its access credentialsd issuing a secuf@verThe-Air (OTA) firmware update

cuxwos
nnnnnn

Consumer Detector o7 Flatform

Slosed Loop Resource L aniyels CLO<GIson Cuanalyss cLbecision CLExecution BMP  Thingsbosd Opencz AlTheat 107 Paoem
5RO Function 1 Function 1 Function 2 Function 2 Function 2 Programmable  Cansumer Detector

Figure 4.13UC2.2 Resolutive Loop
4.2.2.4 Prototype in Use

This scenari@lemonstrateBrototype 2with afocusonthe coreclosedloop lifecycle andexecution
and on the dynamic escalatibetween Security Closed Loopealised through edemand service
re-orchestration (service_update) driven the investigative loop and enacted by the ZTSO
(CNXWO01), the SCL Manager CNXWO04) and the SRO (CNXWO03), rather than through a static
inter-loop coordination functiorAdditionally, it demonstrates paot Prototype Sy using arAl/ML
model forthreat detectiothat was previouslietched from the GMR and made available to the ZTSP
as an orchestrable Security Functidtvow the GMR models are made available to the ZTSP is
demonstrated in Prototype 5 itself.

4.2.3 Scenario 31 Device violation to cause an economic harm (b)

4.2.3.1 Scenario Overview and Objectives

This final scenario validates the scalability, confliesolution, and mukienant capabilities of the
ROBUST-6G architecture within a distributed smart agriculture environment. It features 5 distinct
smart farms, each operating its own indepenétEhtPlatformandlocalisedSecurity Closed Loop
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(S-CL) system to govern local sensor arrays and actuators. The threat vector involves an attacker
manipulating local temperature and humidity sensor readings to ttiggathorisedvater irrigation,

aiming to cause environmental damage and severe financial losses. Because an isolated temperature
anomaly could simply be the result dbaalisedweather event or a legitimate sensor failure, relying
strictly on a single loop could lead to severe false positives. Therefore, the primary objective of this
scenaio is to demonstrate the coordination afentralisedong loop that oversees the 5 peripheral
internal loops. To strictly focus on the mdtiop coordination and crogenant data enrichment, this
scenario does not encompass the proactive Security Service composition and deployment phases. It
assumes thahe localisedS-CLs and the long loop are already fully operational. The workflow
highlights how the long looptilisesthe Data Fabric as an intermediate integration layer for data
exchange, governaacand security context enrichment with external meteorological information.

4.2.3.2 Position within the Architecture

This scenario comprehensively exercises the -Aenech Security Management Layer, strongly
relying on the SCL Manager (CNXWO04) for hierarchical loop governance. Crucially, it expands the
architectural footprint to integrate the Data Management Platfoonen@ble the long loop to act as
acentralisectonflict-resolution mechanism, the architecture leverages the Data Fabric (CTID01) and
Data Governance (CTID02) modules. The Data Fabric serves as the overarching aggregator, securely
collecting telemetry fronthe 5 independent smart farms while enforcing strict access policies via the
Data Governance module. By cragferencing local loT anomalies against the broader data lake and
external meteorological APIs, the architecture demonstrates its capabiligrnmrize decisions

across multtenant edge domains securely.

4.2.3.3 Functional Flows Description

Flow 1 (Loops and Coordination Deployment), depictedrigure 4.14, details the endb-end
proactive deployment of the mutiered closedoop architecture. The execution is driven by the
Closed Loop Management component (CNXWO04). Initially, CNXWO04 deploys the S@k
entities: it instantiates the three stages of the Master Loop (Mdstdtor, MasterAnalysis, and
MasterDecision). Subsequently, CNXWO04 orchestrates the deployment of the perigHekasl

across the 5 Smart Farms, logically assigning them to their respective proximity groups: Zone A
(Farms 1 and 2) and Zone B (Farms 3, 4, and 5). To finalize the hierarchical setup, CNXW04
distributes a specific CL Coordination Loop ID to the local deciiiaotionsof each of the 5 farms.

This crucial step explicitly registers the independent peripheral loops wittetitelisedMaster

Loop, establishing the secure communication channels required for runtime esdaiiadilby.as the

last step in the waflow, the Data Fabric subscribes to the coordination bus to capture the streaming
data. It intercepts both the local decisions generated by the short loops and the coordinated actions
from the long loop. Through a continuous semantic lifting procesfatee Fabric transforms these

raw data payloads into a unified knowledge graph. This ensures that all information flowing across
the multifarm system is semantically described, interoperable, and easily queryable, laying the
foundation for the advanced seming detailed later in this document.
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Figure 4.14: UC2.3 Loops and Coordination deployment

Flow 2 (Loops Execution and Conflict Resolution), depicteBligure4.15, captures the continuous
runtime processing and the collaborative conflict resolution between the local loops and the Master
Loop. During the synchronous execution phase, all 5 Smart Farms independently complete their local
monitoring, analysis, and dems cycles. Instead of immediately executing potentially conflicting
physical remediations, each farm publishesotsliseddecision output (e.g., "Irrigate™ or "Do Not
Irrigate") directly to thecoordination busThe MasteiMonitor continuously grabs this aggregated
decision payload from theoordination busnd passes it to the Mas#nalysis stage for a global
correlation check. The MastAnalysis crosgeferences thdocalised decisions based on their
geographical zones. If the correlation reveatonsistencies between different zones (e.g., Zone A
deciding to irrigate while Zone B does not), the Ma#tralysis evaluates this as a valid regional
microclimate difference, reporting an "OK" status to the MaStision to accept the local decisions
without requiring a global override. Conversely, if severe inconsistencies are detected within the same
proximity group (e.g., Farm 1 requests irrigation while adjacent Farm 2 does not), the Master Loop
using the aggregated data enrichatth meteorologial information identifies the compromised local

loop and formulates a harmonized remediation strategy, effectively overriding the manipulated sensor
to haltunauthorisedrigation.
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Figure 4.15: UC2.3 Loops execution and conflict resolution
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4.2.3.4 Prototype in Use

This scenario demonstrateése multiple closedloop management capabilities &frototype 2
managingthe core execution and hierarchical delegation beti@malisedinternal loops and the
centralisedong loop via the SCL Manager.Furthermore, it demonstrates partRitotype 3by
leveraging théata Fabric (CTID01) and Data Governance (CTID02) comporsragntermediate
layer fordata collectiongrosstenant aggregatiomand mete@nhancement

4.3 Use Case 3: Security Capabilities Exposure (NetSecaaS)

This section covers the exposure of ROBWEI security capabilities to thiparty applications
through the NetSecaaS Gateway. It builds on the prototype description provided in Section 3.3 of this
deliverable and on the intermediate validation resultsrteg in D6.2, and gives a floty-flow

account of how the prototype is exercised in the federated testbed.

4.3.1 ScenarioOverview and Objectives

Use Case 3 addresses the scenario in which an externad atypically an application developer,

an enterprise tenant, or a vertical service providaneeds to consume security capabilities offered

by theROBUST-6G platform, but does not have, and is not expected to develop, the netgarky
expertise required to configure or query those capabilities directly. The objective of the use case is to
demonstrate that the ROBUSIG platform can expose its seity capabilities through a Network
Securityasa-Service (NetSecaaS) interface, characterised by a level of abstraction that frees the
consumer from the technical details of the underlying components and aligns the interaction with the
developeifriendly, outcomeoriented style of the GSMA Open Gatgnand CAMARA initiatives.

The scenario validates two complementary patterns of consumption. On the one hand, third parties
retrieve securityrelevant information generated within the platfodmfor example explainability

reports for Al/ML-driven security events, acceggvernance tadata, or the catalogue of available
security capabilities. On the other hand, third parties configure or trigger security actions, in particular
through a simplified SSLA endpoint that translates a degkl intent into the corresponding
orchestratedasponse. In both cases, every interaction is mediated by-b@satl REST APIs,
protected by authentication and authorisation enforced by the Data Governance plane, and traceable
through audit logs maintained by the platform.

4.3.2 Position within the Architecture

Within the ROBUST6G reference architecture introduced Rigure 2.1 of Section 2.1 of this
deliverable, Use Caseslinkedto the Exposure Framework as its primary anchor pointraradves

slice of the rest of the system. The NetSecaaS Gateway (CTID03) sits at the boundary of the
architecture and is the only externally visible component; everything behind it remains hidden from
third-party consumers. Authentication, authorisation and policy eafoent are delegated to the

Data Governance plane (CTID02), and data retrieval is served from the Data Fabric (CTIDO1), which
holds a semantic representation of the outputs produced by the underlying security capabilities. When
the scenario exercises thenfiguration direction, the Security Orchestrator (CTHLO1) of the Zero
Touch Security Management Layer is reached through the Gatewanger to communicate also

with the ZereTouch Security Orchestration components (CNXWO01).

In terms of internal capabilities consumed by the scenario, two are central in the current phase: the
XAl services (CUCDO03 and CEBY03), whose explainability outputs are exposed through one of the
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four functional flows, and the Security Orchestrator (CTHLO1), which executes the SSLA artefacts
produced by the Transformation Function.

4.3.3 Functional Flows Description

Three functional flows have been defined for Use Case 3, covering the main interaction patterns
exposed by the NetSecaaS Gateway: secaapabilities discovery (UC31, XAl analytics data
exposure (UC3_%), and simplified SSLA enforcement (UC3)0

Flow UC3_01 enables a third party to retrieve secuiatgvant information about access policies and
audit trails through a CAMARAtyle APl exposed by the NetSecaaS Gatewagnables a third

party to discover the security capabilities currently exposed by the platform, along with their status
and the higHevel parameters that the consumer can specify when invoking them. The structural
pattern of the flow is the same depictedrigure4.16: a request issued to CTIDO3 is first evaluated

for authorisation by CTID02, and, if authorised, is mapped by the Transformation Function into a
guery agains€TIDO2whi ch hol ds t he catal ogue of capabil
access policiesThe DataGovernanceeturns the subset of capabilities that the requester is entitled
to discover, and the Gateway delivers the catalogue back to the consumer.

"l

[ | cTiDos )
Security capabilites exposure
(NetSecaaS)
® ®

Data Managomoiiii

. &7:ROBUSTEG

Figure 4.16:UC3_0106 Security Capabilities discovery data exposure

Throughout the flow, the interactions between CTID03 and CTIDO02 follow the acoessl pattern
established in the Data Management Pl atfor m:
Identity Provider, authorisation decisions are computed by Rbkcy Decision Point, and
enforcement is applied transparently at the-§&teway boundary.

Flow UC3_@ exposes the historical and-demand explainability reports produced by the XAl
services (CUCDO03 and CEBY03) for Al/Mdriven security events. The flow operates in two phases.

A preliminary, offline phase has the XAl services continuously analysing rewviseinformation,
generating explainability artefacts alongside the detection or prediction outputs, and pushing both
into the Data Fabric (CTID01) through the declarative ingestion mechékesthe oneslescribed
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in Section 3.3.3. The result is a progressively populated Knowledge Graph -@nxiahed security
data, ready to be consumed by third parties.

3rd Party

( @

Security apab ilites exposure

: ®
©® ®

Data Management platform

[CEBY0Y| cucnoz
|
|XAl-based Detection and mitigation | L {
| mechanisms for adversial attacks XAI-IDS ‘
5 —

& ROBUST-6G
v

Figure 4.17: UC3_028 XAl Analytics Data

The online phase, depicted iRigure 4.17, is triggered by a thirgarty request specifying, for
instance, the type of attack of interest or the time window for which explainability reports are sought.
The request is received by the NetSecaaS Gateway (CTID03), which delegates authorisation to the
Data Governance plane (CTID02). Once authorisation is granted, the Transformation Function maps
the request parameters into a SPARQL query against the Knowledge Graph and the Data Fabric
returns the matching subset of XAérived security data. The Gatexhen delivers the resulting
dataset, together with the associated explanations, back to the requester. The flow therefore exposes
both the platformbds analytical conclusions al
transparency and auditabyl requirements of the use case.

Flow UC3_(@B, as shown inFigure 4.18 , enablesa third partyto submit a higHevel request
expressing the security outcome it wishes to enfdime instance, the activation of a specific
protection mechanism on a given resource. CTID03 forwards the request to CTID02 for authorisation;
upon a positive decision, the Transformation Function converts thdevghintent into a structured
Security Sevice Level Agreement (SSLA) that captures the parameters and constraints of the
requested operation. The SSLA is then forwarded to the Security Orchestrator (CTHLO1), which
interprets it and executes the corresponding security actions on the und&BYST-6G
capabilities, optionally interacting with the Zefouch Security Orchestration components
(CNXWO01) to align with broader closddop activities. Optionally, ROBUS®G security
capabilities can be configured by leveraght@tional Institute of Standards and Technol@giST)

SP 80053 Rev. 5 control families as a reference data source for baseline security controls. Once
enforcement is complete, CTHLO1 returns the status back to CTID03, which delivers a simplified,
consumable response to the requester. If authorisatiorafalsy step, the flow is interrupted with

an accesslenied response and no SSLA is generated, preserving the integrity of the orchestration
plane.
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Figure 4.18 UC3_03- Simplified SSLA enforcement

Through this flow the cornerstone capability of the use ademonstrateda third party with no
detailed knowledge of the internal security mechanisms is nevertheless able to enforce a meaningful
security outcome through a single, intéatsed API call, while the platform takes responsibility for
translating the intent into ¢hcorresponding orchestrated actions.

4.3.4 Prototype in Use

Use Case 3 is realised by Prototype 3 (NetSecaaS Gateway), whose components and overall
architecture are documented in Section 3.3 of this deliverable. In the context of this scenario, the
prototype is deployed across two partner testbeds, as showigure 4.19. The bulk of the
component® namely the NetSecaaS Gateway itself (CTID03), the Data Fabric (CTID01), the Data
Governance plane (CTID02), and the XAl services (CUCDO03 and CEBY 0&)e deployed in the

TID testbed (TTIDO01); the Security Orchestrator (CTHL@ )hosted in the Nextworks testbed
(TNXWO01) and is reached over a secure interconnection from TTIDO1. The Gateway is the only
component directly accessible from outside the TID premises; all other components are reachable
exclusively through authorised APalls intermediated by CTIDO3.
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<UC3 testbed overview>

TNXWO1- Nextworks Testbed

Zero-Touch Security
Management Layer
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Data Governance
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XAl-based Detection = £
and mitigation mechanisms CTIDO1
for adversial attacks ‘ > Data Fabric

Figure 4.19 Deployment of Prototype 3 across the federated testbeds for UC3

From a deployment perspective, the Data Fabric and Data Governance components run as services
within a Kubernetes cluster, while the NetSecaaS Gateway and the XAl services are instantiated as
standalone Docker containers, all within TTIDO1. The intercammeevith TNXWOL is established

to enable the communication between CTID0O3 and CTHLO1 required by Flow BCBagh
functional flow of the scenario maps onto a specific subset of these components: UC3_01 exercises
the CTIDO3 CTID02 path; UC3_02 exercises D03/ CTIDOZI CTIDO1 with the XAl services as
upstream data producetdC3_ B exercises the CTIDGETIDO2I CTHLO1 path. The status of the
integration of each flow at the intermediate validation stage is reported in D6.2 and is consolidated,
alongside the final KPI attainment results, in Chapter 5 of this deliverable.
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5 Overall Validation Summary

This chapter brings together, in a single place, the validation evidence produced across the whole of
the ROBUST-6G project, so that the platform can be assessed as one system rather than as a set of
separate demonstrators. It consolidates the results obtained for the five prototypes and the three use
cases described in Chapters 3 and 4 and organises thephatoomplementary levels. The first

level is the prototype validation assessment in Section 5.1, which records, for each prototype, what
was demonsated, which objectives were met, and which limitations remain, together with the
supported TRL. The second level is the-nase KPI attainment in Section 5.2, which reports the
guantitative outcomes per use case and scenario, treating each KPI asgddest with explicit
traceability between the tested functionality, the measured evidence, and the corresponding DoA
target.

These two levels feed the projeeide assessment in the remainder of the chapter. Section 5.3 verifies
the project Global Objectives defined in the DoA at the integrptegect level, mapping each
objective to the usease KPIs and sourakliverable evidence that substantiate it. Section 5.4 then
draws the threads together into an overall evaluation of the degree to which the DoA commitments
have been met. The supporting appeesli provide the full component and flow validation
summaries, the KPI and (Gdative Traceability Matrix, and the pprototype TRL assessment, so

that every figure reported here can be traced back to its origin.

The evidence consolidated here is drawn both from the WP6 integration activities and from the
technical results reported by the contributing work packages: WP3 for trustworthy and sustainable
Al, WP4 for zeretouch security management, and WP5 for physical sensing layer security.
Where a KPI was first established and measured within a source work package, this chapter validates
it again at platform level on the integrated prototypes and, for the physical and sensing layer, on real
measured data, rath#ran restating it in isolation. The crgstotype integration that turns these
individual capabilities into a single, coherent security platform is demonstrated by the Master
Prototype (Prototype 5) and is reflected throughout the assessment that.follows

5.1 Prototype Validation Assessment

5.1.1 Prototype 1: Trustworthy Al

Prototype 1 validates the ROBUSTG Trustworthy Al capability as an efto-end decentralised Al
lifecycle for 6G security services. The prototype is centred on the ROBGSDecentralised
Federated Learning (DFL) Framework and the Global Model Reposi@MR{. Together, these
components support privagyeserving model training, attaekvare aggregation, explainability
artefactgeneration, metric collection, and controlled reuse of validated Al assets by other ROBUST
6G components.

The validation assessment builds on the WP3 KPI evidence reported in D3.4 and focuses on the
integrated prototype behaviour expected in WP6: successful deployment of the DFL nodes, execution
of collaborative training under benign and adversarial settcwkection of learning and system
metrics, and registration of the resulting models and metadata in the GMR. In line with the D3.4 KPI
analysis, the validation also distinguishes between KPI targets already demonstrated at WP3 level
and those that requifmal consolidation in the WP6 integration environment.
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5.1.1.1 Validation Setup

The prototype was validated using a server deployment of the ROBGIFL Framework. The
framework supports both CPU and GPU execution, with GPU support intended for more demanding
PyTorch training workloads. Each participant is instantiated as an indisuddFL node configured

with its own participant profile, local dataset partition, training parameters, aggregation method,
communication settings, and optional adversarial behaviour. The GMR is deployed as a
complementary service stack composed of thgosiory API, PostgreSQL persistence, and
web/database inspection interfaces.

The validation setup exercises the complete DFL lifecycle. First, nodes are initialised and connected
according to the configured peterpeer topology. Node discovery, liveness monitoring, and message
propagation are handled through the framewwmarbeatingand gossiping mechanisms. Each node
then trains locally on its assigned data partition, exchanges model updates with neighbouring peers,
and performs decentralised aggregation. Depending on the validation run, the aggregation method
may use baseline Fedgvor robust aggregation such as Krum, which is included to mitigate
Byzantine and poisoningtyle model updates. Model parameters may be encrypted before exchange,
and metrics are collected throughout execution.

The GMR is used as the prototype governance and evidence layer. At the end of training and
evaluation steps, the DFL nodes persist model weights, learning metrics, system metrics, logs, and
related metadata locally and, when repository upload is enalgedduthem to the GMR through

the REST API. This validates the role of the GMR as the single access point for versioned trustworthy
Al assets and as the bridge between decentralised training nodes and the wider REBBUST
platform.

5.1.1.1.1 TestbedConfiguration

The testbed configuration consists of multiple DFL participant nodes running the ROBWST
framework in containerised deployment mode. Each node is configured with:

1 Alist of neighbouring peers used for decentralised message and model exchange.

1 A local training configuration, includinthe number of rounds, number of epochs, accelerator type,
and model famif.

1 An aggregation configuration, including FedAvg, Krum, ADMM, DouglasRachford splitting
(DRS) where applicable.

9 Optional adversarial configuration, such as no attack, label flipping, data poisoning, or model
poisoning.

1 Metric and repository settings controlling local evidence collection and GMR upload.

The default framework configuration supports encrypted model exchange, periodic heartbeat
messages, gossifased dissemination of model parameters and protocol messages, configurable
aggregation timeouts, and periodic resource reporting. This setup Hilmwototype to be validated

both as an isolated WP3 component and as a reusalkkrAte layer for integration with the wider
ROBUST-6G architecture.

511.1.2 Datasets

The framework includes modular dataset support and can be extended with new datasets and models.
For the validation of Prototype 1, the relevant implemented datasets are:

 MNIST, used for controlled validation of the DFL workflow, robustness mechanisms, and
explainabilityartefactgeneration.
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1 TON-IoT, used to exercise the framework against an loT/cybersecurdyted dataset aligned with
the 6Genabled 0T threatletection context.

1 CIC-IDS2017, available in the framework for intrusidatection experimentation with SNbased
models.

The DFL data module supports bdtidependent and Identically Distribut€dD) and nonrlID
partitioning strategies. NelD operation is particularly important for the ROBUSG validation

because it reflects realistic 6G edge deployments where nodes observe heterogeneous traffic, device
behaviour, and attack distributions. Thisugeénables comparison between standalone local models
and collaboratively trained DFL models, which is required for the KPI target on federated accuracy
improvement over isolated local training.

5.1.1.1.3 Integration Details

Prototype 1 integrates four main technical blocks:

1 DFL node runtime: manages node initialisation, local training,-fmepeer exchange, aggregation,
evaluation, and lifecycle control.

1 Communication and gossip protocol: suppdhs decentralised propagation of control messages,
model parameters, aggregation status, and peer state.

1 Robust and decentralised aggregation layer: supports FedAvg as baseline aggregation and
robust/decentralised alternatives such as Krum, ADMM, and DRS, enabling validation under benign
and adversarial training conditions.

1 GMR integration: stores and exposes trained models, training and validation metrics, test metrics,
system metrics, logs, and metadata through the repository API.

The validation also covers the interaction between the DFL framework and the trustworthiness
mechanisms reported in D3.4. These include attack simulation in the training loop, peawsaneg

model evaluation, privaegreserving update handling, membersinifgrence mitigation evidence,

and explainabilityartefacs such as SHABased outputs. The resultiagefacs can be stored in or
associated with the GMR so that model consumers, dashboards, trustworthiness evaluators, or other
ROBUST-6G prototypes caretrieve both the model and its supporting evidence.

5.1.1.1.4 Inputs and Outputs
The main validation inputs are:

9 Dataset partitions assigned to DFL nodes, including IID andlBboonfigurations

1 Model and training hyperparameters, such as model type, number of rounds, epochs, learning rate
where configured, batch size, and accelerator mode.

1 Aggregation configuration, including the selected algorithm and Krum-tialeitance parameter
where applicable.

1 Adversarial settings, including the number or percentage of malicious nodes, attack type, poisoning
ratio, and target labels where applicable.

1 Repository and tracking settings controlling local metric logging and GMR upload.

The expected validation outputs are:

1 A converged collaboratively trained model or set of model versions.

1 Learning metrics such as accuracy, precision, recal§cete, loss, and confusion matrices where
supported by the model.

1 Robustness evidence under adversarial settings, including poisoning detection and mitigation
outcomes.

1 Privacy and inferenceisk evidence, including membershigference mitigation results where the
corresponding module is exercised.
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1 System metrics such as CPU usage, memory usage, disk usage, network counters, and thread count.
1 Model, metric, log, and explainability entries stored locally and, when enabled, registered in the GMR.

5.1.1.2 Validation Outcomes
UC1.1 Validation Outcomes

The validation demonstrates that Prototypd&rlistworthy Al successfully executes the complete
DFL lifecycle and integrates with the GMR under both benign and adversarial conditions. The
validation is structured into three main operational phases: DFL and Attack Configuration, Robust
Training and Model Poisoning ifgation, and Robust Tim8eries Model Explainability and GMR
Registration.

DFL and Attack Configuration

The validation process begins with the deployment and initialisation of the containerised DFL
framework. The frontend web interface, running via Uvicorn, is utilised to define the topology,
parameterise the learning process, and initiate -togeeer traimg. Through the graphical
configuration dashboard, the participant nodes are registered, th{peer network topology is
mapped, and the training configurations are defined:

1 Dataset and Model Configuration The TON-loT dataset is selected, pairing it with the
correspondingCyberNet model. The underlying TONloTDataset class partitions the cybersecurity
log data which includes network flow parameters such as connection state, protocols, and packet
counts using nonlID partitioning to simulate heterogeneous traffic conditions at edge nodes.
Participant Nodes Five containerised participant nodae deployed in a fullgonnected topology.

9 Adversarial Configuration: Node 4 is explicitly configured as a malicious node tasked with
executing aModel Poisoningattack. The attack parameters are set with a poisoning strength of 20000
and a poisoning percentage ¢fLD0% of local epochs poisoned.

1 Aggregation Algorithm: Krum is selected in the aggregation dropdown, with the Byzantine tolerance
parameter set to 1, enabling the system to handle one malicious update per aggregation step.

9 Accelerator: GPU is selected in the accelerator dropdown to leverage hardware acceleration, via
PyTorch CUDA, for the training workloads across participant nodes.

1 Explainability : Thetime_seriesexplainability method is selected, which triggers the shats_explainer
module at the end of each round.

=

As shown inFigure5.1, the frontend provides a uskrendly DFL configuration screen. Here, the

target datasets can be selected, the accelerator set to GPU, the adversarial parameters for Node -
configured, and the connection status of all containerised participant nodes verified, ensuring they
are in aready state before launching the execution.
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Figure 5.1 DFL Framework Frontend and Attack configuration

Once the configurations are submitted, the DFL framework generates the respective participant
manifests and initialises the communication protocol. Peer discovery is achieved via a dedicated
heartbeat thread running on each node heartbeater.py, whictligahobroadcasts status messages

to maintain the activeneighbourlist. The gossip protocoin gossiper.py then governs update
dissemination, choosing a random subset wéighbours per round based on the
gossip_models_per_roumdidgossip_models_fregamameters to balance network load.

Robust Training and Model Poisoning

Once the training job starts, the benign nodes perform local training rounds using the CyberNet model
accelerated by GPU. Simultaneously, Node 4 executes local training epochs but maliciously corrupts
its weight matrices by injecting parameter poisoninghva strength multiplier of 10000 before
serialising and exchanging its update. Model updates are serialised and encrypted using symmetric
AES-256-GCM encryption before P2P exchange, with the payloads fragmented into blocks governed
by the block_size paraster.

During the model aggregation step, the robust aggregation layer intercepts the received weights.
Instead of using baseline FedAvg, Krum calculates the pairwise Euclidean distances between the
updates received from all participants. For a given set of epddtum computes a score for each

node as the sum of distances to its closegthboursadjusting for the defined Byzantine tolerance
parameter. The update with the lowest cumulative distance score is selected as the representative
parameter set for the e x t round. Because Node 406s poi sone
parameter space due to the high poisoning strength, they yield exceptionally high scores. Krum
successfully isolates and discards the updates from Node 4, aggregating onlyghe péates from

the other participant nodes.

As depicted irFigure5.2, Figure5.3, andFigure5.4, the DFL frontend and terminal outputs provide
live progress indicators, training execution steps, and aggregation logs. The console logs print the
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distance matrices and explicitly declare the detection and exclusion of the poisoned updates from
Node 4.

» Details » Details
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Figure 5.2 DFL Framework Frontend Active Training Progress Metrics
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Figure 5.3 DFL Framework Frontend Active Training Progress Metrics
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Metrics Dashboard

[

Figure 5.4 DFL Framework Frontend Active Training Progress Metrics

Krum's mitigation preserves the training stability of the federated model under active attack. The final
aggregated model achieves an average accuracy improvement of at least 5% over standalone local
training, and an accuracy improvement of at least 6.6ftpared to the vanilla FL baseline. The
update sharing latency averages 1.96 seconds, well within 4#imenB@e DoA threshold.

Robust Time-Series Model Explainability and GMR Registration

At the final round, the completed aggregated model is evaluated. To generate transparency evidence,
the framework automatically triggers the shats_explainer module.

The explainer utilizes the FastShaTsS library to compute Shapley feature importance values for the
robust model. It draws a background dataset composed of 100 randomly sampled benign traffic
instances and evaluates a test window of 100 samples. Using ahees&roupingStrategy, the
variables are mapped to the specific network and system log features of thiT@Qatasetsuch

as connection state, source/destination ports, packet sizes, and flow duEtjgasming how
individual features contribute tassifying traffic as aattack ornormal.

The module generates a feature importance visualisationhaibprovides a clear overview of the
most influential features in the modelg., shats_features_plot_round_9 class_ddos.png), showing
the feature weights, as depictedrigure5.5 and Figurerigure5.6.
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Figure 5.5 SHATSs Feature Importance Plot in the DFL Framework
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Simultaneously, the DFL framework uses its RepositoryClient to package the PyTorch model
weights, training metrics, system performance logs CPU/GPU/RAM metrics, and the generated
ShaTSplots andJSONfiles. These are uploaded via REST APl POST requests directly to the GMR
service running on port 8001.

The GMR Web Dashboard is accessed to verify the publication. As depidtglne5.7, Figure

Figure 5.8, andFigure 5.9, the GMR interface displays the registered madel scenarion the
catalog, showing its version, metadata details, accuracy performance, and download links for both
the weights and explainability logs.

ROBUST Global Model Repository AP| & &

The ROBUST Global Model Repositary (GMR) stares and relrieves artfacts produced by ROBUST federated learming scenarias, Including model checkpints, metrics, scenaria caniguraion, logs, and explainalily images.

The upload endpoints accept multipart form-data from framework participants. The downlaad endpoints retum JSON listings or zipiile respenses for scenario artifacts
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Figure 5.8 GMR Postgress Database Table scenarios
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Figure 5.9 GMR Postgress Database Table participants

Overall, Prototype 1 supports the following validation conclusion. The DFL Framework and GMR
provide an operational, modular, and reposHoagked trustworthy Al layer for ROBUSAG. The
prototype successfully demonstrates decentralised training, -atteck evaluation, metric
collection, model registration, and reuseAdfassets. KPI evidence from D3.4 confirms achieved
status for federated accuracy improvement, model update sharing timehasedt accuracy
improvement, energyelated contributions,ral trustworthiness/performance traafé control. The
composite trustworthiness score, full adversarial robustness score, and menibh&stnge
reduction targetire supported by the available evidence, which indicaibstantial progress and
providesclear measurement hooks for the validation runs.

The supported TRL claim for Prototype 1 is TRB5This is justified by the operational containerised
deployment, execution of distributed DFL workflows, integration with a reposiacked model
governance layer, native support for adversarial expetatien, and availability of measurable
training, robustness, explainability, and system metrics. The main limitation is that some KPI values
still require final scenaritevel consolidation in the integrated WP6 testbed, especially those
depending on the diinitive adversarial attack set, final dataset configuration, andtceedd
integration with other ROBUS®G prototypes.

5.1.2 Prototype 2: Multi-Layer Zero-Touch Defender
5.1.2.1 Validation Setup

The validation setup for Prototype 2 is designed to demonstrate the ROB& $Vork Package 4
components for Ariven, multilayer zeretouch security. The execution environment integrates the
complete stack of the Zefbouch Security Platform (ZTSP), wiids triggered once a Security
Service Level Agreement (SSLA) is received, tasking the platform to deploy and configure a cohesive
security service

5.1.2.2 Testbed Configuration

In the first two scenarios of Use Casea3, depicted irFigure 5.10, the validation is completely
executed using the NXW testbed, where the entire-Zeth Security Platform (ZTSP) is deployed.

The only exception to thicaliseddeployment is the GenAI4SOAR component, which operates
externally and is hosted at the THALES premisteyg as already discussed in D4R6G26D44],

it is important to note how the ZTSP is a consumer of the GenAl4SOAR Service, which is seen as a
black-box capable of providing an IRP given the context extracted and provided by the RBFSP.

the third scenario (UC2.33s depicted ifrigure5.11, the testbed configuration is expandeith an
additional K3S clusterunning on six different VMsnd the link tahe Data Management Platfom
achieved though secure VPN access.
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Figure 5.10: UC2 Scenario 1 and 2 testbed configuration

Figure 5.11: UC2 Scenario 3- testbed configuration

51221 Datasets

Given that the focus of this use case is on red team activities rather than blue team operations, the
validation utilisesthe ToNIoT dataset to simulate realistic network attacks. This dataset provides
raw .pcap files that are injected directly into the network interfaces. The Programmable Monitoring
Platform (PMP) processes these injected traces differently depending scetiario:

1 In Scenario 1, the PMirilisesthe traces to create aleusing the internal TShark and SNORT
modules

1 In Scenario 2, the PMP processesitaivorkiracescollected with TSharkito network flows
using the internal CIC Flowmeter tool. Thesetworksare subsequently used by AI/ML
models for threat detection.

5.1.2.2.2 Integration Details

The internal integration details of the ZTSP Platform, including the interactions between the Zero
Touch Security Orchestrator (ZTSO), the PMP, the Secure Resource OrchestRar énd other

core components, have been extensively reported in[B8@26D44]. As already explained in the
document, the remaining external integrations with broader ROBagSFlatform components (such

as the Global Model Repository (GMR), PHY layer, and NetSecaaS Gateway) are intentionally
deferred ana@refully reported inPrototype 5.
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