
Welcome to the newsletter of ROBUST-6G!

ROBUST-6G is a European research project (HORIZON-JU-SNS-2023-STREAM-B-01-
04) that pioneers the development of data-driven, AI/ML-based security solutions,
addressing the evolving challenges presented by the dynamic landscape of
forthcoming 6G services and networks within the future cyber-physical continuum.

Our mission encompasses not only advancing security measures but also
safeguarding the integrity of AI/ML systems from potential security breaches and
upholding the privacy rights of individuals whose data fuels these systems. ROBUST-
6G initiative extends to the promotion of green and sustainable AI/ML methodologies,
aiming to optimize energy efficiency in 6G network design.

Enjoy reading!
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ROBUST-6G Last Plenary Meeting in
Padova, Italy​

On 3–4 March, the ROBUST-6G consortium
came together in Padova, Italy, for its final
Plenary Meeting. 

Over the course of two days, project
partners reviewed key achievements,
aligned on final technical outcomes and
deliverables, and discussed the next steps
for dissemination and impact. 

This final gathering marked a significant
milestone for the consortium, providing an
opportunity to consolidate progress and
reflect on the project’s contributions
toward enabling secure and resilient 6G
networks.

DELIVERABLE D3.4
REPORT ON THE TRUSTWORTHY AND

SUSTAINABLE AI  ARCHITECTURES AND XAI
INTEGRATION FOR 6G

ROBUST-6G Deliverable D3.4 is Out!

The ROBUST-6G project has released
Deliverable D3.4, focusing on the design of
trustworthy and sustainable AI architectures
and the integration of Explainable AI (XAI)
into 6G systems.

This deliverable builds on earlier conceptual
and design efforts, translating them into a
structured framework for embedding
transparency, reliability, and accountability
into AI-driven network operations. It outlines
key architectural components and
requirements to ensure that AI-native 6G
systems remain interpretable and
trustworthy.

D3.4 plays a critical role in guiding the
development of human-centric and
transparent AI solutions, supporting the
ROBUST-6G vision of secure, explainable,
and future-proof 6G networks.

🔗  The full deliverable is available on the
ROBUST-6G website.

ROBUST-6G Deliverable D4.4 is Out!

The ROBUST-6G project has released
Deliverable D4.4, presenting the final
prototype of the Zero-Touch Security
Platform (ZTSP) for 6G networks.

https://robust-6g.eu/wp-content/uploads/2026/01/ROBUST_6G_D5_2_v1_0.pdf
https://robust-6g.eu/wp-content/uploads/2026/01/ROBUST_6G_D5_2_v1_0.pdf
https://robust-6g.eu/wp-content/uploads/2026/01/ROBUST_6G_D5_2_v1_0.pdf
https://robust-6g.eu/deliverables/
https://robust-6g.eu/deliverables/
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Deliv. # Deliverable Name

D2.1 6G Threat Analysis Report

D2.2
Use Cases, Requirements, ROBUST-6G
Initial Architecture and Initial ROBUST-6G
Dataspace

D3.1 Threat Assessment and Prevention Report

D3.2

Initial Report on ROBUST-6G Trustworthy
and Sustainable AI Architecture and
Requirements for Integrating Selected XAI
Measures

D3.4

Final Report on ROBUST-6G Trustworthy
and Sustainable AI Architecture and
Requirements for Integrating Selected XAI
Measures

D4.1 Security Automation for 6G

D4.4
ROBUST-6G AI/ML Driven Zero-Touch
Security Management Platform Final
Prototype

D5.1 Library of Known PHY Attacks and PLS
Dataset

D5.2 Report on the use of PLS in 6G

D6.1 Use Case Validation Plan and Testbed
Design

ROBUST-6G DeliverablesThis deliverable builds on previous design
and development work, transforming
project concepts into a functional and
integrated security platform. It details how
automated security mechanisms, AI-driven
threat detection, and orchestration
capabilities are implemented and
evaluated in complex network
environments.

D4.4 plays a key role in enabling
autonomous, scalable, and resilient security
management, contributing to the realization
of fully automated and trustworthy 6G
infrastructures.

🔗  The full deliverable is available on the
ROBUST-6G website.

DELIVERABLE D4.4
REPORT ON THE ZERO-TOUCH SECURITY

PLATFORM FOR 6G
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Secret Key Generation Rates for Line of Sight Multipath
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Physical Layer Authentication Using Information
Reconciliation

Atsu Kokuvi Angélo Passah, Rodrigo C. de Lamare, and
Arsenia Chorti

Divergence-minimizing attack against challenge-
response authentication with IRSs L. Crosara, A. V. Guglielmi, N. Laurenti, and S. Tomasin

Physical-layer challenge-response authentication with
IRS and single-antenna devices A. V. Guglielmi, L. Crosara, S. Tomasin, and N. Laurenti

Energy-Based Optimization of Physical-Layer
Challenge-Response Authentication with Drones

Francesco Ardizzon, Damiano Salvaterra, Mattia Piana,
and Stefano Tomasin

Detecting 5G Signal Jammers Using Spectrograms with
Supervised and Unsupervised Learning Matteo Varotto, Stefan Valentin, and Stefano Tomasin

A Latent Space Metric for Enhancing Prediction
Confidence in Earth Observation Data

I. Pitsiorlas, A. Tsantalidou, G. Arvanitakis, M. Kountouris,
Ch. Kontoes

Decentralized LLM Inference over Edge Networks with
Energy Harvesting Aria Khoshsirat, Giovanni Perin, Michele Rossi

Semantics-Aware Active Fault Detection in Status
Updating Systems

G. Stamatakis, N. Pappas, A. Fragkiadakis, N. Petroulakis
and A. Traganitis

Version Age-based Client Scheduling Policy for
Federating Learning X. Hu, N. Pappas, H. Yang

Secure Status Updates under Eavesdropping: Age of
Information-based Secrecy Metrics Q. Wang, H. Chen, P. Mohapatra, N. Pappas

Explainable AI for 6G Use Cases: Technical Aspects and
Research Challenges
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Advancing Security for 6G Smart Networks and
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Kumar Yadav,Bartlomiej Siniarski

SHERPA: Explainable Robust Algorithms for Privacy-
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A Novel Method to Mitigate Adversarial Attacks Against
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A Framework for Global Trust and Reputation
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ProFe: Communication-Efficient Decentralized
Federated Learning via Distillation and Prototypes
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HyperDtct: Hypervisor-based Ransomware Detection
using System Calls

Jan von der Assen, Alberto Huertas Celdran, Jan Marc
Luthi,Jose Maria Jorquera Valero, Francisco Enguix,
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S-VOTE: Similarity-based Voting for Client Selection in
Decentralized Federated Learning

Enrique Tomás, Alberto Huertas Celdrán, Gregorio
Martínez Pérez

DRACO: Decentralized Asynchronous Federated
Learning over Row-Stochastic Wireless Networks Eunjeong Jeong, Marios Kountouris

Leveraging Angle of Arrival Estimation against
Impersonation Attacks in Physical Layer Authentication
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High-accuracy AoA-based Localization using
Hierarchical ML Classifiers in Outdoor Environments

B. Trinh-Nguyen, S. Berri, S. G. Teo, T. Truong-Huu, and A.
Chorti
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Image-Based Frequency-Domain Analysis for Robust
DDoS Detection in SDN R. Fuladi and B. Çiçek

VREM-FL: Mobility-Aware Computation-Scheduling Co-
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Context-Aware Secret Key Generation Demonstrator
based on Physical Layer Security
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NEBULA – Decentralized Federated Learning for
Heterogeneous Networks
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Enhancing Secret Key Generation in Low-Mobility
Scenarios by Locally Generated Pilots
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and Rafael F. Schaefer

Jamming Detection in Cell-Free MIMO with Dynamic
Graphs A. Hossary, L. Crosara, and S. Tomasin

From Insight to Action: XAI-Enhanced Detection of DDoS
Attacks in Software Defined Networks

T. T. Senevirathna, B. Güvenç Paltun, R. Fouladi and S.
Wang

Robust Intrusion Detection System with Explainable
Artificial Intelligence  B. Güvenç Paltun, R. Fouladi and R. EL Malki
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