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Abstract—Software-Defined Networking (SDN) enhances net-
work management by offering greater adaptability, flexibility, and
scalability. However, its centralized controller is susceptible to
Distributed Denial of Service (DDoS) attacks, which can com-
promise network availability. This study proposes an innovative
real-time DDoS detection mechanism integrated into the SDN
controller. The approach employs frequency-domain analysis to
examine Packet-In messages. A time series is created by sampling
the number of Packet-In messages at specific time intervals. This
time series is then transformed into one or more images using
frequency-domain analysis, enabling the extraction of hidden
patterns indicative of DDoS attack traffic. Converting time series
data into images allows for multi-scale frequency analysis by
adjusting the window size, which helps capture both short-term
fluctuations and long-term trends. Additionally, different images
obtained from varying window sizes are rescaled to a uniform
size with minimal information loss, enhancing the effectiveness of
pattern recognition. These frequency-based images, encapsulating
both amplitude and phase information, are then utilized by a
Convolutional Neural Network (CNN) to detect DDoS attack
traffic with improved accuracy.

Index Terms—Distributed Denial of Service, Frequency domain
analysis, SoftwareDefined Networking, PacketIn message.

I. INTRODUCTION

Software-Defined Networking (SDN) is a flexible, dynamic,
and cost-effective architecture that separates the control and
data planes, and enables centralized, software-based manage-
ment of the network and its devices [1]. Unlike traditional
architectures where all planes are integrated into individual
devices, SDN centralizes control in a software-based controller,
allowing administrators to quickly configure, secure, and op-
timize resources [2]. While SDN supports dynamic behaviors
required by mobile network technologies like 5G and beyond
5G (B5G), its centralized design makes it vulnerable to threats
such as Distributed Denial of Service (DDoS) attacks [3].
In a DDoS attack, a network of compromised devices floods
the controller with crafted traffic, depleting resources such as
bandwidth and memory and disrupting service for legitimate
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users. The use of spoofed IP addresses makes it even more
difficult to trace the origin of the attack [4].

To detect DDoS attacks, network administrators utilize In-
trusion Detection Systems (IDS), which are classified as either
signature-based or anomaly-based. Signature-based IDSs iden-
tify threats by matching them against known signatures, while
anomaly-based IDSs detect deviations from normal network
behavior, making them capable of identifying zero-day attacks
but more prone to higher number of false positives [5].

Various methods for DDoS detection have been proposed
for traditional networks [4], [6]-[9]. However, SDN’s unique
characteristics enable advanced features and greater flexibility,
enhancing the effectiveness of DDoS detection and mitigation
strategies.

A. Problem Definition

The centralized and dynamic nature of SDN makes it vul-
nerable to Distributed Denial of Service (DDoS) attacks, which
exploit the controller’s role in managing multiple devices by
flooding it with malicious traffic [3]. Detecting these attacks
is a challenge, as the attackers often use spoofed IP addresses
to disguise their activities, therefore; advanced techniques are
required to distinguish malicious patterns from normal traffic.

Data analytics, including Machine Learning (ML) and statis-
tical methods, provide effective solutions for detecting DDoS
attacks in SDN by analyzing traffic statistics such as Packet-
In messages sent to the controller. During an attack, these
messages show distinct patterns, with time-domain analysis
revealing sharp spikes in message arrival rates that are above
normal thresholds. Time-series analysis helps identify these
anomalies by tracking deviations from baseline traffic.

In addition, analysis in the frequency domain can be per-
formed using methods such as Fast Fourier Transform (FFT),
can detect changes in the spectral components and highlight
attack-specific patterns. DDoS attacks can introduce new fre-
quencies or amplify frequencies that are associated with high
traffic volumes, altering the normal frequency distribution.

This study introduces a software-based detection system
integrated into the SDN controller to analyze the behav-
ior of Packet-In messages and identify anomalies caused by
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protocol-based volumetric attacks. These attacks include TCP-
SYN floods, NTP amplification, and DNS reflection attacks,
which exploit network protocols to overwhelm SDN controllers
with excessive traffic. The proposed system builds upon the
foundation of the approach presented in [10]. In [10], the
detection mechanism relies on analyzing the frequency-domain
characteristics of a time-series generated from the number of
Packet-In messages received by the SDN controller. However,
the existing approach only considers the absolute values of the
frequency-domain features and ignore important phase-related
information. This limitation reduces the effectiveness of the
system in preserving the complete spectral representation of
network traffic. To address this gap, this study extends the
previous methodology by including phase information in the
analysis. It also converts the extracted data into an image
representation instead of working directly with raw features
in the frequency domain. This transformation preserves the se-
mantic relationships between complex-number elements in the
frequency domain and enables more effective feature extraction
and classification. Furthermore, the selection of an appropriate
window size (w) for frequency-domain analysis is a complex
trade-off. If w is too small, lower-energy frequency compo-
nents may be overlooked, reducing the method’s sensitivity.
Conversely, the method may suffer from the non-stationarity
of network traffic, which can distort frequency resolution and
hinder accurate analysis. To solve this problem, several ws
can be selected by converting the time series in the frequency
domain into a square image representation.. Each transformed
time-series is converted into an image, and all images are then
rescaled to a uniform size with minimal information loss. In
this way, multiple frequency representations can be fed into
ML models simultaneously, using different window sizes to
capture a wider range of dominant frequency components.
As a result, our approach enhances detection performance
by incorporating richer frequency-domain information while
maintaining computational efficiency. The key contributions of
this study are summarized as follows:

o An improved SDN-based anomaly detection approach that
integrates phase information from the frequency-domain
representation of Packet-In message behavior, enhancing
the accuracy of DDoS attack detection.

e A novel method for converting frequency-domain data
into image representations, preserving both magnitude and
phase information to maintain the structural integrity of
network traffic patterns.

o Converts time-series data from the frequency domain to
square image representations and allows the integration
of multiple window sizes to preserve more phase-related
information. This improves the performance of the ML
model by capturing a wider range of frequency compo-
nents, improving the accuracy of DDoS detection.

The rest of this paper is organized as follows: Firstly, a related
work on the area is given in Section II. In Section III, the

proposed DDoS attack detection method is described. Imple-
mentation details and experiments are elaborated in Section IV.
The limitation of the proposed system is discussed in Section
V. Finally, the study is concluded in Section VI.

II. LITERATURE OVERVIEW

DDoS attack detection techniques in SDN generally fall
into two categories: statistical-based and machine learning
(ML)-based approaches. Statistical methods analyze network
traffic features using predefined thresholds, while ML-based
techniques extract traffic features for classification using con-
ventional or deep learning models.

Entropy is widely used in statistical approaches to measure
randomness within a given time window. Several studies utilize
entropy-based methods for DDoS detection. For example, [11]
evaluates entropy’s effectiveness in identifying both low- and
high-rate DDoS attacks, demonstrating improved detection for
high-rate attacks. In [12], entropy variations in source IP
addresses and packet sizes are used to detect and mitigate
shrew attacks, with Access Control Lists (ACLs) and flow
tables handling mitigation. [13] introduces a two-level detection
approach combining fast entropy analysis with ML classifi-
cation. Other works, such as [14], [15], and [16], propose
various entropy-based detection methods, leveraging statistical
measures like Kullback-Leibler divergence, Hurst coefficients,
and Rényi entropy for improved accuracy. [17] presents Syn-
FloWatch, which employs Tsallis entropy to detect TCP-SYN-
based DDoS attacks in hybrid SDN environments.

Despite their advantages, entropy-based approaches have
limitations. They compress all probability distribution charac-
teristics into a single value, potentially leading to information
loss and reduced detection accuracy. Furthermore, fixed thresh-
old values used during training may fail to adapt to dynamic
network behavior. To overcome these issues, time-series-based
methods have been proposed. For instance, [18] utilizes an
Auto-Regressive Integrated Moving Average (ARIMA) model
with an adaptive threshold to detect DDoS attacks more effec-
tively than entropy-based approaches.

Given the success of artificial intelligence (AI) and ML
algorithms in classification, they have also been applied to
DDoS detection in SDN. These approaches rely on selecting
the most relevant features to differentiate attack traffic from
normal traffic, using both time-domain and frequency-domain
features. Several studies explore ML-based solutions: [19]
introduces FMDADM, an SDN-based framework integrating
multiple detection modules, including a deep learning classifier.
[20] applies ML models such as KNN, SVM, Decision Tree,
and Random Forest, with the latter two demonstrating the best
performance. Other works, including [21] and [22], employ ML
classifiers for attack detection, with some models integrating
SHAP-based feature selection and hybrid deep learning archi-
tectures.

Deep learning techniques have also been explored for DDoS
detection in SDN. [2] applies Continuous Wavelet Transform
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(CWT) to extract two-dimensional frequency-domain features,
classifying traffic samples using a CNN. Similarly, [23] utilizes
statistical features from Discrete Wavelet Transform (DWT)
in an autoencoder-based neural network. The effectiveness of
frequency-domain analysis for DDoS detection in traditional
networks [24], [25] has inspired its adaptation for SDN, high-
lighting its potential for improving detection accuracy. In [10],
a DDoS attack detection system based on frequency domain
analysis is proposed. This method transforms a time-series
generated from the number of Packetln messages received by
the SDN controller into the frequency domain. The absolute
values of the resulting complex-number time-series serve as
feature inputs for various ML models to distinguish volumetric
DDoS traffic from legitimate network traffic.

Compared to statistical-based techniques, ML-based ap-
proaches exhibit superior performance in detecting DDoS at-
tacks in SDN environments due to their ability to adapt to
intricate and evolving traffic behaviors. However, their success
is highly dependent on selecting an optimal feature set—a task
that remains a fundamental challenge. The ideal feature set
should be generalizable across different attack scenarios and
network conditions while being independent of the specific
ML model used. Striking a balance between detection accu-
racy and computational efficiency is critical, as many existing
approaches suffer from feature redundancy, information loss,
or high processing overhead.

In this study, we tackle this challenge by proposing an
enhanced version of the approach introduced in [10]. Unlike
the original method, which primarily focuses on the magnitude
of frequency-domain characteristics, our approach incorporates
both magnitude and phase information to mitigate information
loss, leading to more robust attack detection. Additionally,
we introduce an innovative image-based representation of the
frequency-domain time-series, preserving the spatial and se-
mantic relationships between complex-number elements. By
converting the transformed data into a square image format,
we enable the integration of multiple window sizes, ensuring
that both short- and long-term frequency components are
effectively captured. This transformation not only enhances the
feature expressiveness but also allows deep learning models to
better capture intricate patterns within the data. By leveraging
both frequency-phase information and spatial correlations, our
approach significantly improves detection accuracy while main-
taining computational efficiency, making it a more effective
solution for securing SDN networks against DDoS attacks.

III. PROPOSED DETECTION AND DEFENSE SYSTEM

In this section, the DDoS attack detection and defense system
based on frequency domain analysis is presented. The proposed
system relies on Packet-In messages sent to the controller for
detecting DDoS attack traffic. Communication between the
controller and switches is managed using the OpenFlow [26]
protocol.

Figure 1 provides an overview of the proposed system, which
comprises two main modules: (i) Statistic Generation module
and (ii) DDoS Attack Detection module.

The Statistic Generation module monitors the Packet-In
messages arriving at the controller and extracts two statistics:
the number of Packet-In messages received during each time
interval ¢, denoted as x;, and the hash table of unique destination
IP addresses (Hp). The time series of x;, X, is utilized by the
DDoS Attack Detection module to identify DDoS attack traffic
samples.

A. Statistic Generation Module

This module extracts important statistics from the Packet-
In messages received at the controller to detect DDoS attack
traffic. Attackers typically use random source IP addresses, re-
ducing the likelihood of matching flow entries in the switches’
flow tables. Consequently, the number of Packet-In messages
sent to the controller increases, altering their patterns in both
time and frequency domains during a DDoS attack.

The first statistic, x;, represents the number of Packet-
In messages received during a specific time interval 7. This
statistic is employed by the DDoS Attack Detection module to
identify DDoS attack traffic.

Additionally, the module employs statistics obtained from
a hash table, Hp, to track destination IP addresses and their
occurrence frequencies. Each entry in Hp contains a destination
IP address and a counter that records the number of occur-
rences. During a DDoS attack, the destination IP address with
the highest count in Hp typically belongs to the victim, as the
number of packets directed to the victim increases significantly.
The DDoS Attack Detection module utilizes Hp during the
countermeasure phase to identify the victim’s IP address.

B. DDoS Detection Module

The primary function of the DDoS Detection module is to
extract features for identifying DDoS attacks using frequency
domain analysis. Initially, the module takes the time-series
data of x; and concatenates w consecutive samples to create
a windowed time-series, denoted as X = {x{,x2,...,x,}. This
time-series is then transformed into the frequency domain by
applying the Discrete Fourier Transform (DFT), resulting in
the complex frequency-domain time-series, X (f).

The frequency-domain representation can then be expressed
as:

X(f):{rlej¢l7r2ej¢27"'7rwej¢w}7 (1)

where each r,, represents amplitude and each e/% is a complex
exponential, with ¢; representing the phase of the correspond-
ing frequency component.

To further process the frequency domain data into a form
suitable for machine learning, an approach inspired by the
Gramian matrix is utilized to convert the frequency-domain
signal into an image. In this approach, each element in X (f) is
treated as a vector, and the similarity or semantic distance be-
tween these vectors is captured in a square matrix. Specifically,
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Fig. 1: Proposed System.

an w X w matrix is constructed, where each element corresponds
to the inner product of pairs of vectors in X (f).

For our case, the phase difference between each pair of
elements in X (f) is also considered in the complex plane. The
similarity matrix is constructed by multiplying a vector with
its Hermitian transpose. Mathematically, this is represented as:

(201) 1L oi01-0u)

1
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B i pu=) £i200)

where the matrix elements are the complex exponential of
phase differences between each pair of frequency components.
This matrix contains both the cosine and sine components,
as ¢/® = cos¢ + jsin¢. Thus, the matrix consists of both real
(cosine) and imaginary (sine) parts.

Then, the maximum amplitude value of each row is calcu-
lated and each row is normalized via this maximum value. This
normalized matrix represented as Yy is given to the logarithmic
operation. This can be formulated as log;o(¥y). The cosine
and sine components of this matrix define two distinct planes:
the cosine plane and the sine plane. These two planes form
the basis of the image generated from the frequency similarity
matrix. The size of the resulting image is w X w, corresponding
to the number of time-series samples used. By selecting either
the cosine or sine part of the matrix, we obtain the final image
representation of the frequency similarity, which is then used
by the CNN model to detect DDoS traffic samples.

IV. EXPERIMENTAL RESULTS

This section presents the evaluation of the proposed system’s
performance, including the experimental setup, dataset,and
detailed results.

A. Simulation Setup

The experimental setup, depicted in Figure 2, follows the network
topology used in [23]. Simulations are conducted in the GNS3
environment [27] using the Mininet emulator [28]. The SDN topology
consists of a Ryu controller ! managing three OpenFlow switches (S1,
$2, and §3), with communication via OpenFlow 1.3 [29].

To simulate real-world traffic, trace data from the MAWI dataset
[30] is used as normal and background traffic, injected into the
network via the TcpReplay tool [31]. DDoS attack traffic, including
TCP-SYN, NTP, and DNS-based attacks, is generated using a Docker
container in the SDN setup, integrated through a virtual router. The
network is hosted in VirtualBox and all components run within the

Uhttps://ryu-sdn.org/
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(a) Normal traffic (b) TCP-SYN traf-

fic
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(d) DNS traffic

Fig. 3: Images representing four traffic types: (a) Normal, (b)
TCP-SYN, (c) NTP, (d) DNS.

GNS3 environment. Attack traffic is generated using Hping3, with
spoofed and randomized source IPs, mimicking real-world DDoS
attacks.

The attack traffic enters through S1, traverses S2 and $3, and
reaches the victim. The attacks evaluated are:

e TCP-SYN: TCP-based, Destination port = 80, SYN flag, Packet
size = 90 bytes.

o NTP: UDP-based, Destination port = 123, Packet size = 90 bytes.

o DNS: UDP-based, Destination port = 53, Packet size = 60 bytes.

The goal of the TCP-SYN flood is to overwhelm the system with
SYN requests, while the NTP and DNS attacks aim to exhaust the
bandwidth with a high volume of UDP packets.
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B. Discussion

In this section, the performance of the proposed system is thor-
oughly evaluated using the experimental setup depicted in Figure
2. The evaluation follows a structured methodology, starting from
data collection and progressing through a series of processing steps,
ultimately leading to the transformation of the data into an image
representation. The process begins with the Statistic Generation
module, which is responsible for monitoring and analyzing network
activity. This module counts the number of incoming Packet-In
messages, denoted as x;, within fixed time intervals of # = 10 ms. By
continuously recording these values over consecutive time windows,
a time-series representation of network traffic is formed, expressed
as X = {x1,x2,...,x,}, where the total number of samples within a
single observation window is set to w = 128. Once the time-series
data X is generated, it is processed by the DDoS Attack Detection
module, which applies analytical techniques to identify potential attack
patterns. To extract meaningful frequency-domain features, the time-
series X undergoes transformation using the Fast Fourier Transform
(FFT) algorithm [32], an efficient method for computing the Discrete
Fourier Transform (DFT). This transformation converts the original
time-domain signal into its corresponding frequency-domain represen-
tation. The output is X (f), a complex-valued time-series with the same
length as the original sequence, i.e., w = 128. After the frequency-
domain transformation, an image representation is generated from the
processed data. This step involves reshaping the extracted frequency
components into a structured two-dimensional matrix representation
with dimensions R'28%128 The resulting image serves as a crucial
input for further analysis, such as deep learning-based classification or
anomaly detection, leveraging both spatial and spectral characteristics
to enhance the accuracy of DDoS detection. This approach effectively
captures both temporal and frequency-domain features, providing a
robust and efficient method for detecting and mitigating DDoS attacks.

Figure 3 presents a set of image examples derived from Packet-IN
samples, illustrating distinct patterns associated with different traffic
types. As depicted in the figure, each traffic category exhibits a unique
visual signature, making these features well-suited for distinguishing
between normal and attack traffic.

Following the conversion of frequency-domain features into image
representations, these visualized data structures serve as the primary
input for the machine learning models employed in the analysis.
By transforming raw network traffic information into a structured
image format, the system enables more effective feature extraction
and pattern recognition, facilitating enhanced detection capabilities.
In this study, a Convolutional Neural Network (CNN) is utilized as
the core model for identifying and classifying potential DDoS attacks.
CNNs are particularly well-suited for this task due to their ability
to automatically learn hierarchical spatial features from image data,
making them highly effective in distinguishing between normal and
anomalous traffic patterns. The model processes the generated images
through multiple convolutional layers, capturing both low-level and
high-level frequency patterns associated with DDoS attacks. Table
I provides a detailed breakdown of the CNN classifier architecture,
including the number of layers and the corresponding parameter
counts. The selection of layer depth, number of filters, and filter sizes
was made empirically to optimize performance. Each convolutional
kernel within the network is configured as a 5 x 5 filter. The overall
CNN model consists of 10,871,898 trainable parameters, which are
iteratively updated during the training process. With the exception of
the final layer, which employs the Softmax activation function for
classification, all other layers utilize the ReLU activation function to
enhance non-linearity and improve feature extraction.

To assess the effectiveness of our proposed method and compare
it with the previous study [10], we train the CNN model using both
normal and DDoS traffic. Our dataset consists of a total of 9,000

images, with 4,500 representing normal traffic and 4,500 representing
DDosS traffic. For training, we allocate 70% of each traffic type (3,150
samples), while the remaining 30% (1,350 samples) is reserved for
testing.

Our evaluation relies on standard performance metrics, including
True Positive Rate (TPR) / Recall, False Positive Rate (FPR), Precision
(PER), Fl1-score (F1), and Accuracy (ACC). The results, summarized
in Table II, provide a comparative analysis between the method
proposed in [10] and our novel image-based approach. The findings
demonstrate that our method achieves detection performance, with
improvements in precision, recall, Fl-score, and overall accuracy.
By leveraging frequency-phase information and spatial correlations
through image representation, our approach effectively captures com-
plex traffic patterns, reducing misclassification rates and enhancing
detection reliability. These results highlight the potential of our method
as a robust and efficient solution for frequency-based DDoS attack
detection in SDN environments.

TABLE I: The layers and parameters of CNN architecture.

Layer Output shape # of Parameters
Conv_1 60 x 60 x 32 1632
MaxPooling 30x30x32 0
Conv_2 26 X 26 x 64 51264
MaxPooling 13 x 13 x 64 0
Flatten 10816 0

Fully connected 1000 10817000
Fully connected 2 2002

V. THREATS TO VALIDITY

It is essential to acknowledge and address potential threats that may
affect the validity of our research. Below, we outline key factors that
could influence our findings and discuss future directions to mitigate
these concerns.

A. Scalability and Granularity

Our experiments were conducted in an isolated emulation envi-
ronment, which may not fully reflect the complexities of real-world
networks. The impact of DDoS attack traffic varies across different
network layers, exhibiting distinct characteristics at each level. Addi-
tionally, DDoS attack patterns are diverse and continuously evolving,
which may limit the generalizability of our approach. To overcome
these limitations, future research will focus on evaluating the proposed
method in real-world scenarios and practical deployments.

B. DDoS Attack Type Coverage

This study primarily investigates three types of volumetric DDoS
attacks. However, numerous other attack types exist, each with unique
characteristics and potential impacts. Expanding the scope of our
analysis to include a broader range of DDoS attack variants will be a
key focus of future research.

By recognizing and addressing these threats to validity, we aim to
enhance the robustness and applicability of our proposed method, en-
suring its effectiveness in dynamic and diverse network environments.

VI. CONCLUSION

In this paper, we proposed an enhanced DDoS detection method
for SDN environments by leveraging both magnitude and phase
information from frequency-domain analysis. Unlike prior approaches
that rely solely on magnitude, our method reduces information loss and
improves detection accuracy. Furthermore, we introduced an innova-
tive image-based representation of frequency-domain time-series data,
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TABLE II: The comparison of DDoS attack detection between
proposed system and the systems in [10]
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