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Abstract

This deliverable comprises four sections presenting the results of Work Package 5. The first three parts
describe the results of the work package's three tasks, while the fourth part contains further in-depth
results in the form of appendices.

Part I covers the contributions of partners to Task 5.1, which focuses on classifying, identifying and
mitigating attacks on physical layer security. In particular, we consider jamming, impersonation and
eavesdropping attacks, and our aim is to design defence mechanisms based on signal processing at the
physical layer. We also investigate the detection and characterisation of active attacks. Lastly, we
demonstrate that image-based frequency-domain analysis of software-defined networking traffic can
detect distributed denial-of-service attacks.

Part Il proposes new schemes for physical-layer security based on 6G key enablers, providing
measurable security guarantees, and developing new solutions for authentication and key agreement.
In particular, we examine various aspects of authentication and secret key generation based on the
physical layer. Firstly, we propose new techniques for physical-layer authentication, including
reconciliation schemes that increase accuracy by mitigating channel variations and novel
authentication schemes based on challenge-response at the physical layer.

Part III focuses on ensuring the trustworthiness of the 6G physical layer and building trust for
autonomous agents through privacy by design; robust sensing and cross-layer anomaly detection are
also covered. Specifically, we address the challenge of securing location-based services in 6G networks
by introducing a joint optimisation framework that preserves location privacy through differential
perturbation techniques, all the while meeting service-level latency and throughput constraints. We
also demonstrate that joint sensing of angles of arrival and time of flight offers valuable tools for
verifying the physical integrity and location of autonomous agents. Finally, we advance generalised

! SEN = Sensitive, only members of the consortium (including the Commission Services). Limited under the conditions of the
Grant Agreement
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cross-layer anomaly detection to support the identification of both known and previously unseen
threats.

All contributions are related to the ROBUST-6G security architecture and the project demonstration
components.
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Executive Summary

This deliverable includes four parts that present the results of work package 5. The first three parts describe
the results of the three tasks of the work package, while the fourth part collects appendices with further
in-depth results.

Part I includes the contributions of partners to Task 5.1, which focuses on the classification, identification, and
mitigation of attacks at the physical layer security. First, we study how to protect the legitimate users against
eavesdropping and spoofing using radar signals by designing a robust beamforming. Complementarily, we
provide a comprehensive study of physical authentication based on the angles of arrival, from analytical
proofs that this feature in digital arrays is di [culk to spoof, to a security analysis of a system using reflective
intelligent surfaces and under realistic multipath conditions. Next, we address device identification at
scale using radio-frequency fingerprints first as an alternative to cryptographic authentication, especially
for large loT deployments based on hardware imperfections, and channel-based authentication that uses
the radio channel as a location-dependent signature. We introduce a receiver-invariant radio frequency
fingerprinting identification system based on domain adaptation that aligns the feature spaces of di Lerknt
receivers, achieving a large fraction of the accuracy.

We also investigate the detection and characterization of active attacks. We propose several complementary
jamming-detection schemes, such as detecting signal jammers by using spectrograms with supervised and
unsupervised learning, developing a dedicated jamming detector that analyzes radio signals with a con-
volutional neural network trained to implement a generalized likelihood ratio test, and a dynamic-graph
framework for cell-free massive multiple-input-multiple-output, in which graph neural networks monitor the
evolving access-point/user connectivity to reveal jammer activity.

We show that image-based frequency-domain analysis of software-defined networking tra Cc_chn detect dis-
tributed denial of service attacks by turning magnitude—phase spectra into spectral fingerprints, a technique
that naturally extends to physical-layer anomaly detection. Finally, we quantify how residual hardware
impairments, in particular carrier frequency o [set and symbol timing o [set, shape discriminative RF finger-
prints, and show that machine learning models trained on these features can distinguish legitimate devices
from adversarial transmitters even when an attacker uses the same protocol, modulation, and transmission
pattern.

Part Il details the partners’ contributions to Task 5.2. The objective of this task is to propose new
physical-layer security-based schemes leveraging 6G key enablers with measurable security guarantees and
to develop new solutions for authentication and key agreement. In the project, we investigate several aspects
of physical-based authentication and secret key generation.

First, we propose several new techniques for physical-layer authentication, from reconciliation schemes that
allow increasing their accuracy by mitigating channel variations, to novel authentication schemes based on
challenge-response at the physical layer schemes that leverage the use of reflective intelligent surfaces and
drones in 6G systems. We also address the e Leck of hardware imperfections on authentication with reflective
intelligent surfaces.

Next, we develop new wireless secret key generation protocols that are fast, lightweight, and robust against
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eavesdroppers. First, we investigate the feasibility of secret key generation in di Lerent line-of-sight multipath
channels, validated by theoretical modelling and experimental campaigns; subsequently, we optimize design
parameters to maximize key rates, and finally, we test our solutions on a demonstrator using software-defined
radio. We also investigate secret key generation in unmanned aerial vehicle contexts, which is a challenging
scenario as the line-of-sight component might be dominant.
We provide rigorous leakage guarantees for secret key generation via conditional mutual information and
conditional mean-entropy estimators, as well as bounds for the information leakage of wiretap codes for
short packet and low latency constraints. We also address attestation requirements, and propose a new
cryptographic attested secret key generation protocol that integrates physical layer features and ensures that
session keys can only be generated by devices at a prescribed location, providing identity-binding, integrity,
and resistance to replay attacks. Finally, we assess the security of new key enablers in 6G, such as integrated
sensing and communications systems, against adversarial machine learning attacks.

Part 111 covers the contributions of partners to Task 5.3, which focuses on ensuring the trustworthiness of
the 6G physical layer and supporting trust building for autonomous agents through privacy-by-design, robust
sensing, and cross-layer anomaly detection.

In the area of privacy by design, we address the challenge of securing location-based services in 6G networks.
We introduce a joint optimization framework that preserves location privacy through di [erential perturbation
techniques while meeting service-level latency and throughput constraints. This approach ensures that user
privacy is embedded into the resource allocation process itself, rather than being an afterthought.

To enable trustworthy and robust sensing, we identify physical-layer trust anchors that support cyber-physical
systems. We show that joint sensing of angles of arrival and time of flight provides useful primitives for
verifying the physical integrity and location of autonomous agents. Furthermore, we address the long-term
reliability of hardware-intrinsic radio-frequency fingerprints by modeling the aging drift of radio-frequency
fingerprints. By creating models that predict how hardware changes over time, we help security systems stay
reliable while reducing the need for frequent retraining.

Finally, we advance generalized cross-layer anomaly detection to support the identification of both known
and previously unseen threats. We propose unsupervised learning frameworks, including a solution based on
generative adversarial networks for Cloud radio access networks, to detect unseen contention anomalies by
analyzing cross-layer key performance indicators. We enhance this with semantic metrics, such as the Age
of Consecutive Errors, to prioritize errors based on their semantic significance and persistence. Extending
these concepts to distributed scenarios, we introduce a federated learning framework for collaborative
authentication that handles non-11D data through local fine-tuning, and a position-based intrusion detection
system that fuses physical channel estimates with upper-layer tra [C phtterns to detect impersonation attacks.
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Chapter 1

Deliverable Overview and Contribution to
The Architecture

1.1 Deliverable Overview

Inthis deliverable, we summarize the contribution of the project provided by Working Package 5 on \Arti cial
intelligence (Al) / machine learning (ML) Enabled physical-layer security (PLS)".

This chapter provides an overview of the contributions and their relation to the ROBUST-6G architecture.
We rstrecall the physical-layer closed-loop module, and then we summarize the contribution of each of the
following chapters.

The rest of the deliverable comprises three parts and the appendices. Each part corresponds to a specic
task of the work package and presents, in short chapters, the scienti ¢ results obtained. Extended versions of
chapters are available either in published works (conference and journals) or are in progress; the intermediate
results are in the appendices of this deliverable.

1.2 Physical-layer Closed Loop

PLS solutions are mainly introduced to the ROBUST-6G architecture through the Physical Layer Closed
Loop (PLCL), a high-level architectural mapping has already been underlined in deliverable D6.2. Fig. 1.1
illustrates a rst stable version of the PLCL, which involves three key stages: i) monitoring, ii) analysis, and
iif) actuation. It also shows a high-level presentation of the interconnection among the utilized components
and the interaction of the physical layer closed loop to the components of the ROBUST-6G architecture, i.e.,
the zero-touch security management and the network layer.

In brief, PLCL receives: i) physical (PHY) layer inputs from the radio access network (radio access networks
(RAN)) speci cations, i.e., RAN network functions (RAN NFs), such as channel state information (channel
state information (CSI)) and radar-based sensing metrics, representing radio frequency (RF) signals and
sensing observations from the radio environment, and ii) Upper layer context inputs from the Zero-touch
Security Management Layer, e.g., security con guration parameters and contextual data such as GNSS-
based localization information and orchestration alerts. The monitoring stage receives the PHY and Upper
layer inputs and exploits the following components: i) PHY monitoring (CENSO1), utilized to estimate core
channel metrics, e.g., SNR and determination of line of sight (LoS)/non line of sight (NLoS) conditions, and
i) Data sets generation and ngerprinting for Physical Layer Security (CCHAQ02), employed to generate RF
datasets for ngerprinting-based research. The former outputs are fed to the analysis stage to perform: i) PHY
attack identi cation, e.g., using the Jamming Detection (CUPDO03), Signal/Attack Identi cation solution to
Classify di erent types of EM Signals (CEBY04), RF-Predict (CGHMO02) and Cross-layer Holistic Anomaly
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Figure 1.1: Physical layer closed loop.
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Detection System (CUPDO05) components, and, ii) overall trustworthiness evaluation of the physical layer,
e.g., through the Secrecy and Information Leakage (CENSO02) and the Trustworthy Sensing and Localization
(CENSO03) components. Finally, the actuation stage implements decisions based on the outputs of the rsttwo
stages to support PHY resource control and provisioning. These decisions include: i) the utilization of the
appropriate PLS scheme, i.e., enable/disable security features depending on the required trustworthiness level;
involved components are PLS in non-orthogonal multiple access (NOMA)-multiple input multiple output
(MIMO) Systems (CCHAO0L1), angle of arrival (AocA)-based physical layer authentication (PLA) (CENS04),
Identi cation/Authentication of Legitimate Devices (CEBY05), PHY-layer based enhanced authentication
and key agreement (AKA) Protocols (CUPDO04) and fast secret key generation (SKG) using long-short term
memory (LSTM) networks for Privacy Ampli cation (CENSO05), and, ii) the activation of PHY control
operations to adjust parameters regarding power/resource allocation, modulation schemes, synchronization
sequences etc, through RAN Control and RF Fingerprinting Migration (CGHMO01) component. This stage
closes the PLCL by feeding back to: i) the PHY Layer the updated RAN speci cations (RAN NFs) for
continuous adaptation, and, ii) the orchestrator through the programmable monitoring platform, raising
potential alerts from the infrastructure layer to the upper layers.
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Table 1.1: Detailed Contribution to the Architecture

Chapter Architecture Component Dem. Comp.
Number
2 Attack Identi cation (Analysis) {
3,19 Monitoring of the PHY (Monitoring) CENSO1
3,19 Trustworthiness Evaluation of Localization and Sensing CENSO3
(Analysis)
4 Monitoring and Analysis (Authentication) CGHMO1
5 PHY-Attack Identi cation (Analysis) {
6 PHY-Attack Identi cation (Analysis) {
7 PHY-Attack Identi cation (Analysis) {
8 PHY-Attack Identi cation (Analysis) {
9 Attack identi cation solution CEBY04
10 Attack identi cation solution CEBY04
11 PHY trustworthiness evaluation (Analysis) {
12 Fast and Robust SKG (Actuation) CENSO05
13 Enhancing Performance of CSl-based PLA through {
Reconciliation (Actuation)
14,12 Secrecy and Information Leakage Estimation CENSO02
15, 16 PHY-Attack Identi cation (Analysis) CUPDO0O4
17 PHY-Trustworthiness Evaluation {
18 Identi cation/authentication of legitimate devices CEBYO05
19,3 Ao0A and ToF based PLA (Actuation) CENSO0O4
20 Monitoring and Analysis (Authentication) CGHMO02
21 PHY-Trustworthiness Evaluation CLIU02
22 PHY-Attack Identi cation (Analysis) CLIu02
23 PHY-Attack Identi cation (Analysis) {
24 PHY-Attack Identi cation (Analysis) CUPDO5
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1.3 Detailed Contributions - Part |

In Chapter 2, CHA designs a dedicated sensing signal to detect the presence and estimate the location of a
potential eavesdropper (Eve) with uncertain positioning. This is achieved by estimating key radar parameters
such as the angle of arrival (AoA) and the range of the target. This solution is part of the PHY-Attack
Identi cation module of the proposed ROBUST-6G architecture.

Chapter 3 presents a high-level discussion of four recent works from ENSEA and CYU AoA-based physical-
layer authentication (PLA) and localization disseminated with ROBUST-6G acknowledgmentin [1], [2], [3],

[4] (joint work with UNIPD). These works map to CENSO1, CENS03 and CENSO04 in the ROBUST-6G
architecture in all three stages of the physical layer closed loop (PLCL). They span multiple technological
readiness level (TRL)s, including both i) theoretical results on the pertinence of the AoA as an unforgeable
physical feature that can enable spoo ng-resilient PLA, ii) analysis of AoA-PLA under advanced spoo ng
attacks using RIS (joint work with UNIPD) and nally iii) a PoC demonstration of its feasibility on a real,
outdoor, massive multiple input multiple output (mMIMO) dataset at frequency range 1 (FR1).

In Chapter 4, GOHM addresses the scalability challenge of radio frequency ngerprinting identi cation
(RFFI) caused by receiver variability, where models trained on one receiver fail when deployed on another.
We propose a methodology based on unsupervised domain adaptation (UDA), speci cally utilizing an
adversarial discriminative domain adaptation (ADDA) framework to align feature distributions between
source and target receivers. This approach eliminates the need for extensive labeled retraining data when
migrating security models between di erent receivers or base stations. This solution de nes the CGHMO01
component within the analysis module of the ROBUST-6G architecture, enabling the orchestrator to maintain
trust assessment of 10T devices as they move between di erent access points.

In Chapter 5, UNIPD presents an extensive survey on physical layer-based device ngerprinting, which is
an emerging device authentication for wireless security. We focus on hardware impairment-based identity
authentication and channel features-based authentication, which are passive techniques that are readily
applicable to legacy loT devices.

In Chapter 6, UNIPD proposes a new technique to detect jamming attacks based on the analysis of the
spectrogram by a jamming detection device which is external to the network. The detection is based on a
ML model that implements a one-class classi er by a convolutional autoencoder (CAE). This solution is
part of the PHY-Attack Identi cation module of the proposed ROBUST-6G architecture, as it is aimed at
analyzing measured signals (in this case, the spectrogram of the wireless spectrum used by the 6G cell) to
identify threats (in this case, jamming attacks).

In Chapter 7, UNIPD o ers another contribution on this topic by optimizing the classi er to ensure that

it implements the likelihood test, thus connecting it to the statistical hypothesis testing theory. No speci ¢
demonstration component will be provided for this solution, but the solution has been extensively validated
with experiments conducted with software-de ned radios on a private 5G network set up for this purpose.

In Chapter 8, UNIPD resorts to dynamic graphs and graph convolution neural networks to detect jamming
signals while capturing evolving communication links. No speci ¢ demonstration component will be
provided for this solution, but the solution has been extensively validated with simulations.

Although in Chapter 9 EBY focuses on detecting distributed denial of service (DDoS) attacks at the
software de ned networking (SDN) controller, its frequency domain imaging approach is directly relevant
to the CEBY04 component for physical layer attack detection because both rely on identifying spectral and
phase-based irregularities rather than simple time domain variations. By producing image-based spectral
ngerprints that re ect full magnitude and phase relationships, the method closely resembles how CEBY04
analyzes radio frequency (RF) waveform structures to expose jamming, spoo ng, and replay attempts. This
alignment shows that the proposed technique can naturally extend into 6G physical layer level protection,
where subtle spectral deviations are essential for detecting intelligent and adversarial signal behavior.
Chapter 10is directly relevant to the CEBY04 component for physical layer attack detection because RF
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ngerprinting exploits inherent hardware imperfections that cannot be replicated by attackers, allowing the
system to distinguish legitimate devices from spoofed or cloned transmitters. By learning spectral and
temporal features shaped by residual hardware impairments (RHI), carrier frequency o set (CFO), symbol
timing o set (STO), and other device-speci c distortions, the method developed by EBY aligns with how
CEBYO04 identi es subtle waveform inconsistencies that reveal impersonation and rogue device activity.
These hardware-induced signatures remain stable even under noise and fading, making RF ngerprinting a
strong and practical foundation for next-generation 6G physical-layer-level attack detection.

1.4 Detailed Contributions - Part Il

In Chapter 11, CHA proposes a wireless setting where a resource-constrained node (N) establishes a secure
session with an access point (AP), with both parties holding long-term certi cate authority (CA)- issued
credentials and no pre-shared secrets. By combining identity, integrity, and physical-layer information, the
proposed system ensures that the resulting session key can only be derived by devices at the same physical
location. Therefore, the design system model aims to integrate the node, the AP, and the CA within well-
de ned trust boundaries to achieve robust and location-bound secure communication. This solution is part
of the Analysis module of the proposed ROBUST-6G architecture.

Chapter 12 discusses fast and robust secret key generation (SKG). Across our works [5{7] at ENSEA, we
generated research outputs moving from low TRL works on the communication-theoretic modeling of LoS
multipath channels, to a comprehensive study of SKG design parameters under worst-case eavesdropping
attacks (on-the-shoulder), and nally to a context-aware, real-time SKG demonstrator on software-de ned
radios (SDRs). In these works, we delivered fast and lightweight, quantum-resilient SKG, with applications
to 6G and Internet of Things (loT) settings, well suited for low-end devices. We placed a strong emphasis
on ensuring rigorous security guarantees (via conditional mutual information and conditional min-entropy
estimators) and on the practical feasibility and real-time operation employing experimental measurement
campaigns and demonstrators.

Chapter 13discusses PLA enhanced with reconciliation [8, 9] based on recent ENSEA results. We demon-
strate how the use of Slepian Wolf decoding can be applied in the case of CSl-based PLA and showcase
that a careful ne-tuning of coding parameters, i.e., code-length and code-rate, can allow for arbitrarily low
reconciliation error rates. Furthermore, in order to address evolving statistics in the time-domain for the
CSI, we propose an adaptive robust principal component analysis pre-processing approach, which explic-
ity accounts for cross-corelation of channel realizations following a Markov chain model [10,11]. These
approaches can be incorporated into other PLA approaches, e.g., using RF ngerprints.

In Chapter 14, ENSEA discusses information leakage estimation and the possibility of using keyless
transmissions when using nite blocklength wiretap coding. Wiretap coding allows for counter passive
eavesdropping, provided that the legitimate receiver has a SNR advantage compared to the eavesdropper.
In order to select a suitable wiretap coding scheme, it is necessary to adapt the channel coding rate to the
channel conditions. For applications requiring short packets or low latency, it is not possible to guarantee
a vanishing information leakage, and the back-o from secrecy capacity must be taken into account. Our
goal is to obtain lower bounds on the achievable secrecy rate for a given block length, leakage, and error
probability for general eavesdroppers' channels.

In Chapter 15, UNIPD provides an extensive analysis of attacks and their mitigation against PLA mechanisms
implemented in a 6G network using recon gurable intelligent surface (RIS). This technology is a key point
for current and future communication networks in extending coverage and improving connectivity. Here, we
also propose to use it to support PLA, using an innovative scheme based on a challenge-response mechanism.
The resulting authentication mechanisms are part of the PHY-Attack Identi cation block, which performs
the analysis of the received signal to establish, in this case, the authenticity of the message. Such solutions
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will be in part included in CUPDO04 as an enhanced authentication solution, even with respect to traditional
PLA.
In Chapter 16, UNIPD proposes an innovative solution to generate secret keys using drones and to exploit the
fading characteristics of the wireless communication channel. This pertains to the block PHY Components
of the ROBUST-6G architecture, as it provides mechanisms of actuation by which drones change their route
to implement the key generation mechanisms. It will be implemented in a second version of the CUPD04
component.
In Chapter 17, UNIPD proposes novel attacks based on adversarial ML to evaluate the robustness of Inte-
grated sensing and communication (ISAC) systems, considering di erent scenarios and attacker capabilities.

1.5 Detailed Contributions - Part Il

Chapter 18 is directly relevant to the CEBY05 component for authentication and identi cation because

it demonstrates how residual hardware impairments, combined with RIS induced channel diversity, create
distinctive physical layer characteristics that reliably separate legitimate transmitters from spoofers. By
exploiting the temporal consistency of the Alice to Bob channel and the unpredictable CSI variations
produced by Eve, the method proposed by EBY aligns with how CEBYO05 veri es identity through sequential
channel similarity checks. This RIS enriched channel structure strengthens discrimination, reduces miss
detection and false alarms, and provides a robust basis for con rming that the received signals originate from
the legitimate device.

In Chapter 19, we synthesized ve contributions from ENSEA and CYU [12{16] on the role of the
physical layer in 6G trust and trustworthiness. Across all works, we observed a common thread: future
cyber{physical systems (CPS) and multi-agent networks will reqobjective, quanti able measures of

trust deeply embedded in the wireless substrate itself. We made the case that joint AoA and time of ight
(ToF) sensing emerge as crucial primitives that enhance trust, integrity, and accountability of autonomous
devices.

In Chapter 20, GOHM introduces RF-PREDICT, a study focused on the temporal evolution of RF ngerprints

to address \aging drift," where RFFI accuracy decreases over time due to factors such as hardware aging,
temperature, and battery level. To analyze these factors, we have been collecting long-term data from custom-
made, identical IoT sensors. A key objective of this study is to identify the optimum transmission interval
required to keep RFFI accuracy stable. This work de nes the CGHMO02 component, which is dedicated
to ensuring high identi cation accuracy is maintained over long operational periods without necessitating
frequent device re-enroliment or model retraining.

In Chapter 21, LIU addresses physical-layer attack identi cation within the PLCL analysis stage by providing
unsupervised anomaly detection capabilities for 6G cloud RANs. This work contributes to generalized
cross-layer anomaly detection by integrating Generative Adversarial Networks (GAN) with transformer
architectures to capture complex temporal dependencies in RAN performance data. The framework monitors
key performance indicators spanning fronthaul tra ¢, thread scheduling, and precision time protocols:
metrics essential for identifying network contention that may indicate physical-layer attacks or system
degradation. By employing sliding window technigues and attention mechanisms, RANGAN enables the
analysis stage to identify abnormal behaviors across physical and MAC layers, supporting trustworthiness
evaluation and informing actuation decisions.

In Chapter 22, LIU contributes to physical layer trustworthiness evaluation within the PLCL analysis
stage through semantics-aware remote estimation of Markov sources under resource constraints. This work
addresses the challenge of determining information trustworthiness by integrating Age of Consecutive Errors
(AoCE) to quantify the signi cance of estimation errors and Age of Information (Aol) to assess the usefulness
of aged information. The framework formulates optimal transmission policies as constrained Markov

Dissemination level: Public Page 26/228



Deliverable D5.2
decision processes, demonstrating that switching policies achieve superior estimation quality. Together
with Chapter 21, these works de ne the CLIUO2 component, delivering LIU's contribution to Task 5.3 on
cross-layer anomaly detection involving semantic attributes of information and learning attack phenomena.
This semantic-aware approach enables distinguishing between critical errors requiring immediate action and
benign variations.

In Chapter 23, UNIPD introduces a solution for authentication based on federated learning, where multiple
base stations of a 6G network use local models to determine if the transmitter is transmitting from an
authorized area or not, using the estimated CSI. The training is performed in a federated fashion while
ensuring that each base station obtains a local, speci c model that takes into account the speci ¢ propagation
characteristics between the transmitter and the base station. This contribution is related to the PHY-Attack
Identi cation block of the ROBUST-6G architecture, since it is related to PLA and thus to the analysis of
received signals for security purposes. No component is dedicated to the demonstration of this solution,
although extensive simulation results have been obtained to validate the e ectiveness of the solution.

In Chapter 24, UNIPD introduces a new solution based on ML for the detection of threats using information
from multiple layers of the network. In particular, we merge information coming from the physical and the
network layers to establish the authentication of a message in an industrial automation context. This solution
can be considered part of a PHY-Attack Identi cation module in the ROBUST-6G architecture, as it performs
an analysis of signals to detect threats in a set of signals and will be tested in the CUPDO5 component.
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Part |

T5.1 - Classi cation, Identi cation and
Mitigation of Attacks at PHY
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Chapter 2

Physical Layer Security in NOMA MIMO
Systems

ISAC is an important technology for sixth-generation (6G) mobile networks, enabling the joint use of
communication and radar sensing within a uni ed system. While o ering signi cant bene ts in terms of
spectral e ciency, ISAC introduces new security challenges. In particular, the joint use of resources for
sensing and communication can increase vulnerability to eavesdropping and information leakage. In this
chapter, CHA studies an uplink NOMA system where the base station (BS) simultaneously receives user data
and senses a potential eavesdropper (Eve) with uncertainty in location. To enhance the PLS, a robust sensing
signal is designed to both sense and jam the Eve. Speci cally, we formulate a joint optimization problem
that aims to maximize the sum rate of users and sensing performance while maintaining security against
Eve. Since the optimization problem is challenging and non-convex, we propose an iterative algorithm that
divides the problem into two subproblems, alternately optimizing precoding vectors and sensing power via
guadratic optimization approaches. Simulation results demonstrate the e ectiveness of our solution in terms
of fast convergence and resource allocation.

2.1 Background and Motivation

The next generation of wireless networks is expected to support a diverse range of mission-critical ap-
plications, including autonomous systems, industrial automation, and smart defense infrastructure. These
emerging services demand not only ultra-reliable and low-latency communications but also high-precision
environmental awareness and stringent security guarantees. ISAC has emerged as a promising technology
for 6G networks by enabling the joint operation of radar sensing and data communication through the use of
shared spectrum and hardware resources [17], [18]. ISAC reduces hardware cost, improves spectral and en-
ergy e ciency, and facilitates real-time situational awareness via uni ed waveform design [19]. Despite this,
ISAC introduces new design challenges, particularly in managing the interference between communication
and sensing signals, and safeguarding such systems against malicious targets.

Concurrently, the power-domain NOMA has emerged as a compelling solution for multi-user access in
ISAC systems. By enabling multiple users to simultaneously occupy the same time, frequency, and spatial
resources-distinguished by their transmit power levels-NOMA improves spectral e ciency through super-
position coding at the transmitter and successive interference cancellation (SIC) at the receiver [20]. Thus,
NOMA opens new opportunities for interference-resilient and resource-constrained ISAC system design,
while also introducing new degrees of freedom for designing robust and secure waveforms against Eve in
shared-spectrum environments. Therefore, this work is motivated by ISAC-NOMA beamforming to meet
the quality of services, sensing accuracy, while protecting the users against Eve.
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Figure 2.1. Sensing ratio as a function of the BS{target distance (20-25-30 meters) for di erent BS
antennagt = 16-32-64.

2.2 Proposed Methodology

In this work, we consider an uplink ISAC system empowered by power-domain NOMA, where a full-duplex
radar BS equipped with two sets of well-separated antennasiwith# o = # to mitigate self-interference
simultaneously receives from the uplink transmissions from two multi-antenna user equipment (UE)'s and
the sensing echo, while transmitting radar waveforms to sense or jam a potential passive Eve. Each UE is
equipped with" antennas, while Eve is assumed to have a single antenna. Eve acts as a malicious passive
target who tries to overhear the uplink transmissions. While receiving the uplink signals from the UEs,
the ISAC BS concurrently transmits radar signals to not only estimate Eve's location but also degrade her
wiretapping performance. Such a scenario is typically considered in battle eld applications.

2.3 Numerical Results and Analysis

The simulation results demonstrate the impact of distance and system parameters on the overall performance.
Fig. 2.1 demonstrates the impact of distance and system parameters on the overall performance. In the
rst gure, the capacity expressed as is plotted against the BS{target distance for di erent numbers of base
station antenna# = 16-32-64. The curves show a consistent decrease in capacity as the distance increases
from 20 m to 30 m, which is mainly due to the increase in path loss and the resulting reduction in received
signal power. Among the three curves, the system with 64 antennas always achieves the highest capacity,
followed by 32 and then 16 antennas. This agrees with the theoretical expectation that increasing the number
of antennas enhances the beamforming gain and spatial diversity, thereby improving the e ective SINR.
At shorter distances, the performance gap between di erent antenna con gurations is more pronounced,
highlighting the signi cant advantage of using a larger antenna array in near- and mid-range scenarios, while
this advantage slightly diminishes at longer distances due to dominant path attenuation e ects.

Fig. 2.2 illustrates the convergence behavior of the proposed optimization algorithm in terms of the cost func-
tion versus the number of iterations for di erent distances. For all distances considerdd-15-20-2540,

the cost function decreases rapidly during the rst few iterations and then gradually stabilizes after approxi-
mately 6 to 8 iterations. This con rms the fast convergence property of the algorithm and its suitability for
practical implementation. It can also be observed that larger distances start with a higher initial cost and
converge to a higher nal value than smaller distances, which is a direct consequence of the lower SINR and
more challenging channel conditions at longer ranges.
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Figure 2.2: Cost function as a function of distance£ 10-1520-2540 meters), undef = 64.

Figure 2.3: Capacity for both users and sensing as a function of Distansel 0-20-25-30-40-50 meters)
for # = 32 BS antenna.
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In Fig. 2.3 we show the variation of capacity as a function of distance. As seen, due to the high attenuation,
when the target is moving away from the BS, the sensing performance rapidly decreases as the distance
increases. In contracts, the SINR for both users remains relatively stable over the entire distance range from
10 m to 50 m, with only minor uctuations.

2.4 Integration with the Architecture

We have introduced a secure uplink ISAC systems that employ power-domain NOMA in the presence of
a malicious target with unknown location, which has not been rigorously investigated in the literature.
Existing works do not incorporate estimation-theoretic uncertainty into beamforming design, considering
perfect CSI or sensing parameter estimation. Our work addresses this gap by introducing a CRB-informed
design framework to capture the impact of parameter estimation errors on communication, sensing, and
secrecy performance. The results of our work belong to the PHY-Attack Identi cation block, which secures
the information from users against Eve.
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Chapter 3

Unforgeable, Angle of Arrival based
Physical Layer Authentication

3.1 Background and Motivation

This chapter presents an integrated discussion of four recent works from ENSEA and CYU on AoA based
PLA and localization disseminated in [1], [2], [3], [4] (joint work with UNIPD). These works span multiple
TRLs, including both i) theoretical results on the pertinence of the AoA as an unforgeable physical feature
that can enable spoo ng resilient PLA, ii) analysis of angle of arrival based physical layer authentication
(AoA-PLA) under advanced spoo ng attacks using RIS (joint work with UNIPD) and nally iii) a PoC
demonstration of its feasibility on a real, outdoor, mMIMO dataset at FR1.

With respect to low TRL fundamental contributions, we have proven analytically that i) AoA in digital array
MIMO systems is an unforgeable feature. Our proof is twofold and is based on: a) evaluating the mean
square error (MSE) on AoA estimation in digital arrays under impersonation attacks [1] and b) deriving
the misspeci ed Cramar Rao bound (MCRB) in the AoA estimation in a uniform linear array (ULA) under
spoo ng attacks [2]. These results jointly show that spoo ng attacks can be identi ed in digital array systems
using AoA-based PLA due to an attack-induced irreducible error oor that is independent of the SNR.

We note that in earlier joint works within the HEXA-X-II project (in which A. Chorti participated with her
Barkhausen Institut a liation), we have also shown that, on the contrary, AOA-PLA is not robust under
impersonation attacks in the case of analog array MIMO systems [21]. Our analysis demonstrated that the
loss of spatial degrees of freedom in analog array MIMO and the fact that rely solely on beam search patterns
for source localization, renders the spoo ng attack equivalent to a precoding optimization problem that can
be solved precisely if su cient information is available at the attacker side (legitimate node beamforming
weights, locations of all nodes) as well as adequate power. Within ROBUST-6G we further provided a
security analysis of RIS attacks on AoA-PLA under multipath propagation [21]. It was shown that attacks
are only possible in the (unlikely) scenario that no multipath is present on the RIS-receiver side.

With respect to the suitability of AoA-PLA, we provided PoC results on a real outdoor dataset provided
by Nokia (FR1 with carrier at 2.18 GHz, 64 mMIMO antenna array, 50 orthogonal frequency-division
multiplexing (OFDM) subcarriers). It was shown that high-accuracy AoA-based outdoor localization is
possible using hierarchical machine learning (ML) classi ers ( rst stage distinguishing between LoS and
NLoS regions and a second stage classi er identifying the exact user tr&¢ith respect to the WP5

stated key performance indicators (KPIs) we report reaching AoA-PLA accuracy of 10& at the rst

stage and more than 9%6% at the second stagesurpassing the stated target of 90%.

Finally, we provided a rst comparison in terms of computational complexity, between a) AoA-PLA and b)
authentication using post-quantum cryptography. To this end, we estimated the number of central processing
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Figure 3.1: System model for AoA spoo ng attack, in which Alice is equipped with a single antenna while
both Bob and Eve are equipped with ULA.

unit (CPU) cycles of the proposed AoA-PLA against the state-of-the-art post-quantum signing algorithm
Dilithium 5 (used in authentication handshakes).It was thus established that PLA is superior in terms of
complexity, even when compared to only part of a post-quantum crypto-based authentication stfitame.
respect to the ROBUST-6G KPlIs, we report run-times for AoA-PLA of less than 2 msec Further
improvement in run-times and localization granularity is expected with the inclusion of time of ight (ToF)
as an authentication feature, which is ongoing work, presented in Part Il of this deliverable.

In the following, for each related publication, we outline key analytical or algorithmic contributions and
the main numerical results. Finally, we conclude with a joint discussion, highlighting how these works
collectively study the robustness and vulnerabilities of AoA as a robust feature for PLA, across di erent
array architectures and propagation conditions.

3.2 Digital-array AoA-PLA Under Spoo ng Attacks

3.2.1 Proposed Methodology

We considered a single-antenna legitimate user (Alice) communicating with a veri er (Bob) equipped with a
digital ULA of " receive antennas, inter-element spa@ngnd wavelength. Bob operated under far- eld

and narrowband assumptions, with carrier frequeBcgnd bandwidth 5.

The PLA protocol consisted of two phases:

" Enrollment phase:Bob collected AoA estimates from known legitimate transmitters (e.g., Alice),
mapping estimated AoAs to node identities. During this o ine phase, it was possible to employ
higher-layer authentication mechanisms.

"~ Veri cation phase:A node declared their identity to Bob as Alice. Upon receiving this message, Bob
estimated the AoA from the signal source and runs a hypothesis test (classi er) and declares whether
the node is veri ed as Alice or not. An adversarial node, referred to as Eve, was also considered,
equipped with an arbitrary number of antenhas

We investigated spoo ngifipersonation attagkoy an adversary that attempts to choose its transmit strategy
(location and precoding) so that Bob estimates an AoA indistinguishable from that of Alice. The adversary
was allowed multiple antennas and can apply a complex precoding \ecfidne core question addressed
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Figure 3.2: MSE vs SNR at Eve, with SNR at Alice equal to 15 dB, number of Bob's anténnad6,
Alice's AoA \ = 04 rad.

was: under what conditions can Eve manipulate her transmitted signal such that the AoA at Bob is estimated
to be the same as Alice's AoA, thus defeating AoA-PLA

3.2.2 Numerical Results and Analysis

In [1] the attack feasibility was characterized via the MSE between the observations when transmissions are
received from the legitimate and adversarial nodes. In particular, closed form expressions for the MSE we
derived, showing an irreducible with the SNR discrepancy between the received signals under Alice and
Eve, even she employs optimal precoding to minimize the MSE, as exempli ed in Fig. 3.2 for a particular
numerical setting. In further detail, our theoretical analyses demonstrated that the spoo ng attack results in
an irreducible gap in AoAs. When Eve is not in the same direction as Alice , the AoA estimation error for
Eve's signal cannot be made arbitrarily small by increasing the SNR or by optimal precoding. This leads
to a non-vanishing gap between legitimate and adversarial AoAs. This gap is determined predominantly by
geometric factors (AoA separation, array size), indicating that increasing the transmit power does not help
the attacker unless the geometric conditions are already favorable. In future works we will look into the
design of authentication beacons (pilots) to esnure a high AoA-PLA accuracy by indetifying the minimum
number of antennas and SNR.

Furthermore, in the ongoing work [2] we extended the analysis in [1] to derive fundamental limits in AcA
estimation under spoo ng by emplying the machinery of MCRB. Our motivation lied in the fact that under
Spoo ng attacks, the true observation model may deviate from the assumed model. Considering the same
system model as in [1], we derived a closed form expression for the MCRB, as shown in AppendixMCRB.
From this analysis we conclude that:

1. MCRB versus Craer Rao bound (CRB)'he MCRB can be expressed as the sum of the CRB and an
error term. As a result, it is always greater than or equal to the CRB. When there is no mismatch in
the AoAs, the MCRB reduces to the CRB.
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2. Irreducible error oor. The mismatch term does not depend on the noise variance. Consequently,
increasing SNR reduces only the CRB term, but the second term can create a non-vanishing error oor
at high SNR.

3. Dependence on spoofer locatiomhe error term depends on the precoding, the adversarial position
and on array geometry.

4. Perfect alignment exemptiofi the adversary aligns exactly with the assumed steering direction, no
mismatch exists.

5. Impact of array sizeThe CRB terms scales with 3, while the error term scales with 2; therefore
the relative importance of the mismatch term depend$ dn addition to the angular separations.

Furthermore, in a joint work with HEXA-X-II we considered the case where Bob is equipped with an
analogantenna array# antennas share a single RF chain and beamforming is implemented via analog
combiners [21]. In contrast to digital arrays, AoA estimation in analog arrays relies on multiple transmissions
with di erent beamforming vectors probing di erent directions.

Unlike in the case of digital array systems, analog arrays were shown to be vulnerable to AoA-based spoo ng.
Successful impersonation required knowledge of the locations of Alice and Bob and of the combiners at Bob,
as well as su cient transmit power at Eve. Nonetheless, when these conditions were met, both location-based
and code-based attacks were e ective in falsifying the AoA and compromising the security of the AoA-PLA.
This contrasts with the robustness results for digital arrays MIMO systems.

3.3 Security Analysis of RIS-Assisted AoA-PLA Over Multipath Channels

3.3.1 Proposed Methodology

We studied AoA-PLA in a single-input multiple-output (SIMO) uplink scenario where the direct Alice{Bob
link was blocked and communication occurred via a recon gurable intelligent surface (RIS) controlled by
Bob [4]. The system model included Alice as a legitimate transmitter with a single antenna, Bob as a (veri er)
base station (BS) with a ULA df antennas, and Trudy an single antenna adversary, using precoding to
impersonate Alice. Furthermore, we assumed Bob controlg -®tement re ecting surface applying a
diagonal phase-shift matrix= diagt4®®—e«+ 24 1° The system model is shown in Fig. 3.3.

Figure 3.3: RIS-assisted PLA system: Alice and Trudy communicate with Bob via a RIS; the direct Alice{
Bob link is blocked.
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Operation| Number of CPU cycles
gen 819,475
sign 2,856,803
verify 871,609
Total 4,547,887

Table 3.1: Number of PU cycles for Dilithium 5 operations (source: IBM) for pk lenght= 2592, sign
length=4595 (Intel Core-i7 6600U (Skylake) CPU, implementation in C)

The RIS con guration was optimized for communication (e.g., spectral e ciency), using methods from

prior work, and was assumed xed during the PLA procedures. Bob performed AoA-PLA by estimating the
cascaded channel and using it as a feature, assuming an enrollment phase and a veri cation phase during
each new transmission. The adversary Trudy is assumed to know all channel matrices and is allowed to
choose a precoding vectgrand transmit power to maximize her impersonation success probability.

3.3.2 Numerical Results and Analysis

We derived mathematically an indistinguishability condition for this attack based on the AoA at the RIS. In
more detail, we have shown that:

"~ For single-path RIS{Bob channels, impersonation was feasible even with mismatched channel param-
eters: Trudy could always choose the transmission parameters such that the cascaded channel matched
Alice's in distribution.

~ For multipath RIS{Bob channels, indistinguishability required very stringent conditions: matching
AoAs at the RIS and proportional path gains across all paths. When these were not met, even the
optimal transmission parameters result in an irreducible error oor.

Monte Carlo simulations con rmed these conclusions: increasing the number of RIS{Bob paths signi cantly
enhances authentication robustness by limiting the attacker's ability to mimic the legitimate user [4].

3.4 ML-enabled AoA-PLA PoC on a Real Dataset

3.4.1 Proposed Methodology

We experimented with AoA-based localization in an outdoor mMIMO OFDM system, focusing on its
robustness to impersonation attacks and its applicability to PLA [3]. We used a mMIMO digital array
outdoor dataset collected at the Nokia campus in Stuttgart, Germany, depicted in Fig. 3.4. CSI vectors were
available across multiple subcarriers and antennas, and AoA features were extracted using high-resolution
algorithms. The goal was to identify user trajectories (tracks), in LoS and NLoS and test the e ciency of
AoA-PLA, motivated by our work showing its robustness against impersonation in digital arrays [1, 2].

We performed extensive experiments comparing MUSIC and ESPRIT AoA estimators on the real outdoor
CSl dataset, evaluating both accuracy and computational e ciency. The dataset was processed via a sliding-
window technigue; AoA features were then estimated per segment using MUSIC and ESPRIT, forming the
feature vectors used for ML. To address the heterogeneity between LoS and NLoS regions, we proposed a
hierarchical two-stage classi er as shown in Fig. 3.5

Dissemination level: Public Page 37/228



Deliverable D5.2

Figure 3.4: Nokia campus in Stuttgart, Germany. The red rectangle denotes the mMIMO antenna array
mounted on top of a building, while the lines with arrows represent the trajectories (tracks) and their respective
directions. Red solid lines indicate NLoS tracks, while blue dashed lines represent LoS tracks.

Operation Number of CPU cycles

AO0A estimation (window of 2000 samples) 2,423,998

LoS /NLoS 541,767
Speci ¢ track 553,541
Total 3,519,306

Table 3.2: Number of CPU cycles for AoA-based PLA including MUSIC and ESPRIT

3.4.2 Numerical Results and Analysis

We evaluated several base ML models, including logistic regression (L-Rgarest neighbors (KNN),
random forest (RF), gradient boosting machine (GBM), extreme gradient boosting (XGBoost), light gradient
boosting machine (LightGBM), and a stacking ensemble [3]. Since the publication of this work we have
tuned SVM models and reached classi cation accuracy of 100 for stage 1 @@ % LoS and 99%% for

NLoS for stage 2, with inference times of less than 2 msec.

Furthermore, we compared the AoA-based PLA with Dilithium 5 in terms of number of operations, and
veri ed that the number of CPU cycles for PLA remains competitively low as shown in Tables 3.1 and 3.2.
We also note that the AoA estimation is an inherent part of the link set-up to a particular user (and therefore
a necessary step for any crypto algorithm to take place), therefore allowing the fusing of the link set-up with
user authentication, resulting in reduced overall complexity and robustness.

This work serves as PoC for the feasibility of AoA-based PLA in a real outdoor environment. Online versions
are also under development using meta-learning and online learning. In our preliminary results, we have
reached accuracies ¢f 90% using a small initial fraction of the dataset and then using online learning.
Furthermore, we are working on CNN-based deep learning AoA estimation to reduce the computational
complexity demonstrated in 3.2 for the AoA estimation.
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Figure 3.5: The proposed hierarchical two-stage classi er for user identi cation.

3.5 Integration with the Architecture

These works collectively provide a detailed picture of AoA-PLA under adversarial conditions and realistic
propagation. We show that in digital array systems, impersonation attacks are feasible only under stringent
conditions: the attacker's AOA must match the legitimate user's AoA, and corresponding precoding and phase
alignment must be satis ed [1]. The work in [2] complements this by demonstrating that when the estimator
is misspeci ed, an irreducible error oor arises from spoo ng, dependent on the adversary's geometry and
precoding but not on SNR, providing another proof of AoAs robustness as a PLA feature.

Furthermore, in [4] itis shown that multipath between a RIS and the veri er increases the rank of the e ective
channel and limits an attacker's ability to mimic the legitimate cascaded channel. Overall, spatial diversity
provided by multi-antenna digital arrays and multi-path harden AoA against spoo ng.

Finally, experimental results on a real outdoor dataset in [3] demonstrate that AoA features, when combined
with hierarchical ML, can achieve high accuracy and robust LoS / NLoS discrimination. The fact that AoA
features support 100% LoS / NLoS discrimination and high track classi cation accuracy suggests that AoA
can serve as a jointly useful feature for both secure localization and authentication. It is further con rmed
that AOA remains robust against impersonation in digital arrays, thus o ering a stable basis for ML-driven
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systems. We were able to achieve KPIs related to authentication accur@694) and speedy(2 msec).
The above research was integrated in the following components of the PLS closed loop in the monitoring,
analysis and actuation stag€3ENS01, CENS03, CENS04
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Chapter 4

RF Fingerprint Migration

Future 6G networks are expected to support a massive number of connected loT devices. Securing billions
of connections presents a logistical challenge for standard protocols. While cryptographic authentication is
secure, it requires signi cant energy and processing power, which can create bottlenecks for low-cost sensors
with limited battery life. RFFI o ers a non-cryptographic solution [22] to this problem. RFFI authenticates
devices by detecting unique hardware impairments created during the manufacturing process [23,24]. These
analog imperfections, such as clock jitter, digital-to-analog converter non-linearities, and power ampli er
distortions, act as a unigue physical signature for the device. However, a primary obstacle for RFFI is receiver
variability [25]. Models trained on one receiver often fail to identify the same devices when deployed on

di erent hardware. In this chapter, GOHM presents a method to solve this scalability issue using UDA.

4.1 Background and Motivation

In future 6G deployments, loT sensors will communicate with a heterogeneous infrastructure composed of
various access points and base stations. One of the major barriers to the wide-scale adoption of RFFI is
receiver variability [26]. This is a general challenge in RFFI, where models trained on one receiver often
fail to recognize the same devices when deployed on a di erent receiver. This degradation occurs because
the model inadvertently learns the unique analog characteristics of the receiver.

To maintain RFFI model stability in a large-scale network, packets from each new receiver need to be
collected, labeled, and used to retrain the models. This must be repeated for every new receiver deployed.
However, this process is prohibitive due to the high cost of data labeling and the operational downtime
required. The goal of this work is to eliminate the need for extensive retraining by developing a receiver-
invariant system capable of migrating a security model from a source receiver to a target receiver using
minimal unlabeled data for adaptation, and a small amount of labeled data to select the best performing
model. By enabling adaptation with minimal data from each new receiver, we aim to remove the logistical
and cost barriers associated with continuous model retraining.

4.2 Proposed Methodology

Each receiver hardware introduces unique analog distortions, including phase noise, I/Q imbalance, and
frequency-dependent gain variations [27]. When a model is trained on one receiver, it inadvertently learns
these receiver-speci ¢ characteristics along with the device ngerprints, causing a domain shift that prevents
the model from generalizing to new receivers. To address the domain shift caused by receiver hardware, we
propose a methodology based on UDA. Speci cally, we utilize an ADDA-based framework [28]. The core
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objective is to align the feature distributions of the source and target domains so that the classi er remains
e ective across di erent receivers.

The methodology utilizes a source encoder, a target encoder, and a domain discriminator. The process
operates in three distinct stages:

" Supervised Pre-training: First, a source encoder and a classi er are trained using labeled data from
the initial receiver (source domain). This establishes a baseline capability to extract discriminative
ngerprints from the source receiver.

~ Adversarial Adaptation: We then initialize a target encoder for the new receiver. A domain discrim-
inator is trained to distinguish between feature representations produced by the source encoder and
those produced by the target encoder. Simultaneously, the target encoder is trained adversarially to
mislead the discriminator. This adversarial game forces the target encoder to map its input signals into
a feature space that is statistically indistinguishable from the source feature space, e ectively removing
receiver-speci ¢ distortions without using target labels for adaptation, relying on a small labeled set
only for the nal model selection.

Inference: Finally, the adapted target encoder is combined with the original source classi er. This
allows the system to correctly identify devices on the new receiver by mapping their signals into the
shared, invariant feature space.

4.3 Numerical Results and Analysis

The performance of the proposed methodology was evaluated usirigRHengerprinting Migration

Dataset, created speci cally for this project. Intermediate results demonstrate that the ADDA framework
signi cantly mitigates the performance degradation caused by receiver variability. Prior to adaptation,
transferring a model between di erent receivers resulted in a severe drop in classi cation accuracy. After
applying the proposed unsupervised adaptation, the system restored a substantial portion of the lost perfor-
mance. While the adaptation does not always fully recover the source-level accuracy, it improves the results
enough to make the system operationally viable without requiring large-scale labeled data collection and
retraining from scratch.

Furthermore, detailed numerical results, including F1-score comparisons and confusion matrices, are pro-
vided in Appendix A.

4.4 Contribution to 6G Physical Layer Security

This work contributes to the design of resilient 6G PHY by enabling scalable security. By minimizing the
requirement for labeled retraining data, we reduce the operational overhead of PLS deployment. This aligns
with the 6G goal of automated network management where security mechanisms can self-adapt to hardware
changes and infrastructure upgrades with minimal human intervention.

4.5 Integration with the Architecture

The RF Fingerprint Migration solution de nes the core logic of tB&HMO1 component within the
\Monitoring" and VAnalysis" block of the PLCL architecture. By ensuring that device identi cation remains
robust across di erent receiver nodes, this component maintains a continuous trust assessment of 0T devices
as they move between di erent access points.

Ihttps://doi.org/10.5281/zenodo.14801935
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Chapter 5

Physical Layer-Based Device Fingerprinting
for Wireless Security: From Theory to
Practice

The transmitter identi cation is part of the security mechanisms to ensure authentication in wireless com-
munications. Conventional authentication approaches are cryptography-based, which, however, are usually
computationally expensive and not adequate in the Internet of Things (loT), while devices tend to be low-cost
and with limited resources. In this study, UNIPD provides a comprehensive survey of physical layer-based
device ngerprinting, which is an emerging device authentication for wireless security. In particular, this
study focuses on hardware impairment-based identity authentication and channel features-based authentica-
tion. They are passive techniques that are readily applicable to legacy loT devices. Their intrinsic hardware
and channel features, algorithm design methodologies, application scenarios, and key research questions are
extensively reviewed here. The remaining research challenges are discussed, and future work is suggested
that can further enhance the physical layer-based device ngerprinting.

5.1 Background and Motivation

The loT is expected to signi cantly impact our lifestyles. According to IoT Analytics, the number of
connected devices reached 18.8 billion in 2024, an increase of 13% from 2023 [29]. These massively
connected loT devices have transformed our everyday lives with exciting applications such as smart homes,
smart cities, connected healthcare, industry 4.0, etc. Wireless communications are preferred to connect these
devices seamlessly. There have been many techniques for loT, including WiFi (IEEE 802.11), ZigBee (IEEE
802.15.4), LoRa, Bluetooth-Low-Energy, and narrowband IoT (NB-IoT).

This revolution requires security at all levels. Security is quite a broad topic, involving con dentiality,
integrity, availability, authentication, etc. This article will focus on device authentication, which is the rst
important step for network security. The receiver veri es the legitimacy of the received signal by checking
speci ¢ features in the same signal. Our current computer and communications networks are protected by
cryptography-based approaches, including both symmetric encryption, such as advanced encryption standard
(AES), and public-key cryptography (PKC) such as Rivest-Shamir-Adleman (RSA). In particular, authenti-
cation is performed using a cryptographic challenge-response protocol based on symmetric encryption or
PKC. However, cryptographic solutions may not be applicable to loT devices. Symmetric encryption requires

a pre-shared key, whose refresh turns to be challenging for loT. PKC requires computationally expensive
algorithms, which often have severe power and computational limitations; hence, they are unsuitable for loT
devices. In addition, at the dawn of quantum computing, PKC may be compromised due to the exponential
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increase in the computational power of attackers. Due to the above limitations, there is a lack of competent
loT security solutions, and there have been many notorious security threats to loT devices. This background
is driving the development of lightweight, yet secure technologies for the l1oT. Regarding device authentica-
tion, the two most promising non-cryptographic approaches are physical layer-based device ngerprinting,
which includes hardware impairment-based RFFI and channel-based authentication. In detalil,

" RFFI uses unique hardware impairments as the device identi er. Due to the imperfect manufacturing
process, the nominal values of hardware components slightly deviate from their speci cation. These
hardware impairments are unique and stable, which can be exploited as device ngerprints.

Channel-based authentication exploits the channel characteristics through which the signal propagates
to identify the source (or, better, its location) at the receiver, taking advantage of the fact that signals
transmitted by devices at di erent locations travel through di erent channels (i.e., di erent delays and
attenuations for each path). Thus, the propagation environment, rather than the transmitting device
characteristics, and the relative position between transmitter and receiver, guarantee the authenticity
of the transmitter.

5.2 Survey Aims

This survey, whose full version is in [30], complements and extends the published surveys with a comprehen-
sive review of the physical layer-based ngerprinting for wireless security. We review the design principles

of both RFFI and channel-based authentication. We also compare these two approaches and discuss their
integration for more secure authentication mechanisms. Among the most promising and recent advances in
these areas, we mention the availability of new technologies (such as RIS), the use of new transmission bands
that fostered related technologies such as ISAC, the experimentation (thus with higher technology readiness
level) of physical-layer security mechanisms, and the use of maximum likelihood (ML) techniques to secure
transmissions by merging information coming from di erent communication layers. As unique features of
our survey paper, we cover topics from theoretical development to practical implementation and share our
experiences and insights on the design considerations of practical implementation. Thus, while looking at a
speci ¢ domain, it still provides a general framework to discuss solutions across di erent domains.

5.3 Future Directions and Research Gaps

5.3.1 Generative Al Approaches

Generative Al represents transformative Al technologies to create new content, such as GAN and large
language model (LLM). Generative Al has been widely used in securing communication from the physical
layer, but its application in device ngerprinting is relatively limited.

Generative strategies/architectures include autoencoders (AES), variational autoencoder (VAE), di usion
model, etc. They are used to design detectors in the anomaly detection context. They can also be used
to generate the training dataset, e.g, VAE is used to generate satellite data. This may allow a binary
classi cation-based detector to have an initial o ine training with arti cial but realistic data, later re ned
online. In the context of anomaly detection, generative models may be used to generate an arti cial dataset.
Regarding di usion models, it is used for denoising in RFFI.

Recently, LLM have proven their e ectiveness in multiple elds, even in the communication context. Still, no
solution that exploits LLM has been proposed in the device ngerprinting context. Due to their generalization
capabilities and if trained in a multimodal manner, thus taking as input also information concerning, for
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instance, the environment, LLM may be used to generate high- delity arti cial datasets, thus leading to even
more robust detectors.

On the other hand, generative models may be used by the attacker to design e ective attacks. In particular,
an attacker provided with the legitimate detector (or dataset used for training it) may exploit a generative

architecture to generate the attack samples that are most likely to fool the veri ers. Thus, future research
directions should also include these attacks into account.

5.3.2 Emerging Communication Technologies

While the use of device ngerprinting for securing communication technologies such as WiFi is consolidated,
for newer communication technologies, especially in the optical domain, only a few or even no work at
all considers device ngerprinting for securing communication. This is the case for underwater optical
communications, where, to the best of the authors' knowledge, very little research has been done. Thus, a
research direction may involve the translation of the more consolidated solutions and algorithms into these
new technologies.

5.3.3 Interplay between RFFI and Channel-based Authentication

RFFI and channel-based authentication represent two distinct but complementary approaches to wireless
device authentication. RFFI relies on the unique hardware impairments inherent to individual devices,
which are introduced during the component manufacturing process. The RFFI system is implemented at the
receiver side, which is well-suited for scenarios where low-cost, infrastructure-independent security solutions
are required. In contrast, channel-based authentication exploits the unique properties of the wireless channel,
which are in uenced by the surroundings; thus, itis e ective in rich scattering environments, where it is hard
for the attacker to predict, replicate, and compensate for the attack signal to e ectively mimic the legitimate
channel features.

The combination of RFFI and channel-based authentication o ers a promising solution to enhance wireless
security. Hybrid authentication protocols can be designed: RFFI ensures device-level identi cation based on
unigue hardware characteristics, while channel-based authentication validates location or monitors channel
characteristics within a communication session. In this case, attackers would need to simultaneously
replicate both the hardware impairments and the exact channel conditions to bypass the dual-layer protection,
signi cantly increasing the di culty of attacks.
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Chapter 6

Detecting Signal Jammers Using
Spectrograms with Supervised and
Unsupervised Learning

Cellular networks are potential targets of jamming attacks to disrupt wireless communications. Since
the fth generation (5G) of cellular networks enables mission-critical applications, such as autonomous
driving or smart manufacturing, the resulting malfunctions can cause serious damage. In [31], UNIPD
proposes to detect broadband jammers by an online classi cation of spectrograms. These spectrograms are
computed from a stream of in-phase and quadrature (IQ) samples of 5G radio signals. We obtain these signals
experimentally and describe how to design a suitable dataset for training. Based on this data, we compare two
classi cation methods: a supervised learning model built on a basic convolutional neural network (CNN)
and an unsupervised learning model based on a convolutional autoencoder (CAE). After comparing the
structure of these models, their performance is assessed in terms of accuracy and computational complexity.

6.1 Background and Motivation

The advent of fth-generation (5G) technology promises very high data rates, low latency, and the support of
mission-critical applications. However, 5G networks are vulnerable to jamming attacks, which may cause a
denial of service (DoS) of critical applications, with potentially serious consequences on persons and things.
One approach to cope with the threat of jamming is the use of wireless intrusion prevention systems (WIPSs)
that monitor communication by analyzing features such as packet error rate (PER), bit error rate (BER),
and signal-to-interference-plus-noise ratio (SINR). Using such features at a relatively high abstraction level
(i) may be misleading since their high variation is typical in wireless channels and can, thus, only hardly
be attributed to a single cause, and (ii) has been shown to fail at detecting jammers that target essential
5G signaling channels, such as the signal synchronization block (SSB). At a lower abstraction level, we
nd approaches that manipulate the 5G radio signals, e.g., by nulling some subcarriers and comparing the
received power on such subcarriers with a threshold. This not only lowers the data rate of the system but
also requires changes in current cellular network standards and systems. It is also ine cient since a simple
threshold can be easily evaded by an intermittent jammer.

From a methodological perspective, some early machine learning (ML) and deep learning (DL) models have
shown promising results through the direct analysis of received radio signals. E ective features were the
number of transmissions, the clear channel assessments, or the aggregate measurements on the link layer.
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Figure 6.1: FA and MD probabilities as a function of the threstgpfdr the uniform noise generator with
the unsupervised learning approach.

6.2 Proposed Methodology

In [32], we propose a WIPS that obtains features directly from the radio signal at the physical baseband using
ML. Based on received in-phase and quadrature (IQ) samples, a stream of spectrograms is computed, which
is then used by a machine learning model to detect jammed signals. This process can be performed on a
separate system (called watchdog) and requires neither changes to the 5G architecture nor to its signals. The
watchdog can be functionally simple, as measuring received power requires only static parameterization,
without further processing the radio signals, e.g., for equalization or decoding. A spectrogram, or more
precisely, a power spectral density (PSD), can be still obtained from power measurements even when the
received signal power is too low for communication. This allows to detect jamming attacks even at very low
SINR { an important bene t compared to the mentioned approaches based on speci c OFDM signals and to
approaches using link-layer measurements.

6.3 Numerical Results and Analysis

6.3.1 Unsupervised Learning

The training set is composed of samples taken from trusted situations, with cases divided equally between

an empty channel and an ongoing transmission.

From Fig. 6.1, we can see how the model distinguishes perfectly between the jammed and not-jammed cases.
This perfect detection is possible because the reconstruction error of the jammed case is approximately 50
times higher than the reconstruction error of the case without jamming.

Dissemination level: Public Page 47/228



Deliverable D5.2

Figure 6.2: FA and MD probabilities as a function of the threshyp®l»0-1%{with Haxis values normalized
to 1) for the uniform noise generator with the supervised learning approach.

6.3.2 Supervised Learning

The training set was composed of samples, equally distributed between the three cases: jammed, not-
jammed, and empty channel, not-jammed and ongoing transmission. The test set was composed of samples,
distributed in the same way as the training and validation sets.

Comparing the detection rates in Fig. 6.2 to the results obtained in the unsupervised scenario shows that
supervised learning reaches the highest accuracy. This becomes apparent by the absence of misdetection
events and by the large threshold interval without false classi cation. This bene t of supervised learning,
however, comes at a signi cant drawback that training is based on the signals of speci ¢ jamming attacks.
Even slightly changing these signals may allow an attacker to evade detection. Albeit showing slightly
worse performance, the unsupervised learning model is not based on speci ¢ attacks but models not-jammed
signals. A jamming attack is then detected as a signi cant deviation from this trusted state.

6.4 Integration with the Architecture

We have introduced a novel method to detect jamming attacks by examining the spectrogram with an
external jamming-detection device. The detection relies on a machine-learning model that functions as
a one-class classi er implemented via a convolutional auto-encoder. This approach forms part of the
PHY-Attack Identi cation module within the proposed ROBUST-6G architecture, as it analyzes measured

signals|speci cally the spectrogram of the wireless spectrum used by a 6G cell|to pinpoint threats such

as jamming.
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Chapter 7

One-Class Classi cation as GLRT for
Jamming Detection in Private 6G Networks

Mobile networks are vulnerable to jamming attacks that may jeopardize valuable applications such as industry
automation. In [33], UNIPD proposes to analyze radio signals with a dedicated device to detect jamming
attacks. We pursue a learning approach, with the detector being a convolutional neural network (CNN)
implementing a generalized likelihood ratio test (GLRT). To this end, the CNN is trained as a two-class
classi er using two datasets: one of real legitimate signals and another generated arti cially so that the
resulting classi er implements the GLRT. The arti cial dataset is generated mimicking di erent types of
jamming signals. We evaluate the performance of this detector using experimental data obtained from a
private 5G network and several jamming signals, showing the technique's e ectiveness in detecting the
attacks.

7.1 Background and Motivation

6G networks are expected to continue to be pervasive in everyday life scenarios, even more than the previous
generation. Since they also support mission-critical applications such as smart manufacturing or autonomous
driving, they should be adequately protected against security attacks.

Nowadays, wireless intrusion prevention systems (WIPS) monitor the security status of the transmission
channel from the link layer up, aggregating measurements from the di erent communication layers. Several
attackers, however, have learned to hide their malicious behaviors at layer 2 and above. Thus, a recent trend
is to exploit the physical layer to provide security services. Here we leverage the recent work [32] that
introduced deep learning (DL) to detect jamming attacks. Any device that injects noise into the band used
for communication is considered a jammer, aiming at making the service unavailable to cellular devices. In
this context, jamming and anti-jamming strategies have been recently surveyed.

We consider the WIPS as a one-class classi cation problem, also calleshaly detectionNote that the

classi er also needs to detect jamming signals that have never been seen before, and on which it may not
have been trained. Indeed, assuming a speci c attack pattern may even lead to vulnerabilities in the learned
detection model that an informed attacker may exploit. However, this constraint makes the design of anti-
jamming techniques more challenging. A typical solution of such a one-class classi cation problem is the
GLRT, whichis used in various contexts. Still, this solution requires the knowledge of the statistics of received
signals in legitimate conditions, which may be problematic to obtain, due to the di erent characteristics of
the radio propagation environments where the private networks are deployed.
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Figure 7.1: FA (continuous) and MD (dashed) rates achieved by CAE (black) and CNN (greemr) 246
and uniform noise.

7.2 Proposed Methodology

We frame the WIPS as a one-class classi cation problem and tackle it by a GLRT implemented via supervised
learning, in particular a CNN. As proven in [33], under suitable hypotheses, a DL model trained with
supervised learning can indeed learn the GLRT, and thus can be used for one-class classi cation. Thus,
drawing inspiration from [33], the detector builds an arti cial dataset for the jammer with uniform distribution

in the in-phase quadrature (IQ) sample domain and uses it during the training phase of the DL model. The
accuracy of the trained model is evaluated using samples taken from a real-world jammer, thus modeling
the discrepancy between the detector's prior knowledge and the actual attack statistics. The trained model
performance is compared to the solution of [32] that uses CAE, a DL model that implements a full one-class
classi cation problem. The comparison is based on experimental data, where the detector, jammer, and 5G
base station are implemented as software-de ned radios (SDRs).

7.3 Numerical Results and Analysis

We measure performance in terms of false alarm (FA) and misdetection (MD) rates for a variable threshold
of the machine learning output between 0 and 1. To simplify comparison, the thresholds providing MD and
FA rates of 102 are determined for each model. Then, for each pair of MD-FA curves, the distance between
the respective MD and FA thresholds will be measured. The resulting distance value per model can then be
compared among the models for a quick overview.

Fig. 7.1, 7.2, and 7.3 compare FA and MD rates achieved with both models for the three di erent jamming
cases, i.e., uniform, uniform over a frame, and Gaussian jamming.

With uniform noise, the CNN clearly shows a better performance than the CAE.

With frame-like noise the CNN still outperforms CAE. This is indicated by the separation between the FA
and MD curves for the CNN, which ie® substantially wider than the separation e8®with CAE. This is

a performance gain of 43% over the baseline.

With Gaussian noise, the CNN model reaches an even higher performance gain. CAE produces a separation
between the two curves of approximatekz, while the CNN produces a separation of approximatéi$.0

Thus, the CNN with arti cial data outperforms the baseline by 114%.

In addition to== 256 1Q samples per bitmap, models created and tested with larger time windows were also
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Figure 7.2: FA (continuous) and MD (dashed) rates achieved by CAE (black) and CNN (greemr) 246
and uniform noise over a frame.

Figure 7.3: FA (continuous) and MD (dashed) rates achieved by CAE (black) and CNN (green) &6
and Gaussian noise.
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studied. With a window size of = 1024 samples, the separation of the curves improves, compared to CAE,
but the gain is smaller than with= 256. A time window of 2048 samples, on the other hand, signi cantly
improved separation and gain for the case of uniform noise.

7.4 Integration with the Architecture

We have presented a further contribution with respect to our previous contribution of Chapter 6, re ning
the classi er so that it performs a likelihood test, thereby linking it to statistical hypothesis-testing theory.
Although no dedicated demonstration component accompanies this solution, it has been thoroughly validated
through experiments with software-de ned radios on a private 5G testbed created for this purpose.
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Chapter 8

Jamming Detection in Cell-Free MIMO
with Dynamic Graphs

Jamming attacks pose a critical threat to wireless networks, particularly in cell-free massive MIMO systems,
where distributed access points and user equipment (UE) create complex, time-varying topologies. In this
chapter (reported in its full version in Appendix 1), UNIPD proposes a novel jamming detection framework
leveraging dynamic graphs and graph convolution neural networks (GCN) to address this challenge. By
modeling the network as a dynamic graph, we capture evolving communication links and detect jamming
attacks as anomalies in the graph evolution. A GCN-Transformers-based model, trained with supervised
learning, learns graph embeddings to identify malicious interference. Performance evaluation in simulated
scenarios with moving UESs, varying jamming conditions, and channel fadings demonstrates the method's
e ectiveness, which is assessed through accuracy and F1 score metrics, achieving promising results for
e ective jamming detection.

8.1 Background and Motivation

Wireless communication increasingly adopts cell-free architectures to enhance connectivity and spectral
e ciency. Cell-free MIMO relies on access-points (APs) that jointly serve UEs without prede ned cell
boundaries. This paradigm shift introduces new challenges related to network dynamics and security.

As reliance on wireless services continues to grow, security threats have become a major concern. Wireless
networks, due to the shared nature of the radio spectrum, are particularly vulnerable to jamming. In MIMO
wireless networks, traditional jamming detection methods rely on statistical models, which struggle to adapt
to the complexities of dynamic wireless environments. In contrast, DL techniques can be applied using a
data-driven approach. DL approaches, such as CNNs, have been employed to analyze spectrogram images for
jamming detection, outperforming conventional feature-based methods. Furthermore, federated learning has
been investigated for distributed jamming detection in ying ad-hoc networks. However, all these solutions
are agnostic of the network structures and are not suited for cell-free communications where synchronization
is looser. When users are mobile and channel conditions vary, modeling network behavior is crucial.
Dynamic graphso er a powerful representation for the evolving topology of wireless networks, where
nodes correspond to APs and UEs, and edges represent communication links based on signal strength and
interference levels. To process and analyze dynamic graphgydapé-neural-networks (GNNgyovides a

powerful framework. Inspired by CNNs, GNNs are designed to operate on graph structures, enabling tasks
such as node classi cation, link prediction, and other graph-related learning problems.
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Figure 8.1: Accuracy and F1 score gsfor the fading scenario. Training performed with a dataset having
g = 10.

8.2 Proposed Methodology

In this work, whose extended version is in Appendix I, we propose a novel framework to model cell-free
massive MIMO communication, exploiting dynamic graphs to capture the time variability of the commu-
nication scenario. Then, we present a novel approach for jamming detection, leveraging dynamic graphs
and GNN-based architectures. Our approach identi es jamming attacks by learning latent representations of
network states and monitoring deviations from expected patterns. We evaluate the proposed method using
simulations that model mobility, connectivity, and interference scenarios, demonstrating its e ectiveness.

8.3 Numerical Results

Parameterg represents the jammer activation frequency within each temporal sequence, gvhefe
indicates sporadic jamming (active for only 1 out of 10 timestegs),5 represents moderate persistence
(active for 5 out of 10 timesteps), ampd= 10 denotes continuous jamming (active throughout the entire
sequence).

The fading scenario, shown in Fig. 8.1, reveals the specialist's true generalization limitations and more
pronounced performance variations. While maintaining strong overall performance (accuracy range: 67.2%-
83.8%), the model shows increased sensitivity to jammer persistence patterns, however, a comparison has
been done on the same dataset using the known Long Short Term Memory GCN (GCN-LSTM) [34] which
combines the capabilities of LSTMs to extract temporal dependencies with the feature learning power of
the GCN, and as the gure shows, our model performed better in all projected jamming behaviours. The
performance progression frog= 1 (67.2% accuracy) tg = 8 (83.8% accuracy) demonstrates the model's
adaptation to di erenttemporal structures, with optimal detection occurring in the rhythmic jamming domain
(9=6 8).

More results are reported in Appendix I.

8.4 Integration with the Architecture

We have introduced a novel method to detect jamming attacks using graph neural networks in cell-free
massive MIMO networks. We detect the jammer activity by monitoring the connectivity towards the base
stations, represented as nodes of the graph. This approach is part of the PHY-Attack Identi cation module
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within the proposed ROBUST-6G architecture, as it monitors the connectivity towards the 6G base-stations
to detect potential jammers.
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Chapter 9

Image-Based Frequency-Domain Analysis
for Robust DDoS Detection

In the paper [35], EBY gives an overview of a frequency-domain imaging framework that is used for detecting
DDoS attacks inside SDN networks. The main idea is that Packet-In tra ¢ has many hidden patterns when
we look at it in the spectral domain, so the authors transform the temporal signal into two-dimensional images
by using full frequency information, including both magnitude and phase. This imaging approach allows
deep models, especially CNN-based classi ers, to learn tra ¢ behaviors in a more clear way. The study
also reports numerical results, showing that the spectral images help the model separate normal tra ¢ from
di erent DDoS attack types with high accuracy, and that adding the phase information brings noticeable
improvement compared to earlier works.

9.1 Background and Motivation

SDN centralizes the control plane, which concentrates tra ¢ monitoring and decision making in a single
controller. This architectural feature increases vulnerability, since adversaries can overwhelm the controller
with spoofed Packet-In messages. Traditional anomaly detection either relies on simple thresholds or
handcrafted statistical features that often fail when attackers vary tra ¢ shapes or spread attacks across
multiple spoofed addresses. Earlier work attempted to use frequency domain representations, but only used
Fourier magnitude, which removed structural information related to phase alignment. This study is motivated
by the need for a richer spectral representation that can capture small but consistent deviations in malicious
tra ¢ and provide a robust signature for learning based classi cation.

9.2 Proposed Methodology

Figure 9.1: Proposed System.

The proposed detection framework begins by monitoring Packet-In messages received by the SDN controller
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(@) Normal trac (b) TCP-SYN traf-
c

(c) NTPtrac (d) DNStrac

Figure 9.2: Images representing four tra ¢ types: (a) Normal, (b) TCP-SYN, (c) NTP, (d) DNS.

and generating a time series of message counts. As illustrated in Figure 9.1, the system consists of two
primary modules: (i) théStatistic Generation Modujevhich records Packet-In behavior and maintains a
hash table of destination IP occurrences; and (ii) DS Detection Modulewhich processes the time-
series data using frequency-domain transformations. Discrete Fourier transform (DFT) is applied to sliding
windows of the time series to obtain both magnitude and phase representations of frequency components.
Unlike earlier work that used only magnitude values, the proposed method incorporates phase information
to preserve the full spectral structure of the tra c.

To maintain semantic relationships between the complex-valued frequency components, a similarity matrix
is constructed using the Hermitian product, forming a square image whose dimensions correspond to the
window size. After normalization and logarithmic scaling, either the cosine or sine plane of this matrix
serves as the nal image representation. Multiple window sizes can be incorporated to capture both short-
and long-range frequency patterns e ectively. These images encode rich temporal{spectral characteristics,
making them suitable for deep learning classi cation.

9.3 Results

Figure 9.2 demonstrates that each tra c type, including normal tra ¢, TCP-SYN oods, NTP ampli cation,

and DNS re ection attacks, produces distinctive visual patterns. These patterns enable robust discrimination
by a CNN trained on the generated images. The CNN architecture consists of convolutional, pooling,
and fully connected layers, totaling more than 10 million parameters. Using real-world MAWI traces and
emulated DDoS tra c, the proposed system achieves a true positive rate (TPR) of 99.96%, a false positive
rate (FPR) of 0%, and an overall accuracy of 99.98%, signi cantly outperforming earlier magnitude-only
frequency-domain approaches.

The authors acknowledge that the evaluation is performed within an emulated environment and that future
work should consider scaling to broader attack types and real deployment conditions. However, the results
demonstrate strong potential for integrating frequency-phase{based image representations into SDN security
monitoring.
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Contribution to 6G Physical-Layer Security

Although the study is positioned within the SDN domain, its methodology aligns closely with emerging
requirements of 6G PLS. The use of magnitude{phase spectral analysis resembles physical layer anomaly
detection techniques used for identifying jamming, spoo ng, and replay behaviors. Converting spectral
patterns into images enables RF ngerprinting, device authentication, and waveform-level threat classi -
cation, key components of 6G security architectures. The multi-window frequency representation mirrors
how 6G systems will analyze non-stationary spectral behavior, while the modular structure of Figure 9.1
can be mapped directly into O-RAN near-RT RAN intelligent controller (RIC) security agents. Overall, the
approach contributes a reusable methodological foundation for frequency-domain and image-based security
mechanisms in 6G networks.

9.4 Integration with the Architecture

Although the proposed solution focuses on detecting DDoS attacks at the SDN controller, its core method-
ology, which converts time-series behavior into frequency domain images and captures both magnitude and
phase characteristics, is highly relevant to physical layer attack detection (CEBY04). Many physical layer
threats, such as jamming, spoo ng, replay, and abnormal waveform injections, produce distinctive spectral
signatures, irregular phase transitions, and non-stationary frequency patterns that cannot be reliably detected
with simple time domain features. By constructing similarity matrices from the full spectral representation
and training deep models to recognize image based spectral ngerprints, the method resembles how physical
layer security systems analyze RF waveforms to identify malicious transmitters or unusual signal behavior.
This spectral imaging approach naturally extends to 6G physical layer protection since future radios will rely
heavily on detecting subtle changes in frequency domain structure to identify intelligent jammers, RIS enabled
manipulation attempts, and adversarial waveform patterns, thereby making the proposed methodology a
strong foundation for next generation physical layer attack detection.
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Chapter 10

Radio Frequency Fingerprint-Based
Classi cation Performance Analysis with
ML Models in the Presence of Hardware
Impairments

In the paper [36], EBY looks at how well RF ngerprinting can classify di erent devices when realistic
hardware impairments are present, especially in the context of PLS. The idea behind RF ngerprinting

is that every wireless device creates small and unique distortions because of manufacturing di erences,
such as RHI, CFO, and STO. These imperfections act like natural identi ers and can be used to check if

a transmitter is genuine or possibly malicious. In the study, two OFDM-based devices are modeled with

di erentimpairment settings, and their received signals are processed to extract many physical-layer features,
for example spectral atness, skewness, kurtosis, autocorrelation, power spectral density (PSD), L-moments,
mean, and variance. These features are then used to train several ML models that try to separate one device
from the other.

10.1 Background and Motivation

The proliferation of IoT devices in next generation networks demands lightweight authentication methods
that operate without relying entirely on cryptographic exchanges. RF ngerprinting o ers such an approach,
because each device has unique distortions that originate from manufacturing tolerances. These imperfections
remain visible even when attackers transmit identical modulation formats. The study is motivated by the need
to understand how impairment levels, spectral distortions, and temporal irregularities in uence classi cation
accuracy. Prior work did not systematically test multiple models under controlled impairment variations,
nor did it analyze the impact of feature reduction on classi cation performance.

10.2 Proposed Methodology

This study simulates two OFDM based devices with di erent levels of residual transmit and receive im-
pairments, including carrier frequency o set, symbol timing o set, and nonlinear transmitter distortions.
Signals pass through Rayleigh fading channels with additive noise. Therefore, the signal model incorporates
fading, additive Gaussian noise, CFO, STO, and RHI e ects, enabling a realistic analysis of how impairments
shape RF ngerprints. From the received signals, the authors extract multiple feature groups: PSD features

Dissemination level: Public Page 59/228



Deliverable D5.2
describing power distribution across frequency; spectral descriptors such as spectral atness and bandwidth;
statistical moments of the 1/Q components; L-moments capturing distributional shape; autocorrelation-based
parameters; amplitude{phase statistics; and a decision-boundary feature representing variance di erences.
These diverse feature sets are used to train ML models including logistic regression, naive Bayes, support
vector machine (SVM), XGBoost, lightGBM, catBoost, and random forest. The dataset is split into an 80%
training set and a 20% test set, and performance is evaluated in terms of accuracy, precision, recall, and
F1-score.

10.3 Results

The results show that CatBoost consistently achieves the best classi cation performance, giving the highest
accuracy and F1-score among all tested models. Logistic Regression also performs wellin terms of precision,
while naive Bayes remains weaker across several metrics. These di erences can be clearly seen in Figure
10.1, where CatBoost provides the most stable and highest overall scores when all features are used.

Figure 10.1: Performance score analysis of classi cation with all features.

To reduce computational load, the study applies recursive feature elimination (RFE) so that the models are
trained with fewer but more important features. As shown in Figure 10.2, the performance after RFE remains
almost the same, and CatBoost again provides the strongest accuracy and F1-score. This shows that the
system can operate in a more lightweight way without losing classi cation quality.

Overall, the study demonstrates that hardware impairments generate measurable and discriminative RF n-
gerprints, and that ML-based classi cation stays robust even under noise, fading, and impairment variations.
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Figure 10.2: Performance score analysis of classi cation using selected features based on RFE.

The results also show that CatBoost is especially suitable for this task, both with full feature sets and with
reduced ones after RFE.

Contribution to 6G Physical-Layer Security

The methodology directly contributes to future 6G physical-layer security by demonstrating how impairment-
induced spectral and statistical signatures can be used for device authentication, rogue transmitter detection,
and waveform-level trust mechanisms. As 6G moves toward zero-trust radio access, O-RAN security agents,
and large-scale loT deployments, the ability to classify devices using inherent RF ngerprints becomes
essential. The ndings show that even under fading and hardware distortions, RF ngerprint features remain
stable and discriminative, enabling lightweight, real-time physical layer defenses. The feature groups used
in this study, such as PSD variations, L-moments, skewness/kurtosis, and amplitude{phase statistics, closely
align with signal-level intelligence envisioned for 6G networks, making the approach a strong candidate for
scalable and secure 6G PLS frameworks.

10.4 Integration with the Architecture

This study is directly relevant to attack detection (CEBY04) because RF ngerprinting provides a powerful
way to identify unauthorized or spoofed transmitters by exploiting natural hardware imperfections that cannot
be easily imitated or cloned by an attacker. By analyzing how residual impairments, carrier frequency o set,
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timing o set, and statistical irregularities appear in spectral and temporal features, the method allows ML
models to distinguish legitimate devices from impersonators even when an adversary uses the same protocol,
modulation, or transmission pattern. Since many physical layer attacks rely on transmitting forged signals that
appear legitimate in the time domain, device speci ¢ hardware impairments become a reliable discriminator
that reveals subtle inconsistencies in the attacker's waveform. The study shows that even under noise,
fading, and varying impairment levels, these hardware induced signatures remain stable enough to support
accurate classi cation, which directly translates to detecting rogue IoT nodes, cloned device identities, and
sophisticated physical layer level spoo ng attempts. This makes the proposed RF ngerprinting approach
a highly relevant and practical foundation for next generation attack detection in future wireless and 6G
environments.
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Chapter 11

Secret Key Generation with Attestation and
Physical Layer Fingerprinting

SKG is essential in wireless systems where links change quickly, and devices operate without xed infras-
tructure. Existing methods either rely purely on cryptographic exchange (e.g., ECDH) or use physical-layer
reciprocity, but neither veri es whether the participating devices are in a trusted software state. This leaves
key establishment exposed to impersonation, software compromise, and channel manipulation. CHA in this
work de nes an Attested Secret-Key Generation (A-SKG) protocol that addresses these gaps. The protocol
combines authenticated ECDH, certi cate-based identity checks, and signed integrity measurements with
physical-layer features (such as AoA, angle-of-departure (AoD), path loss). The nal key is derived from
both the DH secret and reconciled locally measured channel features, ensuring that only devices in a veri ed
state and physically present on the link can derive it. The result is a minimal protocol that provides: (i)
identity binding, (ii) integrity-veri ed participation, (iii) resistance to replay attacks, and (iv) channel-tied
key derivation without transmitting raw measurements. This work speci es the system model, adversary
model, and protocol functions used in the nal A-SKG design.

11.1 Background and Motivation

SKG from physical-layer measurements is increasingly required in wireless systems where keys must re ect
both device identity and channel conditions. Classical SKG mechanisms provide channel reciprocity but lack
two properties needed in security-critical 10T deployments: (i) assurance that devices are running veri ed
software, and (ii) cryptographic binding between physical-layer entropy and the authenticated key-exchange
state.

Remote attestation protocols such as PROVE [37], SHeLA [38], SARA [39], and PADS [40] provide
software-integrity evidence but operate independently of SKG and do not incorporate channel-speci c
entropy. Conversely, SKG protocols treat devices as inherently trustworthy and ignore adversaries capable
of software compromise, key substitution, or replay. This separation leaves a gap: keys may be derived
from valid channel measurements, but by an untrusted or compromised device. This work closes that gap
by combining attestation with SKG in a single protocol run. We extend a standard attested key-exchange
work ow with physical-layer features (AoA, AoD, and path loss) produced in section 2.2. Both parties derive
the session key as:

askc = HKDFi(py k pL-salt=#4 k# o ktranscripthasi

The designed protocol ensures that no physical-layer data is exchanged; each device derives its own measure-
ments locally and incorporates them into its key-generation state. The protocol provides (i) veri ed device
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identity through certi cate checks, (ii) integrity evidence via signed con guration hashes, (iii) freshness
through nonces and transcript hashing, and (iv) a session key that is tied to link-speci ¢ physical-layer char-
acteristics. Key con rmation is enforced through AEAD. By coupling attestation with SKG, the protocol
reduces the time-of-check-to-time-of-use gap [41]: the device that proves its software integrity is the same
device that derives the session key, and the derivation is bound to both its attested state and the handshake
transcript. Only devices that are authenticated, veri ed, and physically present on the link can compute the
nal key.

11.2 State of the Art

11.2.1 Remote Attestation for loT

Remote attestation veri es the integrity of software running on untrusted devices. Traditional attestation
follows a challenge-response pattern where a trusted Veri er sends a nonce to an untrusted Prover, which
computes a measurement (hash) of its rmware and returns a signed or MAC'd response.

Software-based attestation relies on timing constraints to detect compromised code, but requires strict network
assumptions unsuitable for wireless |IoT. Hardware-based attestation uses Trusted Execution Environment
(TEE)s like ARM TrustZone [42] or TPM [43], providing stronger security at a higher cost. Hybrid attestation
schemes like SMART [44], TrustLite [45], and TyTAN [46] use minimal hardware (e.g., Read-Only Memory
(ROM) and Memory Protection Units (MPU)) to protect attestation code while remaining cost-e ective.

11.2.2 Collective Attestation Protocols

SEDA [47] performs attestation over spanning tree topologies, with each device attesting its children and
aggregating results upward. SEDA requires network stability and full connectivity during attestation.
LISA [48] improves SEDA by supporting asynchronous attestation propagation without strict parent-child
relationships. PADS [40] addresses highly dynamic topologies by using consensus algorithms rather than
spanning trees. Speci cally, devices self-attest at random intervals and broadcast results to neighbors,
eventually converging to network-wide knowledge. SARA [39] attests distributed 0T services using publish-
subscribe communication with vector clocks to track causality among asynchronously interacting services.

11.2.3 Physical Layer Secret Key Generation

Physical-layer SKG leverages the inherent randomness and reciprocity of wireless communication channels
to enable two legitimate devices to extract shared cryptographic keys directly from the radio environment.
To analyze the achievable secret key rate (SKR) under practical impairments, such as channel estimation
and quantization errors, a mutual information neural estimator (MINE) [49] is employed in [50]. In [51],
the authors propose a mutual information-driven autoencoder (MIAE) that learns reciprocal channel features
while directly optimizing the SKR through end-to-end training. Alternatively, [52] introduces an approach
that uses a prede ned key and exploits obfuscation matrices with CSI as the carrier to aid secure key
transmission.

11.2.4 Research Gap

Existing attestation protocols assume pre-established keys or computationally expensive per-device public-
key operations [53,54]. SKG protocols focus on key generation without addressing device integrity. To the
best of our knowledge, no prior work integrates remote attestation with physical-layer key generation in a
single protocol that jointly veri es device identity, software state, and physical proximity. Recent data-driven
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methods for extracting channel features have improved SKG robustness, but they operate independently of
attestation and do not provide end-to-end trust guarantees.

11.3 Proposed Methodology

11.3.1 System Model

We consider a wireless setting where a resource-constrained device (i.e., node N) establishes a secure session
with an AP. Both entities hold long-term credentials issued by a trusted Certi cate Authority (CA), and

no pre-shared secrets are assumed. Trust is established through certi cate veri cation and a cryptographic
handshake.

A key requirement of this setting is that session establishment must include integrity evidence. The node and
the access point must each supply a veri able measurement of their current software state before a session
key is derived. In addition, the nal key must depend on both the exchanged cryptographic material and the
wireless channel, ensuring that only devices at the same physical location can compute it.

The system model, therefore, consists of three components: the node and access point as communicating
devices, and the certi cate authority as the identity root. Each entity operates within a de ned trust boundary
that governs how identity, integrity, and channel information contribute to the resulting secure session.

Entities Node (N).A resource-constrained wireless device requiring authenticated network access. Nodes
are provisioned with long-term cryptographic credentials, hardware-speci c identi ers, and trusted execution
capabilities for attestation and key derivation operations.

AP. Infrastructure device providing wireless connectivity and authentication services. APs maintain long-
term credentials, hardware identi ers, and trusted execution environments for protocol operations. APs also
maintain connectivity to backend services for policy enforcement and audit logging.

CA. Trusted entity responsible for issuing and managing device certi cates that bind public keys.

11.3.2 Communication Model

The model consists of two legitimate entities, Alice and Bob (for convenience, we refer to the node and AP
as Alice and Bob in the SKG communication model), operating in time division duplex (TDD) mode and
aiming to establish secure communication. The objective is to generate shared secret keys by leveraging the
reciprocity of the wireless channel. We assume the presence of a passive eavesdropper, Eve, who remains
silent and is located more than half a wavelength away from both legitimate nodes. Under this assumption,
the wireless channels from Alice and Bob to Eve are considered uncorrelated with the legitimate reciprocal
channel, ensuring that Eve gains negligible information from the exchanged signals. The overall SKG
pipeline includes channel probing, feature extraction, quantization, information reconciliation, and privacy
ampli cation.

11.3.3 Trusted Execution Environment

Both Node and AP include a TEE providing isolation and attestation capabilities. The TEE maintains:
1. Isolated memory and code execution context protected from application software and device drivers.
2. Secure key storage with hardware-enforced access controls preventing unauthorized extraction.

3. Monotonic counter or secure clock for freshness veri cation and replay prevention.
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4. Attestation code stored in read-only memory, protected from rmware modi cation attacks.

5. Key zeroization routines that securely erase ephemeral material immediately after use.

11.3.4 Protocol Overview

The protocol establishes a session key between a Node and an Access Point through three concrete operations:
authenticated key agreement, integrity veri cation, and physical-layer binding. These operations occur in
two phases.

Phase 1 (Functions 1{3performs mutual authentication and integrity assessment. Node and AP exchange
certi cates and validate identities against the trusted CA. Both parties run ECDH to derive a shared secret

( and bind the ephemeral key exchange to long-term identities through digital signatures. K@nces

and# o provide freshness. Each device computes and signs a golden hash of its current rmware and
con guration state. Signature veri cation con rms that both parties hold valid certi cates and that no
device has been compromised. This phase establishes an authenticated AEAD chafonedubsequent
communication.

Phase 2 (Functions 4{5)erives the nal session key using physical-layer features. Each device obtains

its locally measured channel characteristics, such as angles, path loss, from the section 2.2 system. These
measurements are quantized and locally processed without transmission. Both parties derive the session key:

A-skg = HKDF 1( k p-salt=#4 k# o ktranscripthasi

11.3.5 Adversary Model

We assume a powerful adversary controlling the entire wireless network and capable of interacting arbitrarily
with all protocol messages. The attacker can delay, drop, reorder, inject, replay, and modify packets. The
attacker may compromise device software but cannot break trusted hardware, extract keys from secure
storage, or modify ROM or TEE code. In line with the state-of-the-art swarm attestation protocols [53, 54]
we assume the following adversarial capabilities:

Software Compromise (Adww).The adversary gains full control over non-TEE software on a device.
This includes modifying application code, altering con guration, and accessing all non-protected memory.
However, Ady cannot:

1. Access private signing keys stored in secure storage
2. Modify ROM-resident reference values
3. Tamper with TEE-executed attestation routines

4. Forge signatures without the corresponding private key

Ephemeral-Covering Malware (Advysw). The adversary may restore the system to a clean state before
attestation executes to hide prior modi cations. Agw cannot forge nonce-bound attestation outputs or
reconstruct valid measurement signatures. This adversary is standard in RA literature to capture self-erasing
malware behavior.

Passive Physical-Layer Observer (Adwy;). The adversary can observe all wireless transmissions but
cannot infer local channel measurements that are not transmitted (AoA, AoD, path loss). AdvPNI cannot
force two honest devices to observe matching physical-layer features without physically occupying the link.
AEAD prevents the extraction of any attestation or key-agreement material from observed ciphertext.
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Physical Invasive Attacker (Advp)). The attacker obtains direct physical access to hardware, including
bus probing or TEE key extraction. Such attacks are out of scope unless devices deploy tamper-resistant
hardware.

11.3.6 Out-of-Scope Threats

We exclude: (i) compromise of the Certi cate Authority or measurement subsystem, (ii) full network-wide
denial-of-service attacks, (iii) attacks requiring quantum computational capabilities, and (iv) undetectable
supply-chain compromise.

11.4 Protocol Description

We denote protocol participants, cryptographic values, physical-layer measurements, and protocol state using
the following notation, organized by functional category.

11.4.1 Notation

Entities
# Node
% Access Point

Long-Term Credentials

1%A8E %D Long-term key pair for entity
4AC Certi cate containing®D1 signed by CA
%D1 CA public key (trusted, provisioned at manufactur-
ing)
Ephemeral Keys
1%A8E —-%D1 ° Ephemeral key pair for entity
( Shared ECDH secret

Handshake AEAD key derived frof

A-SKG Final session key

Freshness Values

#y Node nonce (256 bits, fresh per session)

# o AP nonce (256 bits, fresh per session)

Physical-Layer Measurements

# Node's channel state information from T5.1
% AP's channel state information from T5.1
+4 Node's extracted physical-layer feature vector
+ o AP's extracted physical-layer feature vector
# Node's commitment tery: 4 = 44 k#4 k
# 9, °
% AP's commitment tor o, : o, = 1+, kK#z k
# 9, °
PL Quantized physical-layer feature vector

=f>->-%! g

Protocol State

transcripthash Cumulative hash of all protocol messages to current
point
# Golden hash: 4 = 1, # ks k
congy°®
% Golden hash: % = 1, % K, o k
cong o °
Timestamp Monotonic counter or secure clock value for tempo-
ral ordering
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11.4.2 Function 1: Initial Connection Request

Function 1 establishes the initial communication context by exchanging identities and fresh nonces. This step
provides unilateral AP authentication through certi cate disclosure and ensures freshness for all subsequent
protocol messages. The nonces and initial transcript hash serve as binding values for later DH parameters,
attestation evidence, and physical-layer measurements, anchoring them to a single protocol instance.
Protocol Steps

1. Node! AP: Initial Nonce and Identity
H#au randoni256 bit®
"=t w-#d
Node send$ 1 to AP.
2. AP! Node: AP Identity, Certi cate, and Fresh Nonce

# o random256 bit$
o= o —Ho— 4AG, ¢
AP sends' , to Node.

3. Both Parties: Transcript Initialization

transcripthash 1 k" o°

Security Properties

~ Freshness. Random nonce#; and# ¢, ensure each protocol instance is unique and resistant to
replay attacks across sessions.

" Early AP Authentication. The AP provides4AGCy, in" », enabling the Node to validate AP identity
before committing computational resources to key agreement operations.

~ Transcript Binding. The initial transcript hash provides a cryptographic commitment to protocol
messages. All subsequent messages extend this hash, preventing message interleaving or replay across
di erent sessions.

11.4.3 Function 2: Certi cate Exchange and Di e{Hellman Establishment

Function 2 performs authenticated key agreement: each device veri es the peer's certi cate, exchanges
ephemeral DH public keys, and derives a handshake encryption key. Identity, nonces, and DH parameters
are cryptographically bound into the transcript.

Protocol Steps

1. Node! AP: Certi cate and Ephemeral DH Public Key

(a) Verify 4ACy, from" , against%D1 . Abort on veri cation failure.
(b) Generate ephemeral key paifoA8Ey —%D1ly °  KeyGergcpyt®
(c) Construct:" 3=f 4AG-%D1s ¢
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(d) Send" 3to AP.

2. AP! Node: Ephemeral DH Public Key

(a) Verify 4AG: from" 3 against%D1 . Abort on veri cation failure.

(b) Generate ephemeral key paifoA8E ¢ —%D1 o °©  KeyGemcpy'®
(c) Construct:" 4=1%D1_¢ ¢

(d) Send' 4to Node.

3. Both Parties: ECDH and Handshake Key Derivation

(a) Compute shared secret:

(= ECDH%ABE |oca— %D1 remote

(b) Construct DH-binding payload and sign:
tosign=1%D1 » k%D1 o k 4 k o kK#z K# ¢°
(86 _. = Signyaget 'tosigrf©
(c) Derive handshake AEAD key:
=HKDF1( —salt=#4 k# o, —info= 1" 1 k" k" 3k" 4%
(d) Exchange AEAD-encrypted DH signatures:
" 5 = AEAD AAD: 1" 1k k" 4°—plaintext : (86 _g

"e=AEAD AAD: ' Kk k" 4°—plaintext : (86 _ o

(e) Verify received signatures. Abort on veri cation failure.
(f) Update transcript: transcrigtash Ltranscripthashk " 3 k" 4 k" s k" g°

Security Properties

DH Binding to Identity. DH public keys are signed together with long-term identities and fresh
nonces, preventing key substitution.

Handshake Con dentiality. Signatures are encrypted under derived from the shared secret,
preventing eavesdroppers from observing DH bindings.

Early Veri cation. Signature veri cation failures trigger immediate abort before further computation,
preventing DH mismatch attacks.

Transcript Integrity. All messages are incorporated into the transcript hash, ensuring that modi ca-
tion of any message invalidates all downstream cryptographic operations.
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11.4.4 Function 3: Integrity Evidence Exchange

Function 3 provides mutual software-integrity validation. Each device measures its rmware and con gu-
ration, signs the result under nonce and transcript context, and transmits the attestation evidence under the
handshake AEAD key.

Protocol Steps

1. Node! AP: Con guration Hash and Attestation Signature
(a) Compute con guration hash:
g: 1, # kcongy k, #°
(b) Construct attestation signature binding to nonce and transcript:

(86 , =Signuage ' 3 k#4 k# o ktranscripthasi®

(c) Send:
" 7=AEAD  AAD : transcripthashk-plaintext :* 2— (86,°

2. AP ! Node: Con guration Hash and Attestation Signature

(a) Decrypt and verify 7: 1 2—(86# ° AEAD '1" ;0 Aborton veri cation failure.

(b) Compare 2 against stored golden hash x. Abort on mismatch (device not in expected
state).
(c) Compute own con guration hash:
% = 1. % kcong, k, % °
(d) Construct attestation signature:

(86 ,, =Signagz ' % K#4 k# o ktranscripthasi

(e) Send:
" §=AEAD  AAD : transcripthash-plaintext :* 9, — (86 ,, °

3. Node: Veri cation

(a) Decrypt and verify’ g. Abort on failure.
(b) Update transcript: transcripiash Ltranscripthashk " 7 k" g°

Security Properties

" Nonce-Bound Attestation. Attestation signatures include fresh nonces from the current session,
preventing replay of measurements from prior sessions.

"~ TOCTTOU Prevention. Advysw cannot restore rmware after attestation because the signature
includes a transcript hash computed at attestation time; retroactively forging a valid signature requires
the private key.

~ Authenticated Evidence. Digital signatures prevent forgery of integrity measurements. Only the
device holding the private key can produce a valid attestation.

"~ Policy Integration. Golden-hash comparison is performed locally; protocol does not mandate policy.
Backend services enforce trust decisions based on comparison results.
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11.4.5 Function 4: Attestation Token Generation

Function 4 generates signed attestation tokens binding device identity, integrity state, and physical-layer
commitments. Tokens provide non-repudiable evidence for post-protocol audit.
Protocol Steps

1. Node! AP

(a) Fetch physical-layer featuresy =f >—- >-%! g5
(b) Extract and quantize:y = ExtractFeaturés z °
(c) Committo features: 4 = 144 K#4 K# ¢, °
(d) Constructtokengs =1 4— 14AG°- {— 4 -Timestamp
(e) Sign:(86y, = Signy,age® g °°
(f) Send:" 9= AEAD g:—(8@,°
2. AP! Node
(a) Verify " 9. Abort on failure.
(b) Fetch and process own featuresy, =f > - > —-%! ¢ s
(c) Extract, quantize, and commitio, — o
(d) Constructtokengo, =1  o,— 1 4ACy, °— 9)/0— % —Timestamp
(e) Sign:(869% = Sigﬂ%Ag@ 1 19%00
(f) Send:" 10=AEAD 9o —(8G,,°
3. Node

(a) Verify " 1o0. Abort on failure.
(b) Update transcript: transcripiash Ltranscripthashk " g k" 10°

Security Properties

" Feature Privacy. Measurements never transmitted; only commitments exchanged.
" Measurement Binding. Commitments bind devices to local features, preventing adaptive attacks.
" Non-Repudiation. Signed tokens provide audit evidence tied to device keys.

" Session Isolation.Tokens include timestamp and transcript hash, unique per session.

11.4.6 Function 5: Secret Key Derivation and Con rmation

Function 5 derives the nal session key from the DH shared secret and physical-layer measurements.
Information reconciliation ensures identical key derivation. Bidirectional key con rmation veri es successful
synchronization.

Protocol Steps

1. Node: Prepare Reconciliation

(a) Quantize measurements: hits Quantizé 4 °
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(b) Generate helper datasketchparity’ = Cascade.Gélbitsy ©
(c) Send:" 15 = AEAD sketchyparity®

2. AP: Reconcile and Derive Key

(a) Quantize own measurements: hitss Quantizé o, °©

(b) Reconcile: bit$= Cascade.Rébits ¢, —sketchparity?

(c) Abort if reconciliation fails (spatial mismatch).

(d) Derive key: a-skc = HKDF2( k bits-salt= #4 k# o, k transcripthasi
(e) Send con rmation” 1 = AEAD ,*\AP-conrm"°

3. Node: Derive and Con rm

(a) Derive key: a-skec = HKDF( k bitsy —salt=#4 k# o ktranscripthasi®
(b) Verify " 12. Abort on failure.

(c) Send con rmation:" 13 = AEAD \Node-con rm"°

A-SKG

4. AP: Verify and Zeroize

(a) Verify " 13. Abort on failure.
(b) Zeroize: Zeroiz€A8E —( — -bitsy —bits o, —sketchparity®
(c) Update transcript: transcriptash Ltranscripthashk " 13 k" 12 k" 1°

Security Properties

~ Mutual Con rmation. Bidirectional key con rmation ensures both parties derive identical keys.

" Forward Secrecy. Keys depend on ephemeral DH, not long-term credentials.

" Ephemeral SecrecyAll temporary material is zeroized immediately after key derivation.

11.5 Numerical Results and Analysis

11.5.1 Proof-of-Concept Implementation

The goal of the hardware PoC is to implement the Attested A-SKG protocol described in this chapter on real
hardware and measure its execution time on both ends of the link. The PoC focuses on:

1. Implementing the full attested key-exchange path (Functions 1{3 and key derivation without real

physical-layer entropy).

2. Measuring per-step and end-to-end latency on a constrained device and a less constrained host.
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Figure 11.1: Runtime for A-SKG generation for the Node and the Access Point.
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Hardware and Software Setup

Access Point AP.The AP role is implemented on a Raspberry Pi 5 with 8 GB RAM, running a standard
Linux distribution. All timing data reported for the AP side is collected on this device.

Node N.The node role is implemented as a separate process running on a local workstation (non-measured
side). For this PoC, end-to-end timing on the node is measured separately from the AP runs, but both devices
execute the same protocol logic for their respective roles.

Results. As shown in Figure 11.1, without network delays, the time from the initial handshake to completion

of the A-SKG procedure is, on average, 24.56 ms for the Node and 24.86 ms for the AP. The median
execution times across 10 runs are 20.70 ms and 18.91 ms, respectively. Within this total duration, the
SKG generation phase itself contributes only a very small portion of the cost: on average,?1o08the

Node and 31.51us for the AP, with corresponding median values of 21u8%nd 23.921s. These results
indicate that the cryptographic and attestation operations dominate runtime, while the SKG component adds
negligible latency.

11.5.2 Security Analysis

Our protocol is designed to provide mutual authentication, software-integrity veri cation, and channel-
dependent key generation in the presence of a strong network adversary. The analysis below follows the
adversary model de ned in 11.3.5.

11.5.3 Authentication and MITM Resistance

Mutual authentication is achieved through the certi cate validation and sighed DH bindings in Function 2.
Each party signs ahash 8%D1 5 k%D1_ o k 4 k w K#yx K# o °with its long-term key.

An active adversary attempting MITM must either (i) forge a valid signature utd2g or %D, , or (ii)

obtain a CA-signed certi cate for a dishonest key. Both contradict the EUF-CMA security of the signature
scheme and the trust in the CA. Since the DH public keys are included in the signed data, key-substitution
attacks are also prevented.

11.5.4 Integrity Veri cation and TOCTTOU

Integrity evidence in Function 3 is computed inside the TEE 8s= 1, .k, . k2>=588 and
compared against a golden hash. Attestation signatures incfitlegether witht# 4 — #o, —transcripthasi.

A software adversary changing rmware must either produce a collision in the hash (against collision
resistance) or forge a valid signature on an inconsistent tuple. An ephemeral-covering adversggwjAdv
cannot roll back to a clean state after using malicious code and still generate a nonce- and transcript-bound
attestation matching a previous con guration. This reduces TOCTTOU attacks where the measured state
di ers from the state used during key establishment.

11.5.5 Key Secrecy and Forward Secrecy
The session key is derived as

a-skg = HKDF ( k p—salt=#4 k# o ktranscripthashe

Under the Di e{Hellman assumption,( is pseudorandom given the public DH values;, is never
transmitted and remains unknown to the network adversary. Modeling HKDF as a RRkg is com-
putationally indistinguishable from random for an adversary who does not knowor p;. Since(
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is computed from ephemeral keys and these keys are zeroized after use, compromise of long-term signing
keys does not reveal past session keys (forward secrecy). AEAD protects all encrypted messages; observing
ciphertext does not leak information about. skg beyond what is implied by the security of the primitives.

11.5.6 Replay, Transcript Manipulation, and Channel Binding

Fresh nonces# » —#4, © are generated per session and incorporated, together with all messages, in the
cumulative transcriphash. Any replay or reordering 8f1{" g changes the transcript context and causes
veri cation failure of subsequent signatures or AEAD tags. This prevents replay of old runs and interleaving
of transcripts across sessions.
Channel binding is achieved by including, in the key derivation while never transmitting raw physical-layer
measurements. A passive observer (Agylearns neither pi nor ( and therefore cannot reconstruct
Askc- An o -path attacker at a di erent location cannot force two honest devices to obtain consistent
Ao0A/AoD/PL values with non-negligible probability; any mismatch leads to divergent keys and failure in
the AEAD-based key-con rmation step. Thus, only devices that are mutually authenticated, in a veri ed
software state, and physically present on the same link can successfully derive and con rm the session key.
Unlike conventional authenticated key-establishment protocols, our protocol incorporates software-integrity
evidence into the key-derivation phase. This ensures that only devices in a veri ed state participate in the
exchange of ephemeral Di e{Hellman values and subsequent key computation. Incorporation of physical-
layer features provides an additional binding to the wireless link, giving the resulting key a dependence
on channel conditions rather than solely on algorithmic secrets. Ephemeral DH keys and the erasure of
temporary material support forward secrecy in line with standard attestation practices.
Limitations. The protocol relies on elliptic-curve Di e{Hellman and therefore does not o er post-quantum
security; replacing this step with a lattice-based KEM would address this limitation. The approach assumes
trustworthy and stable physical-layer measurements from the 2.2, which may not hold under strong radio-
frequency interference or adversarial manipulation of the environment. Finally, high mobility or severe
channel variability may reduce measurement correlation and impact key reconciliation reliability.

11.6 Conclusion

This work presented a point-to-point A-SKG protocol that combines authenticated key exchange, software-
integrity veri cation, and channel-dependent key derivation for wireless loT settings. Physical-layer features
2.2 are incorporated directly into the key-derivation phase, removing the need for separate pilot-exchange
steps and keeping the protocol compact. The system model and adversary assumptions follow established
remote-attestation practice, and the protocol functions re ect the standard structure used in prior work:
freshness and identity establishment, authenticated Di e{Hellman exchange, integrity measurement, and
session-key derivation. The nal key is derived from both the ephemeral DH secret and locally observed
physical-layer features, ensuring that only devices in a veri ed state and sharing the same wireless link
complete the protocol. The security analysis shows that the protocol provides authentication, integrity
validation, replay protection, and channel binding under the stated assumptions.

11.7 Integration with the Architecture.

We developed an A-SKG mechanism that binds physical-layer properties of the devices to the established
session key. This approach ensures that only authenticated and integrity-veri ed devices that share the
same physical channel can derive the key, thereby simultaneously establishing trust and enabling secure
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communication. Within the ROBUST-6G architecture, this functionality maps to the Physical-Layer Trust-
worthiness and Analysis module, as it leverages channel characteristics to strengthen device authentication
and session-key derivation.
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Chapter 12

Fast and Robust Secret Key Generation

This chapter presents our contributions to the design of fast key agreement protocols, suitable for delay-
constrained and real-time applications, and providing measurable security guarantees.

12.1 Background and Motivation

Across the three papers [5{7], we generated research outputs on wireless SKG, moving from low TRL
works on the communication-theoretic modeling of LoS multipath channels, to a comprehensive study of
SKG design parameters under worst-case eavesdropping attacks, and, nally to a context-aware, real-time
SKG demonstrator on software-de ned radios (SDRs). In these works, we delivered fast and lightweight,
guantum-resilient SKG, with applications to 6G and loT settings, well suited for low-end devices. We
placed a strong emphasis on ensuring rigorous security guarantees (via conditional mutual information
and conditional min-entropy estimators) and on the practical feasibility and real-time operation employing
experimental measurement campaigns and demonstrators.
The SKG protocol followed the standard phases of i) randomness distillation and quantization, ii) reconcil-
iation, and iii) privacy ampli cation. As shown in Fig. 12.1 we considered two legitimate users, referred
to as Alice and Bob, exchanging complex pilots in a time division duplex (TDD) mode, while a passive
eavesdropper, referred to as Eve, intercepted all exchanged messages. We explicitly accounted for depen-
dencies in the legitimate and adversarial wireless links, moving beyond the idealized assumption of spatial
decorrelation at distances of half-wavelength (using Jakes model). The key jlepgts upper bounded by
the conditional min-entropgy

iKj 1ir jr —s °— (12.1)

wherer.—<2 f — — gdenoted the reconciliation input vectors at Alice, Bob and Eve, respectively. Key
contributions of these works included:

~ In [5] it was shown that LoS multipath channels can support non-trivial SKG rates when bandwidth
(BW), delay spread (DS) and multipath resolvability are properly accounted for.

" In [6], a comprehensive design analysis was provided in realistic LoS / NLoS and dynamic / static
settings, under \on-the-shoulder eavesdropping atta¢ksivesdropper in very close proximity to one
of the legitimate nodes). We analyzed how choices in sampling, quantization and code rate traded o

Iwhile in pseudorandom number generators the min-entropy is used to evaluate randomness of generated sequences, in SKG we
need to account for Eve's observations over the wireless links through the conditional min entropy.

2The term \on-the-shoulder-attack” was rst coined in [55] to describe eavesdropping attacks at distances of a few wavelengths
from a legitimate node, as a worst case scenario.
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Figure 12.1: SKG protocol

with leakage and impacted the achievable key rat¥e.reached reconciliation rates aboved9%,
which exceeds the WP5 stated KPI 090%. Furthermoreye developed a ML based estimator of
conditional min entropy with inference times less than0«2 msec

" In [7], we participated with algorithmic contributions inr@al-time (run-time Y 1 msec), context-
aware SKG demonstrator, aligned with the WP5 stated KPI of authentication and key agreement
(AKA) of 5 msec. the demonstrator won the best demonstrator award in IEEE CNCS 2025, further
showcasing the impact of ROBUST-6G outputs.

Across all works, we kept an information-theoretic perspective on security while addressing real-world
constraints such as limited complexity, static channels, and on-the-shoulder eavesdroppers. The demonstrator
served as PoC for SKG under rigorous leakage guarantees and context-awareness; context-aware fast and
robust SKG is not just a theoretical possibility, but a feasible, alternative for key generation and distribution

in future 6G and loT deployments.

12.2 Secret Key Generation Rates in LoS Multipath Channels
12.2.1 Proposed Methodology

In[5], we studied the feasibility of SKG when the received signal strength (RSS) is used as the source of shared
randomness over a frequency-selective LoS multipath channel in the presence of a passive eavesdropper (this
paper extends earlier results for the NLoS case). To this end, we derived the distribution of the received power
under LoS Rician fading as a mixture pf and distributions, distinguishing the case where multi-path
components (MPCs) fell into the same delay bin versus di erent bins. In particular, we showed that when

all MPCs collapsed into the same delay bin (narrowband channel), the RSS variance increased, leading to an
increase in mutual information (MI); alternatively, when MPCs were resolved into distinct bins (wideband
channel), the RSS variance and Ml decreased.
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Figure 12.2: Ml vs SNR and and vs Rician factor K.

12.2.2 Numerical Results and Analysis

Using 3GPP TDL-E channel models, we numerically estimated MI via a machine-learning-based estimator
and studied its dependence on bandwidth (BW), delay spread (DS), Riefactor, and SNR. Numerical
results are shown in Fig. 12.2. For xedand DS, increasing BW generally reduced MI, as MPCs become
more resolvable and RSS uctuations per bin decrease. On one hand, for xed BW, increasing DS similarly
reduced MI by spreading power over more resolvable taps. On the other hand, the Rfaietor itself had

limited direct impact on MI compared to BW and DS; its e ect mostly manifested through how LoS power
dominated or not the di use components. Finally, in higher SNR, Ml saturated, but, remained sensitive to
BW and DS. Our numerical results showed decreasing Ml as BW increased from 50 MHz to 500 MHz at DS
=50ns.

Our analysis revealed that LoS environments do not necessarily preclude SKG: the interplay of BW, DS and
MPC resolvability can still yield signi cant Ml and thus non-zero SKG rates. However, the susceptibility of
SKG to on-the-shoulder eavesdropping is governed by the exact interference patterns of the MPCs at Eve,
not merely by geometric distance. The results motivated channel-aware adaptation of SKG parameters in
subsequent contributions.

12.3 Comprehensive Analysis of Achievable SKG Rates

12.3.1 Proposed Methodology

In [6], we bridged the gap between theory and practice by analyzing SKG rates as a function of both
channel characteristics and SKG protocol design parameters, and by validating our analysis through an
extensive measurement campaign with a realistic on-the-shoulder eavesdropper. In this work we addressed
the following shortcoming of existing literature on SKG:

1. For ease of mathematical analysis, the vast majority of published works has in the past assumed
spatial decorrelation when an eavesdropper is at distances more than half a wavelength away from
the legitimate users, therefore seriously underestimating information leakage. In this work, no such
assumption was made and we accounted for spatial dependencies even at very proximal distances (one
wavelength) through the use of experimental datasets in LoS and NLoS conditions.
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Figure 12.3: Set-up of experimental campaign for SKG.

2. Based on our experience, a key challenge in transitioning SKG from theory to practice was identi ed
in the real-time implementation of privacy ampli cation, which was rarely addressed in earlier works.
In this work we employed the F-BLEU conditional min entropy estimator and further proposed a fast,
real-time implementation using long-short term memory (LSTM) networks.

3. A large body of prior works focused on optimizing the quantization / non-reciprocity mitigation and
the reconciliation rate. However, joint optimization of the SKG stages through careful parameter
ne-tuning was entirely missing. In this work, we implemented and optimized jointly all stages.
Interestingly, we have shown that increasing the quantization and reconciliation rates in silo, did not
lead to the highest achievable key rates due to increased leakage towards Eve, captured through higher
hashing rates at the privacy ampli cation.

12.3.2 Numerical Results and Analysis

We used the experimental campaign of our prior work [55] as shown in Fig. 12.3, in which three NI USRP-

2974 SDRs, were con gured as Alice, Bob and Eve. The center frequencywa8+¢75 GHz (wavelength

_ 8cm), with signal bandwidth = 70 MHz and sampling ratg§ = 140 MHz. Eve was placed on a linear

positioner at distances 1to 10 from Bob (8 cm to 80 cm), enabling a controlled on-the-shoulder attack.

For each Eve position, 2@hirps are exchanged to guarantee convergence of conditional min-entropy and

leakage estimates. We investigated four scenarios: LoS static, LoS dynamic, NLoS static and NLoS dynamic.

In the static scenarios measurements were collected overnight, while in dynamic scenarios uctuations were

induced by moving a metal plate and by human or object motion in the room during daytime.

Randomness distillation was performed by convolving the received time-domain signals with a Iterbank of
raised-cosine lters (e.g. = 16 with roll-o 0.25), forming power measurements per subband. These

observations were quantized using multi-level quantization &ithf4-16g uniform levels per subband and

per channel realization. Information reconciliation was implemented via Slepian-Wolf Polar codes. Alice

sent a syndromB 2 f0-1g'l A 19%:& with code rateA 2 f0s1-0+3-0s5-0¢7-0+9g; both Bob and Eve used

B to attempt error correction. The success of reconciliation depended on the number and positions of bit

errors, and was shown to be negligiMel% in low code-rates€  0s2.

For privacy ampli cation, we bench-marked our proposed solution against F-BLEAU [56], computing

conditional min-entropy as the di erence between min-entropy and leakage. We further introduced a

conservative safety margin, compressing sequences by an extra 10% beyond the F-BLEAU estimate to

30ut of 43305 papers published on IEEExplore, only 1600 papers even refer to privacy ampli cation, and only a handful
investigate algorithmic implementations
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Figure 12.4: SKG rates over di erent combinations of design parameters as a function of the distance from
Bob (measured in wavelengths).

mitigate underestimation risks. For real time operation, we proposed an LSTM that had a recurrent layer
with 100 hidden units followed by a dense softmax output for multi-class conditional mutual information
based rate selection. It was trained with the Adam optimizer and categorical cross-entropy.

Our measurements showed how SKG rates depended jointly on the lterbank siae the number of
guantization levels, on the Polar code ra#over each scenario (LoS / NLoS, static / dynamic) and on
the eavesdropper's positions (distance from Bob frofl@_). Dynamic scenarios generally yielded higher
conditional min-entropy and SKG rates than static ones, as expected. However, even in static environments,
careful tuning oft —&— A yielded non-zero SKG rates. Our analysis highlighted that too high code rates
reduced reconciliation success and thus e ective key rates, while too aggressive quantizatidia)(targlel
increase bit mismatch rate and reconciliation overhead, o setting gains in raw entropy. Partial results are
depicted in Fig. 12.4 and 12.5.

12.4 Context-Aware SKG Demonstrator with Real-Time Implementation

12.4.1 Proposed Methodology

In this work, we participated with our algorithms in the full, end-to-end, context-aware SKG demonstrator
built by the Barkhausen Institut. The demonstrator integrated pilot exchanges, environment classi cation,
parameter selection, SKG protocol execution, real-time privacy ampli cation and intuitive visualization via

a physical LED key. The hardware setup used two USRP X410 devices acting as Alice and Bob, operating at
a carrier frequency of 5.5 GHz with sampling rate 82IMS/s, providing a usable bandwidth of 400 MHz.

The devices shared a common reference clock and time source to allow synchronized frame exchange. Each
frame consisted of a chirp of length 2048 samples and bandwidth 400 MHz, and a burst consisted of 5 frames
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Figure 12.5: SKG rates over di erent combinations of design parameters as a function of the code rate.

separated by 0.1 s, with a transmission delay of 0.01 s between Alice and Bob.

12.4.2 Numerical Results and Analysis

We captured real-time channel frequency responses (CFRs) in three di erent physical contexts, namely,
LoS static; NLoS static; and Dynamic (motion of antennas, people and objects). We extracted two families
of features from CFRs: i) momentary features, i.e., absolute and phase di erences between CFR samples,
amplitude and phase of the dominant LoS component, and statistics (mean, variance, kurtosis, skewness).
i) temporal variation features, i.e., cross-correlation between consecutive CFRs, rates of change in LoS
amplitude and phase, and PCA-based features summarizing temporal patterns. Based on the detected
context, we selected SKG parametéts— ;°Awhere 5 denoted the number of Iters in the lterbank;

the number of quantization levels; aAthe code-rate in reconciliation. The demonstrator implemented the

full SKG chain in real time (less than 1 msec), hinting that the WP5 KPI of AKA is less than 5 msecs is
within grasp. The nal secure bits were displayed on a 3D-printed key equipped with LEDs controlled by
an ESP32 microcontroller, providing an intuitive visualization of the abstract digital key, shown in Fig.12.6
This demonstrator was awarded the best demo award in IEEE CNCS 2025, shown in Fig. 12.7

12.5 Integration with the Architecture

Taken together, our works traced our path from foundational analysis of LoS multipath channels for SKG to

a fully operational, context-aware, real-time demonstrator. Our development of a conditional min-entropy
estimator, combined with realistic leakage estimation and context-aware parameter selection, ensures that
we can quantify and control the information advantage of legitimate users over an eavesdropper, even under
stringent attacks. We have reported reconciliation rates &9% while for privacy ampli cation the
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