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Abstract—This paper focuses on a novel challenge-response
physical layer authentication (CR-PLA) mechanism for wireless
communications. It integrates an intelligent reflecting surface
(IRS) under the control of the receiver, which operates as a
verifier for the identity of the transmitter. In CR-PLA, the verifier
randomly configures the IRS and then checks that the resulting
estimated channel is correspondingly modified. We address the
trade-off between communication and security performance, in
terms of average signal-to-noise ratio (SNR) and missed detection
(MD) probability of an impersonation attack, respectively. In
particular, we design the probability distribution of the random
IRS configuration that maximizes the average receiver SNR under
an upper bound constraint on the MD and false alarm (FA)
probabilities, for the special case where both the transmitter and
the receiver are equipped with a single antenna. Numerical results
demonstrate effective balancing of communication metrics and
security requirements, suggesting that CR-PLA is a promising
solution for future secure wireless communication.

Index Terms—Authentication, Challenge-response, Intelligent
Reflecting Surfaces, Physical-Layer Security.

I. INTRODUCTION

Establishing whether a received message truly comes from
the legitimate sender or has been forged by an impersonating
attacker describes the user authentication problem. If unau-
thenticated messages are accepted, several risks might occur
that go from denial of service to privacy or the loss of control
of devices, e.g., in Internet of Things (IoT) contexts.

In the literature, several authentication mechanisms have
been proposed, mostly operating at the application layer and
using cryptographic approaches. Here, we exploit the propa-
gation characteristics of the physical channel as a signature
of the communication link or the transmitting device, in what
is known as physical layer authentication (PLA). In [1], the
basic approach is introduced: it consists of two phases, i.e.,
the identification acquisition and the identification verification
phases. In the first phase, the receiver Bob (verifier) estimates
the channel from signals transmitted by Alice (the authentic
source). Higher-layer mechanisms, e.g., based on cryptogra-
phy, are used to authenticate the signals. In the second phase,
whenever Bob receives a new message, he also estimates the
channel over which the transmitted signal has propagated and
compares this estimate with that in the first phase. If the
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two are consistently similar (considering that they are both
affected by noise), the received message is stated as authentic,
otherwise, it is assumed fake. Several technologies, including
orthogonal frequency division multiplexing (OFDM), multiple-
input multiple-output (MIMO) [2], [3] and underwater acoustic
communications [4], employed PLA, using different testing
techniques, from Neyman-Pearson tests [5] to machine learn-
ing approaches [6]. For an overview on PLA, we refer the
reader to [7], [8].

Recently, the controllable nature of wireless channels pro-
vided by new communication technologies has been exploited
for further improvement of PLA. Specifically, the propagation
of wireless signals can be modified using intelligent reflecting
surfaces (IRSs), i.e., controllable devices, where the phase shift
introduced by each element can be changed. Indeed, when the
verifier controls the IRS, he can set a random configuration of
the IRS which remains secret to the attacker, and verify that
the channel estimated from a received message corresponds
to the predicted channel according to the set configuration,
[9]. Such an approach provides a challenge response PLA
(CR-PLA) mechanism, where the random configuration is the
challenge and the predicted channel is the expected response.
Such an approach can be applied also when other controllable
channels are available, e.g., when Bob is a drone that changes
its position to pose a challenge [10].

In this paper, we aim to design the random IRS configuration
of the CR-PLA mechanism. We focus on the simple scenario
where both the legitimate transmitter and the verifier are
equipped with a single antenna, and the number of elements
in the IRS is large. First, we observe that the random IRS
configuration affects the data rate of the communication link
between the user equipment (UE) and base station (BS). In
particular, increasing its randomness yields in general a lower
missed detection (MD) probability while also lowering the
communication performance. To measure the communication
performance we consider the signal-to-noise ratio (SNR) aver-
aged over the random IRS configuration. Then, we consider a
generalized likelihood ratio test (GLRT) at the verifier to make
the decision about the authenticity of the message and analyze
the performance of the CR-PLA scheme in terms of both false
alarm (FA) and MD probabilities. Lastly, we design the prob-
ability distribution of the randomly selected phase shifts that
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Fig. 1. Communication scenario.

maximize the average SNR under an upper bound constraint on
the MD probability for a desired FA probability. In particular,
we identify two statistical properties (represented by two real
numbers) that capture the effects of the probability density
function (pdf) on both the communication and the security
metrics, so that the pdf design problem boils down to the
optimization of these two parameters, under other constraints.
In the design, we consider the worst-case scenario for the
defense, by assuming that the attacker has complete channel
knowledge, which is a challenging condition in practice.

The rest of the paper is organized as follows. Section II
presents the system model and the CR-PLA mechanism. Then,
the authentication strategy design is detailed in Section III.
In particular, in Section III-A and Sections III-B III-C the
communication and the security performance are introduced,
respectively; whereas in Section III-D, the design of probabil-
ity distribution of the randomly selected IRS phase shifts is
presented. Numerical results are discussed in Section IV and,
finally, conclusions are drawn in Section V.

II. SYSTEM MODEL

We analyze the scenario depicted in Fig. 1, where Bob, the
receive BS, authenticates messages from the UE Alice, the
legitimate transmitter. An attacker Eve aims to impersonate
Alice by forging messages and transmitting them to Bob. We
assume that all devices (Alice, Bob, and Eve) have a single
antenna each.

The communication between Alice and Bob is supported by
an IRS with N reflecting elements, each acting as a receive
and transmit antenna. In particular, each element has unitary
gain and introduces a phase shift ¢,, = e/, n =1,2,... N,
on the equivalent baseband signal. We define vector ¢ and
matrix ® as

® = diag{¢p} = diag{[p1, d2,...,on]}. Q)

Bob controls the IRS by choosing the phase control matrix ®
using a secure dedicated channel not accessible to Eve.

We assume that communication between Alice and Bob
only happens through the IRS without any additional direct
link (for instance, because a direct link is not available). We
define G € CV*! as the vector for the baseband equivalent
channel from Alice to IRS, and H € C**¥ as the vector of

the channel from IRS to Bob. The resulting Alice-IRS-Bob
cascade channel random gain is

Qae = H®G. )

In the considered scenario, Eve can transmit messages to
Bob through a direct channel with gain C € C.

All channels are assumed to be time-invariant, while the
IRS configuration (i.e., the matrix ®) is under Bob’s control
and can be changed over time, making the cascade channels
controllable. We consider correlated Rayleigh fading channels,
thus all entries of the channel vectors H and G are zero-mean
complex Gaussian with unitary power and identity correlation
matrix. However, most of the obtained derivations could be
applied to a more general channel model.

A. CR-PLA Mechanism

The CR-PLA mechanism [9] works as follows. In the
identification association phase, Alice transmits authenticated
pilot signals to Bob who, in turn, estimates the cascade channel
Qarp for several IRS configurations. Such an estimate will
then enable Bob to obtain a reference estimate of the cascade
channel for any IRS configuration ®

Qap(®) = Qa(®) + W, 3)

where W is the estimation error at Bob, modeled as additive
white Gaussian noise (AWGN) with zero mean and power 0]%.
In the identification verification phase, Bob sets a random
configuration of the IRS (that constitutes the challenge),
according to the pdf pe(®), and whenever he receives a
message, he estimates the cascade channel QAIB({)) and
checks if it corresponds to the expected channel Q55 (®).
Under legitimate conditions, when Alice is transmitting Bob

estimates the Alice-IRS-Bob cascade channel, i.e.,

Qars = Qas + Ws, €]

where W3 is the estimation error at Bob, modeled as AWGN
with zero mean and power 3.

B. Attacker Model

We consider a perfect channel knowledge scenario in which
Eve knows the realizations of H, G and C. This assump-
tion, although being generous to Eve, constitutes a worst-
case situation for the legitimate receiver. Consequently, it
is a conservative approach when investigating authentication
mechanisms.

Moreover, we assume that for the attack Eve transmits
directly to Bob and she can precode the transmitted pilot to
induce any channel estimate to Bob apart from the estimation
noise. Thus, when under attack, Bob estimates

V=V+Ws. &)

where V| is the channel forged by Eve. Note that, since gain
C is known to Eve, she can pre-compensate it before trans-
mission, thus it becomes irrelevant in our scenario. Moreover,
assuming that Eve is equipped with more antennas is also
irrelevant, as Bob has a single antenna.
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C. Authentication Test

When performirig the authentication check, Bob leverages
his knowledge of () 515. Let the channel estimate at Bob be

. {Q amp if Alice is transmitting (b = 0), ©

v if Eve is transmitting (b = 1),

with b indicating the legitimate/attack state. The purpose of
Bob is to figure out whether the estimated channel R corre-
sponds to the authentic one Qarp, ortoa forged channel V, by
using his knowledge of @ 5. Thus, Bob performs an authen-
tication test, wherein, given @AIB and R, he chooses between
two hypotheses, i.e., Hy if the message is from Alice, and
‘H1 if the message is from Eve. Therefore, the authentication
procedure outputs a Boolean value b, and correct verification
is achieved if b = b.

Since Eve can perform a variety of attacks Vj, we consider
that the receiver employs a GLRT, which is appropriate in case
of unknown V' statistics. Let fQIHo be the pdf of Q under
hypothesis Hy. The generalized log-likelihood function is

U= log fQ|7‘l0 (R) (7)

Under hypothesis Hg, and conditioned on the configuration
®’ chosen by Bob, R has a Gaussian distribution with mean

@AIB . I
R=Qup(®)+Ws—W. (8)

Let W = Wy — W represents the overall noise with per-entry
variance 02 = 20123. Thus, (7) becomes

2 Vol ’
U= IR - Qap(®), ©)

neglecting irrelevant constants. According to GLRT, W is then
compared with respect to a threshold 7, and the authentication
procedure outputs

(10)

ZA)— 0 \II<T,
)1 U >r.

III. AUTHENTICATION STRATEGY DESIGN

To perform the CR-PLA mechanism, Bob needs to randomly
select the IRS configuration to generate the challenge. How-
ever, the random IRS configuration selected in the identifica-
tion phase, while providing authentication capabilities, affects
the data rate of the communication link between Alice and
Bob. Therefore, we aim to properly design the pdf of the IRS
configuration pg(®) to get a tradeoff between the security
metrics and the resulting achievable rate of the legitimate
channel. First, note that under the two hypotheses (7) can be
written as

A. Communication Performance

Having assumed a single-antenna transmitter and receiver,
the communication-optimal IRS configuration can be ex-
pressed in closed form. Indeed, the communication-optimal
IRS configuration maximizing the SNR at the receiver is

0, =a—LH, — ZG,, (13)

withn =0,..., N —1 and « the angle common to all the IRS
elements. To simplify the following computation, we consider
a = 0 without loss of generality.

For a given IRS configuration @, the resulting achievable
rate of the Alice-Bob channel is

N-1 002

_- H,G,el

+ ‘ano 5 | > , (14)
Op

Ca,p(®) =log, <1

which depends on the instantaneous SNR

N-1 0,2
H,G el
w = [ 2= ntnt E (15)
9B

In the identification phase, we assume that Bob modifies
the IRS configuration around the optimal one, obtaining a new
phase shift as

en :§n+6n7 (16)

with ¢,, a random variable. Moreover, we assume that ¢,, are
independent and identically distributed for all the IRS elements
and that the pdf of ¢, is even. This simplifies the design of
the defense strategy, so more complex solutions where ¢,, are
correlated and may have different statistics are left for future
study. Under these assumptions, the problem of designing
pa (P) becomes the problem of designing the pdf p. of e,,.

For communication performance evaluation we consider the
average SNR 2 = E[w], for which we now derive an approx-
imate expression depending on some statistical properties of
€n-

In particular, let us consider the asymptotic case N — oc.
Then, let us define

m = E[e’*"] = Elcos €,] + jE[sin€,]. (17
Assuming that p. is even, the second term vanishes and
m = E[cos €,). (18)
Similarly, we define
s=sr+js; = E[cos? €,] + jIE[sin2 €n) (19)

and we have E[cos e, sine,] = 0 for symmetry reasons.

U = %w?, (11) The mean of each term of the sum in (14) can then be
g written as
ith ) .
. fisce =E[HpGne?®] = E[|H,Gleir]

i . 20

5— W, under hypothes?s Ho (12) _E[|H,||E[|G[|E[¢/"] — LA (20)

Vo — H®G + W, under hypothesis ;. 4
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with variance

o—gec :EHHnGnejen - Nsec|2]
2 21

2 ™ 2

:1—/18662171—6771 ,
since H,, G, and ¢/~ are independent and |H,|, |G,| are
Rayleigh variables with zero mean and variance % By using
the central limit theorem, we approximate the sum in (14) as
Gaussian distributed, with mean' Ny, and variance No?2,,.
Therefore, the average SNR depends on m and goes to oo

as
N 2
O T (2 +
205

76

2N?pZ,.
No?2

sec

N
> = F(Nﬂzec + O'szec)
B

- ﬁQ ((N - 1)7Lzm2 + 1> =Q(m). (22

op 16
Due to the relation between the achievable rate and the SNR,
for ease of computation, we refer to the asymptotic approxi-
mate average SNR Q(m) as the communication performance.

B. Security Performance

The two possible error events of the authentication mecha-
nism are FAs when Bob discards a message as forged by Eve
while it is coming from Alice, and MDs when Bob accepts
a message coming from Eve as legitimate. Specifically, an
FA occurs when, under hypothesis b = 0, ¥ > 7, whereas,
an MD occurs when, under hypothesis b = 1, ¥ < 7. As
security metrics of the CR-PLA mechanism, we then consider
the probabilities of FA and MD.

In formulas, for a given Alice-IRS-Bob channel and any
configuration ®’, we define then the probability of FA and
MD respectively as

Ppa = P[U > 7]b=0], (23)
Pup(C(V,®")) = P[¥ < 7]b=1]. (24)

Under the legitimate condition H, by plugging (8) into (9),
we have that ¥ becomes a central chi-square random variable
with 2 degrees of freedom and

PFA = 1 — ,FX2,(](T)7 (25)

denoting with F,2 ,(-) the cumulative distribution function
(CDF) of a non-central chi-square variable with 2 degrees of
freedom and non-centrality parameter a.

Note that for a circularly symmetric complex random variable y with non
zero complex mean M = M, 4 j M and real variance S2, the mean of \y|2
is

2 2
E[|M+Sw|?] = %QE [(MRf+\/§wR> + (Mf\f+\/5w1> }

SQ
=—(24+A
(24X,

2
with A = Q‘gﬁ‘ and assuming w = wpr +jwy circularly symmetric complex

Gaussian random variable with zero mean and unitary variance.

Under hypothesis H; with attack Vj, using (6) and replacing
(5) in (9), ¥ becomes a non-central chi-square random variable
with 2 degrees of freedom and non-centrality parameter

2 —
(V. ®) = S|V = Q@)

for a given IRS configuration ®’. The Pyp represents the
CDF of this variable evaluated at 7, that is

Pup ((V, ®")) = Fy2 ¢(v,an) (7). 27)

It is worth noting that the choice of 7 is typically set to
reach a desired Pga, i.e.,

(26)

T =F5(1 = Pea), (28)
and the MD probability becomes
Pup((V, @) = Fye c(v.an (Foly(1 = Pra)).  (29)

In the following, we consider the average Pyp, i.e., Pyp =
E[F\2 ¢(v,®)(T)], assuming that V" is fixed (i.e., Eve performs
a deterministic attack), whereas ®’ is random. Note that the
expectation is done with respect to the distribution of ¢,,, n =
0,...,N—1
C. Average MD Probability

We now derive the MD probability under a specific attack by
Eve and we express it as a function of key statistical parameters
for ¢,,, similarly to what we did for the average SNR.

Attack Strategy: Since Eve does not know the IRS
configuration, we assume here that Eve uses as attack the
average channel seen by Bob when Alice is transmitting, i.e.,
she sets the attack channel as Vy = E[Qa1p], Where the mean
is evaluated with respect to the random IRS configuration. So,

Vo = HE[®]G = H®E[diag{e’*"}|G = mH®G. (30)
Test Variable: Under attack V[, (12) becomes

§=mH®PG - HPG+W
N-1 B
= Z H, el [m — ejé"]Gn +W. (31
n=0

MD Probability: Under attack Vj, the probability Pyp
can be written as

— 2
PMD:P|:2|62<T]a (32)
ag

and we then investigate the statistics of each term of the sum
in (31) to derive an expression for Pyp.

Specifically, due to the Rayleigh scenario, and from the
symmetry of p., the terms in the sum of (31) are i.i.d
with mean E [Hnejgn [m — e¥*]G,,| = 0, and with real and
imaginary parts of the variance defined as

o4 =T [Re {Hneﬁ" [m — ejE”]Gn}Q}
(33)
=E [(m — cose,)?] = —m® + sg

= , 2
o?=F {Im {Hneje" [m — eJEn]Gn} } = sy (34)
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where sg = E[cos?¢,,] and s; = E[sin®¢,,]. The correspond-

ing cross-correlation is
E{Re {Hneﬁn [m — ejE"] Gn} X
Im {Hneﬁ” [m — eje"} Gn}}
=E[(m

(35
—cose,) (—sine,)] = E[cose, sine,] = 0.

By the Central Limit Theorem, for N—o00, § = dg + jd; has
a complex zero-mean Gaussian dlstnbutlon with 1ndependent
real and i 1mag1nary parts with variances o2 SR = = No% + % and

057 ;= = No?2 7+ %, respectively, which are functions of m and
sgr through (33) and (34). Fitglly, from (32) and the results
in (33)-(35), we approximate Pyp as

2
ﬁMD— |:5R+6I<U2T:|

2 2 2 o _ 0T
~P |:0—6,Rgl t05192 < 5| (36)
where g; and g, are real Gaussian variables with zero mean
and unitary variance. Still Pup depends on m, sg, and the
desired Pra = Ppa(7), i.e., Pup(m, SR, 7).

To evaluate (36), we need the CDF of a linear combination
of two independent central chi-squared random variables with
one degree of freedom each. This CDF cannot be expressed in
closed form; however, a series can be computed by following
[11]. Let us define cy = 03 g, a2 = 03, B = adez then
we have

Pup(m, sr,T) = Wm X

where

mo =2(28)* [[ (B + cs) ™'/

i=1

1k: 1
mi :Ejz_:omjdk,j,k Z 1

J
= +Z (,34—041) YRR

and L](f‘) the k-th generalized Laguerre polynomial.

(38)

D. Design of the pdf pe

For a desired Pra, we derived that m and sg are the only
parameters on which the communication and security metrics
depend, i.e., (22) and (37) , respectively. Our goal is to find the
optimal p. balancing the communication metrics and security
requirements. From (16), we aim at finding a feasible p. such
that Q(m) is maximized assuring that Pyp(m, s, 7) is kept
below a certain threshold 7.

03 :
—— 7 = 0.149
—— 7 = 0.1516
0.25 13 = 0.1542 1
—— 4 = 0.1568
75 = {0.1594;0.162}
0.2 ]
= 015 |
< |
0.1 Hl ]
0.05 \ ]
0 L e
0.2 0.4 0.6 0.8 1
X

Fig. 2. Probability distribution of €,, considering ?FA =10"3, N = 100,
op = 0.6, and n € T={0.149,0.1516,0.1542,0.1568,0.1594, 0.162}.

Thus, we consider the following optimization problem

argmax Q(m) = max/ cos(a)pe(a)da

m Pe — 00

S.t. ﬁMD(m,SR,T) <n

o ®
Ppa(T) = Ppa
Pe > 0.

Note that the problem of designing the pdf of the continuous
random variable €, becomes now the problem of optimizing
some of its statistical parameters (namely, m and sr), which
provides a much more tractable optimization problem.

We numerically solve (39) by looking for the (m*, s%,) pairs,
such that Pyip(m*, s3;) < 7, that are feasible solution of the
system

[ cos(@)pe(a)da = m

I3 cos?(a)pe(a)da = sg
75 pe(@)da = (40)
pe(a) >0

Note that for the sake of computation, we consider €, as a
discrete random variable. Consequently, (40) becomes a linear
system with positive solutions. Among the feasible (m*, sk)
pairs, we choose then that with the maximum m*.

I'V. NUMERICAL RESULTS

In this Section, we validate the above analysis providing
numerical evidence of the balance between communication
metrics and security requirements as the result of the opti-
mization problem (39).

Fig. 2 shows the
Prpa = 1073, N =

optimal p. obtained for
100, op = 0.6, and
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o m’< SR <m
o feasible sol

0.7 i m
e
0.6 3
[ Im

0.5
a1
)
0.4
0.3
0.2
0.1 0.2 0.3 0.4 0.5 0.6
m

Fig. 3. Pup(m, sg, ) contour plot at levels 7T, the area defining the pairs
(m, sgr) such m2 < sp < m (in red), the area representing the feasible
solutions of (40) (in grey), and the optimal (m*, s},) (stars). The different
colors refer to the different considered n € T.

n €  T={0.149,0.1516,0.1542,0.1568, 0.1594,0.162}.
It can be seen that for n > 0.1594 the optimal p. remains the
same, whereas for n < 0.149 any solution solving (39) can
be found.

This can be better observed in Fig. 3 where we show the
Py (m, sr,7) contour plot at levels 7, the area defined by
the pairs (m,sg) such that m? < sg < m (red area), the
area representing the feasible solutions of (40) (grey area),
and the optimal (m*, s%) pairs (stars) for Ppy = 1073, The
different colors refer to the different considered 7, with n € 7.
In general, the higher 7 is, the higher would be m*, i.e., the
more p. would be defined around zero. This would imply a
higher m* and then a higher Q(m*) at the cost of a security
degradation due to the reduction in the randomness of ®.

To find a tradeoff between ) and Pyp, Fig. 4 shows
the Pyp(m*,sh,7) as a function of Q(m*). In par-
ticular, we consider different values of Ppa in the set
{107%,1073,1072,1071}, N = 100, and 0% = 0.6. It can
be seen as for a desired Pra, a higher Q(m*) comes at the
expense of a higher Pyip(m*, s%, 7). Furthermore, the smaller
the desired Pga is, the smaller the reduction of £2(m*) in
dB would be, if the minimum possible ﬁMD(m*,s}i,T) is
assured. However, the smaller the Ppa is, the smaller the
minimum Pyip (m*, s%,7) that can be ensured.

V. CONCLUSIONS

In this paper, we have considered a CR-PLA mechanism
that leverages the presence of an IRS to perform the challenge-
response protocol. We have derived the probability distribution
of the randomly selected phase shifts, optimizing the tradeoff
between the average SNR of the legitimate channel and the

security metrics. We have derived approximate expressions for
the FA and MD probabilities, and the average SNR for the

0.25 Ppa =10"" Pry = 1073
Ppa =102 Ppa =107
0.2 B
B R e
—~ 0.15 b
-
&
A
'’ _
E 0.1 |
g
<
26 27 28 29 30 31 32
Q(m*) [dB]
Fig. 4. ?MD(m*,S}%,T) as a function of Q(m*) for Ppy €

{107%,1073,1072107*}, N = 100, and 0% = 0.6

special case of single-antenna devices. Numerical results show
that a high average SNR would come at the expense of a
reduction of MD probability and vice versa.
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